Section 2-9 Communication protection (Privacy Protection for Electronic Communication)

NetCom is not in favour of regulating privacy protection in the area of electronic communications in two separate legal frameworks (Act on Electronic Communication and Personal Data Act), as the draft legislation appears to indicate. This will partly involve a risk of double regulation, and partly a risk of unclear, more or less contradictory and overlapping regulation. 

The Directive on Privacy and Electronic Communications (Directive 2002/58/EU) is intended to complement the present privacy protection regulations, see article 1 of the directive. Regulation regarding privacy protection also includes activity in the area of electronic communications. The personal data regulation requires telecommunications operators to apply for a licence before handling personal data. 

The new directive on privacy protection regulates certain particular areas of electronic communications, for example location data, cookies and directory enquiries. 

The question is whether it is necessary to regulate this in the Electronic Communication Act, or if this may be left to the normal regulation framework for privacy protection. As far as location data is concerned, this is personal data according to the Personal Data Act. There is a need for consent for the use/handling of this data, in cases where the data has not been made anonymous. Article 9 of the Directive on Privacy and Electronic Communications thus does not provide anything beyond today’s existing regulation. The only thing that needs clarification is whether the end-user or the subscription owner should give consent. 

As far as information capsules (cookies) are concerned, section 25 of the introduction states what should be considered as included. According to Norwegian law, it has to be presumed that as long as the capsule does not contain personal data, or could be connected to such, the handling comes under the Personal Data Act. 

When it comes to unsolicited sending of communication, the draft legislation has a certain similarity to the directive on electronic commerce. This is also especially regulated in paragraph 2b of the Marketing Act (Markedsføringsloven). For the sake of clarity and in order to avoid double treatment of the above rules, both the preliminary work and the shaping of the act should consider the relationship between the different legal frameworks. 

Experience shows that there have been problems as a result of the different legal frameworks (bodies of rules) and the implementation of these. In NetCom’s view, the regulation should as far as possible be gathered and implemented in the normal privacy protection laws, hereunder in the licence for the handling of personal data. The most important thing, however, is not under which law the implementation happens, but that the authorities accept the responsibility for co-ordinating their respective areas of responsibility, in a completely different way from how they do it today. 

Privacy protection in electronic communication concerns securing the confidentiality of the communication which is transferred, and also of the information about the actual transfer. To a large extent, this regulation appears to concur with the rules for information protection in the Personal Data Act (Personopplysningsloven) 

and the personal data directive. According to the Personal Data Act, information protection contains a requirement for confidentiality, integrity and accessibility. As there now is a separate regulation about this, one could ask whether there is meant to be a difference between the legal frameworks after all. 

As the Personal Data Act contains precise rules, and an existing set of terms, it is suggested that ”communication protection” is removed and replaced by the term  ”information security””. 

In addition, it is proposed that the first paragraph is removed, because the security which is intended to be protected is sufficiently protected in the Personal Data Act and through regulations and licence given by the Data Inspectorate (Datatilsynet). 

The level of the security which is to be established is ambiguously formulated in the annotations to the act (p. 92). This is unfortunate because of the independent duty which is set out in the regulation. On the one hand one needs to consider ”the state of the art”.  Furthermore, costs involved in the introduction of this shall also be considered. Requirements must be proportionate. The point is that as there is no definition of what is “secure”, “the state of the art” will become the basis for comparison.  It is very unclear what the relationship is between possible extra security and costs, and which systems will be introduced – this also includes any new systems in the wake of further technological development. 

NetCom would like to refer to a further comment in the annotations, which we understand as a different approach from the “relative state of the art”: (p. 92) ”the provider [shall] provide security adjusted to the risk.” 

In NetCom’s view, this is exactly the point.  

In connection with our choice of level for security measures, we would further like to point out  that it is necessary to make clear what type of information is given about security – what can the user expect from individual networks and individual services, and how can he adjust his use accordingly. This point is independent of the duty to give such information, see section 2-9, second paragraph. 

NetCom would also like to point out that the need for regulation and the level of intervention must consider that both NetCom and other operators actually are completely dependent on offering secure networks and services (and for the market to perceive us as such), and that the need for intervention by the authorities will be less. 

The second paragraph regulates the handling of traffic data. The basic principle follows the equivalent in the Personal Data Act, i.e. that the storage of traffic data for the purposes of invoicing or fulfilment of the contract are the only purposes with a legal basis. All other use requires consent. 

At the same time it is not clearly stated who is subjected to this rule, and which right an individual physical or legal person has to request access or to give consent. 

One side of this which is not touched upon is the relationship between confidentiality and access to traffic data. This is also unclear in relation to current legislation (the Telecommunications Act (Teleloven) and the Personal Data Act). The question is what the relationship should be, e.g. between parents and children (what should the guidelines be for parental right to access), and between employers and employees. In cases where e.g. the owner of the subscription and the user is a different person (there are all kinds of subscription constellations), the right to access to traffic data might create a conflict. 

There is not much guidance on the type of storage necessary to obtain satisfactory information security, and thus security for users, subscription owners and operators, for example in relation to the misuse of telephones. However, this is sufficiently dealt with in the regulatory framework about personal data. In NetCom’s view, this is an unnecessary doubling up of regulation which should be avoided by harmonisation and joint implementation of the two legal frameworks (bodies of rules). 
