Section 2-9 of the proposed legislation – Protection of Communications etc.

The Data Inspectorate (Datatilsynet) views as positive the emphasis of the principle that information which is no longer necessary for transfer or invoicing should be deleted /made anonymous.

The Data Inspectorate understands that telephone companies need to store personal information for invoicing or complaints purposes.

The Inspectorate does not object to police authorities, through appropriate channels and for the purposes of police investigations, being given access to material stored for this purpose. If, on the other hand, such information should be allowed to be stored beyond such a time perspective for other purposes, this would have to be reflected in the objects clause of the Act. If so, it would have to be regarded in the context of a demand for a just requirement, and also of who might have such a need. The telephone companies do not have a particular duty to store information for the police; neither do they need to for themselves.

Permission or duty to keep transaction information for other purposes will involve storing enormous amounts of unnecessary personal information. In the main this will be information about people who are not in any way guilty of any illegal or suspicious activities. Considering the enormous amounts of personal information which would be stored, there may be only a marginal number of cases where this information would be suitable for solving criminal activities. It is not very probable that resourceful criminals would use the telecommunications network in such a way that it is suitable for police investigations.

As the EU had not formally authorised the part of the body of legislation governing personal information about the users of telecommunication services, a proposal for a general rule concerning protection of personal data in electronic communication has now been presented. Directive 02/58/EU has now been approved.

The provision in the draft legislation may be understood as a provision stating a general duty to protect information about the users’ communication. However, the regulation does not contain any rules about which specific duties rest with the person responsible, or what rights the users have to secure protection of their personal data in practice. This is a major flaw in the proposed legislation.

However, the flaw is to a certain extent rectified by the fact that further legislation will be in the form of regulations. This may lead to more material rules about requirements and rights. The Data Inspectorate would like to express the view that the area covered by regulations is too wide. In view of the rule of law and the European Convention of Human Rights, in particular Article 18, there are certain conditions which should be governed by law and not by regulations.

The Data Inspectorate believes that the Personal Data Act (Personopplysningsloven) also should regulate the treatment of personal data within the telecommunications sector. This is how it functions today, and it functions well. The Data Inspectorate does not believe there are any particular reasons for this to be changed.  To the extent that a change in the law nevertheless may be necessary, this should be done within the Personal Data Act.

