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Abstract

Routing is the heartbest of the Internet. Severd routing protocols exist nowadays but the
most common ones are Routing Information Protocal (RIP) and Open Shortest Peth First
(OSPF). The prime objectives of this project are to investigate the consequences of

deploying RIP and OSPF smultaneoudy on a network and the performance improved by

changing the timers of RIP.

This project will introduce the characteristics of IP addressing. The smilaritiesand
differences between Variable Length Subnet Mask (VLSM) and Classess Inter-Domain
Routing (CIDR) will be reviewed. Moreover, the advantages of the clasdess, over the
classful, nature of arouting protocol will be rationaized aswell. The compostionsof a
routing table will also be discussed. The section will end with a detailed examination of

RIP and OSPF.

Experiments involving seven Cisco routers will be performed. The three cases of
interests are:
impact of afalure Ethernet link to the OSPF convergence
impact of abroken Frame Relay (FR) Virtud Circuit (VC) to the RIP convergence
impact of abroken FR VC to the redistribution convergence
The RIP stimerswill be changed in each of the three cases to ingpect any performance

improvemen.



Acronyms

Abbreviation Meaning

AD Administrative Distance
The “trustworthy” of the routing protocol
BGP Border Gateway Protocol
The de facto routing protocol between Autonomous System
CIDR Classless I nter-Domain Routing
Ability to perform summarization beyond the | P address s classful
boundary
EIGRP Enhanced Interior Routing Protocol

A Cisco proprietary routing protocol.
Enhancement of the IGRP

FR Frame Relay
IETF Internet Engineering Task Force
IGP Interior Gateway Protocol

Routing protocol that runsingde an Autonomous System

IGRP Interior Gateway Routing Protocol
A Cisco proprietary routing protocol thet is designed to replace RIP
IP Internet Protocol
A routed protocol at OSl layer 3
IS1S I ntermediate System to I nter mediate System
A link state routing protocol for the ISO’s Connectionless Network
Protocol
ISP Internet Service Provider
LAN L ocal Area Network
LS Link State

Thisisatype of routing protocol that floods the link state throughout the

entire area



OSPF

RIP

VC
VLSM

WAN

Open Shortest Path First

A link state routing protocol that isimplemented in most of the networks
Routing Information Protocol

A distance vector routing protocol developed for TCP/IP

Virtual Circuit

Variable Length Subnet Mask

The ability to support different subnet mask length

Wide Area Networ k
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1. Introduction

The god of this project isto investigate the behavior of routing convergence. It begins
with an explanation of IP addressing. The report includes topics such as Variable Length
Subnet Mask (VLSM), Clasdess Inter-Domain Routing (CIDR) and classful versus
clasdess. Next, the report discusses the two routing protocols. Routing Information
Protocol (RIP) and Open Shortest Path First (OSPF) into great detail. The report then

examines the Structure of arouting table and the route sdection process.

In order to be practica in the investigation of the routing convergence, we perform an
experiment that involved seven Cisco routers. It is assumed that an end customer
requires redundancy for its Wide Area Network (WAN) connection. The customer
purchases WAN connectivity from two different |SPsthat are, unfortunately, running two
different routing protocols, hence, routing information must be redistributed. We
conduct the experiment such that network convergences under different failure Stuation

are examined. We will aso modify the timers of RIP to ingpect any improvement.

The Appendix contains the router codes that the author wrote and the routing table that

was generated as aresult of this project.



2. IP Addressing

In order to understand routing protocol, one must have a deep understanding of 1P
addressing. Hence, we include a brief discusson of the |P addressing scheme. Next, we
cover the concepts of Variable Length Subnet Mask (VLSM) and Clasdess Inter-Domain
Routing (CIDR). They are techniques for making |P addressing more efficient. They are
gmilar, yet with a subtle difference. Findly, we discuss the bases of clasdess and

classful behavior of arouting protocol.

2.1 IP Address and Subnet Mask

The IP addressing space in North Americais administered by the America Registry for
Internet Number (ARIN). AnIP addressis 32 hitsin length with two parts: network
number and host number. The length of the network number is different for different

classes[11].

2.1.1 IP Address Classes
IP addressis defined in five classes as shown in Table 1. They differ in the number of
hosts that can be attached to the network. The network number is assigned by ARIN

while the host addressis chosen by the network administrator.

When referring to the network address, the typica nomenclatureisto put a“0” in the
host address locations, e.g., 10.0.0.0. When referring to the host address, the convention

isto use the complete address as the host address, e.g., 10.12.42.123.



31— 24 bit 23 — 16 bit 15 -8 hit 7 -0 bit

ClassA | Network number Host number Host number Host number
ClassB | Network number  Network number Host number Host number
ClassC | Network number  Network number  Network number Host number
ClassD Reserved for Multicast

ClassE Reserved for experimental purposes

Table 1.: Network and host octet for difference classes of | P address.

Private address adlows the users to create their own networking address schemes; these
addresses must not interface to the public Internet directly. Their ranges are 10.0.0.0 —

10.255.255.255, 172.16.0.0 — 172.32.255.255, and 192.168.0.0 — 192.168.255.255.

2.1.2 Subnet

Subnet is a powerful concept that extends the network number one step further. Let’'s say
anetwork adminigtrator is given a class of 1P address block. It isrequired to divide the
hosts into different networksin order to separate the traffic sreams. By using the

concept of subnet, the network administrator can decide on the sze of the subnet block

according to the needs.

A subnet mask is used to identify the subnet boundary. It uses binary onesto denote the
network and subnet bits, and binary zeros to denote the host bits. For the host address

172.16.2.4 with a subnet of 172.16.2.0, the subnet mask is:

11111111.1121111112.11111111.00000000 (or 255.255.255.0 in decimal)



Binary representation
Decimal
31-24 bit 23-16bit 158 hit 7-0 bit equivalent
| P address: 10101100 00010000 00000010 00000100 =  172.16.24
Subnet address: 10101100 00010000 00000010 00000000 =  172.16.2.0
Subnet mask: 11111111 11111111 11111111 00000000 = 255.255.255.0

Table 2.: Example of an I P address and subnet mask.

A short form isused to show al the information in amore concise syle. The number of
onesin the subnet mask is written after the IP address, proceeding with adash. The
above example has 24 onesin the subnet mask. Consequently, the IP address and its

subnet mask can be written as 172.6.2.4/24. This can bereferred to asa“ bit mask”.

2.2 VLSM and CIDR

Thereisashortage of |P address. The main reason is its pre-set subnet mask. Variable
Length Subnet Mask (VLSM) is designed to solve this problem. Moreover, an issue that
routers are facing is the large Sze of routing table — up to 90,000 entries. Clasdess Inter-
Domain Routing (CIDR) is a methodology that would summearize entries within the
routing table. Both are smilar in away that they modify the predefined subnet mask.
However, there exists a subtle difference: VLSM divides the standard class into smaler

subnets while CIDR summarizes severd subnets into an aggregated entry.




2.2.1 Variable Length Subnet Mask (VLSM)

Suppose that it is required to divide a class C network into three subnets: one consists of

100 hosts and two consists of 50 hosts each. Even though a*“class C’ network has 254

host addresses available, this cannot be done by smply divide the address space into two

127-host networks or four 63-host networks. The only solution isto split the entire

address space into two big blocks, each with 127 host addresses, and further divide one of

the blocks into two smdler blocks, each with 63 host addresses.

This method of dividing the IP address block into different Szesis cdled Variable

Length Subnet Mask (VLSM). It isflexible and can suite the different requirement. It

also reduces the waste of |P address [8].

2.2.2 Classless Inter-Domain Routing (CIDR)

The Internet routing table currently consists of more than 90,000 entries. In order to

summarize some of the redundant informeation, Clasdess Inter-Domain Routing (CIDR)

isacquainted. Consider the examplein Table 3 of summarizing networks from

192.168.8.0/24 to 192.168.15.0/24.

Binary representation

Decimal
31-24bit 23-16bit 158 hit 7-0 bit equivalent
First IP Address: 11000000 10101000 00001000 00000000 = 192.168.8.0
Last IP Address: 11000000 10101000 00010000 11111111 = 192.168.16.255
Summarized: 11000000 10101000 000xxxxx  xoo00xx = 192.168.0.0/19

Table 3.: Example of | P address summarization.




Normdly, the routing table would have eight entries. By deploying CIDR, these entries
can be summarized as 192.168.0.0/19. However, one must aware that no “hole’ in the

address space is alowed; otherwise, black hole will result in packet loss.

2.3 Classful vs. Classless

The classful/classess nature of arouting protocol indicates whether or not the concept of
subret isalowed. If arouting protocol is classful, it automaticaly assumes that no
subnet exists. For example, only the standard network address “10.0.0.0” is passed for
the routing entry “10.1.1.0/24”. No subnet or subnet mask are transmitted. Then, when
another router receives this routing entry, it uses the norma mask, namely “/8” or

“255.0.0.0". Theinformation of subnet islost.

On the other hand, if the routing protocol is clasdess, the routing entry will consst both
the network and the subnet mask. In the above example, the routing entry includes both
the network address 10.1.1.0 and the subnet mask 255.255.255.0 pair. This containsthe

complete information.



3. RIP and OSPF

In today’s commercid networks, Routing Information Protocol (RIP) and Open Shortest
Peath First (OSPF) are the most widely used routing protocol. In this section, we examine
both RIP and OSPF. We will also discuss another routing protocol, Enhanced Interior

Gateway Routing Protocol (EIGRP) briefly for comparison purpose.

3.1 Routing Information Protocol (RIP)

Routing Information Protocol (RIP) isone of the first widely deployed routing protocols.
It uses adistance vector dgorithm. It issmple to program, but has a number of

disadvantages.

3.1.1 Algorithm

Routers pass periodic copies of their routing table to neighboring routers and accumulate
cost. RIP uses hop count as the metric for each link. For example, consider three
adjacent routers, A, B and C connected in agtraight line. Router A passesits routing
table to Router B; Router B adds one to the metric and passes the routing table to its other
neighbor, Router C. The same step-by-step process occursin all directions between

direct-neighbor routers[7].

3.1.2 Topology Change
The routing table must be updated whenever the inter-network topology changes. A table
update requires each router to send its routing table to each of the adjacent neighbors.

When arouter receives an update, it compares the update with its routing table. It adds



the metric of reaching the neighbor router to the path metric reported by the neighbor to

egablish anew metric.

3.1.3 Problems and Solutions

There are anumber of issues relevant to RIP. Firgt, the dow convergence may cause
inconggtent routing entries, occasiondly resultsin routing loops. When thereisalink
failure, other routers cannot receive the failure natification before sending their own
updates. Consequently, the network bounces the incorrect routing table and increments

the metric. The metric can eventualy gpproach to infinity.

In order to correct this problem, combinations of solutions have been implemented [5].
By defining 15 to be the maximum number of hops, the infinite looping problem can be
prevented. A second solution uses “ plit horizon”, which forbids the router from sending
information about a route back in the direction from which the origind packet arrived.
Moreover, a hold-down timer can be used. It ingtructs the router to delay any changes
that involves the defected routes. Findly, the router can send messages as soon asiit

notices a change in their routing table (triggered update).

3.1.4 Disadvantages
There are severd disadvantagesto RIP. The network is restricted to the size of 15 hops
due to the solution to the “count to infinity” problem. In addition, the periodic broadcast

of the routing table consumes bandwidth. The convergenceis dow too.



3.2 Open Shortest Path First (OSPF)

Open Shortest Path First (OSPF) was developed by the Internet Engineering Task Force
(IETF) as areplacement of the problematic RIP in RFC 2328 [9]. Thisisanon
proprietary routing protocol for the TCP/IP protocol family with many advantages over

RIP[2].

3.2.1 Algorithm

OSPF generates link - state packets that contain local information for each router. Each
router exchangesloca and externd link state information and generates a shortest path
tree. Each router usesthis exact topology to caculate the shortest path to each

degtination. Recdculation occurs only if there are any changes.

3.2.2 Topology Changes
Each router keepstrack of the link states of its neighbors. Whenever there is a change,
router notifies other routers by sending alink-state packet. Other routers then reconstruct

acomplete map of the inter-network.

3.2.3 Problems and Solutions

Unsynchronized updates and incong stent path decisions are the main problems of OSPF.
Routers cannot determine the most recent update when two different link - state updates
arive a gpproximately the sametime. If the link-state packet is not correctly distributed
to dl routers, invalid routing entries will be resulted. This problem is reaively minor

when comparing to the problem encountered by RIP. This can be solved easily by



coordinating the updates. Time stamps, update numbering and counters can be used to

show the sequence of the update [4].

3.2.4 Advantages and Disadvantages

OSPF has both advantages and disadvantages. Some advantages of OSPF are:
It is the highest- performance open standard routing protocol.
It isaclasdessrouting protocol.
It provides shortest path routing and is fast to fault-discovery and rerouting.
It consumes minimal link overhead when the network isin Steady Sate.

It has been endorsed by the IETF and implemented by many vendors.

Some disadvantages of OSPF are:
It demands a higher processing and memory requirement than RIP.

It consumes a large bandwidth &t the initia link-state packet flooding.

3.3 Enhanced Interior Gateway Routing Protocol (EIGRP)

EIGRP isathird generation distance vector routing protocol that negotiates neighbor
relation like alink state routing protocol. It combines the advantages of both the distance
vector and link state routing protocol [1,10]. The caculation dgorithm that EIGRP
deploysis caled the Diffusng Update Algorithm (DUAL) which is proprietary to Cisco.

The metric vaue isformulated by:
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BWeiGrp(min) = 10 / minimum BW aong the path(in kbps)
DLYEicresum) = Totd Delay aong the path (in ns) / 10
LOAD = how thelink isloaded (out of 255)

RELI = how reliable the link is (out of 255)

By default, the k-vaues are:

S =

o
c
Il
> (D> D> D> D> D> D~
o

ao\ononononono

=
[@n
3
e

This smplifies the formulainto:

metric = (BWEIGRP(min) + DLYEIGRP(sum)), 256

Table 4 ligs the bandwidth and delay of different mediaand how EIGRP agorithm

interprets the BWg grp ad DLY gigrp VAUeS.
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Media BW BWEicrrp Delay | DLYgicre
Fast Ethernet | 100,000k E 100 100ns 10
FDDI 100,000k 100 100ns 10
Ethernet 10,000k 1000 1000rs 100
T1 1544k 6476 | 20000ms 2000
DSO 64k 156250 | 20000ns 2000

56k 56k 178571 | 20000ns 2000

Table4.: EIGRP metric'sbandwidth and delay value.

3.3.1 Advantages and Disadvantages

There are some outstanding advantages usng EIGRP. Firdt, it supports multi- network
layer routed protocols, namely, IP, Inter-network Packet Exchange (IPX) and AppleTak
(AT). Thisisahuge advantage for the non-TCP/IP oriented networks In addition, the

convergence time for EIGRP isvery fag.

On the other hand, the drawback of EIGRP is its proprietary nature. Network manager
hestates to commit to a pure Cisco environment; any network with one non Cisco router

would not be able to deploy EIGRP.



4. Routing Tables

Routers exchange updates according to the specific protocoal to locate the most efficient
route. Thenarouting table is used to determine which next-hop (route) to usein order to
send a packet to a specific destination. In this section, we discuss the concept of

adminigrative distance and explain the route sdection process.

4.1 Administrative Distance

Adminidrative distance (AD) isthe rating of the trustworthiness of arouting protocol
which is expressed as an integer between 0 and 255. The lower the value, the more

trustworthy the informationis. Table 5 ligts the default ADs that are implemented in a

Cisco router.

Route Source AD
Static entry 1
Internal EIGRP 90
OSPF 110
RIP 120
Unknown source 255

Table5.: Administrative distance of different routing protocols.

4.2 Route Selection Process

There are three stepsin order to determine which next hop (route) to use for acertain

degtination. Firg, the longest-prefix ruleisused. Thisrule sates that the most precise

13



entry should be used. For example consider a routing table with two entries, next hop of
1.1.1 for destination network 10.1.1.0 and subnet mask of 255.255.255.0, and next hop of
2.2.2 for destination network 10.1.1.0 and subnet mask of 255.255.255.128. Thefirst
entry specifies |P addresses ranging from 10.1.1.0 to 10.1.1.255 while the second entry
only specifiesfrom 10.1.1.0 to 10.1.1.127. The second routing entry is more concise.
Consequently, if a packet has a destination address of 10.1.1.1, it would use 2.2.2.2 asthe

next hop.

The next step isto check the entry’s AD vadue. A lower numerica AD source of
information isfavored. For example, routing entries are sourced from both RIP and
OSPF. The entry learnt from OSPF would be preferred because OSPF has alower AD

than RIP (110 vs. 120).

The fina step considers the metric vaue. Inthis case, alower metric is preferred. |If

there is no unique decision resulted after these steps, the traffic will be load-balanced [3].

4.3 Route-Selection-Process Examples

Assume the severd sources of routing entries of a particular router are listed in Table 6.
Four examples will be used to illustrate the procedure of how this router chooses the next

hop (route).

14



Source Route AD Metric
1 OSPF 10.1.1.0/24 110 20
2 RIP 10.0.0.0/8 120 4
3 EIGRP  10.1.1.0/24 90 185324
4 OSPF 10.1.1.1/32 110 120
5 EIGRP  10.1.1.0/24 90 512

Table 6.: Example of route selection process.

If the destination is 10.1.1.1, it would use entry #4 because of the longest- prefix rule.
If the destination is 10.1.1.2, it would use entry #5 because EIGRP (entry #5) hasthe

lower AD than OSPF (entry #4) and metric “512” (entry #5) is smdler than metric

“185324" (entry #3).

If the destination is 10.2.3.4, it would use entry #2 because it is the only entry that

consists of the |P address 10.2.3.4.

If the destination is 172.16.2.3, the packet will be dropped because no entry includes

this |P address.

15




5. Experiments

The experiment consgts of eight Cisco routers. The specifications of the routers are
lisedin Table 7. A Cisco 2522-DC router, FR, is configured as a Frame Relay switch by
using the command “frame-relay switching” to Smulate a Frame Relay cloud. This
cgpability isusudly not used in production network. Rather, it is mainly intended for use

in test beds and experimental networks.

Name | 10OSVersion RAM Model Serial Number
R1 igs-d-1.111-12 8192k 2503 25191623

R2 C2500-ds-|_113-3 T.bin 2048k 2513 250432533

R3 C2500-ds-|_113-3 T.hin 2048k 2524 25795218

R4 C2500-ds-1_113-3 T.hin 4096k 2515 25201810

RS C1600-nr2y-1.112-10a.P 1536k 1601 JAB033530WD
R6 C4500-js-mz_112-23.bin 16384k 4000 45575012

R7 C3640-js56i-mz_120-10.bin 24576k 3640 JAB040180KW
FR C2500-ds-1_113-3 T.hin 2048k 2522-DC 250330094

Table7.: Router specificationsfor the experiment setup.

The setup of the experiment is shown in Figure 1. It involves two Internet Service
Providers (ISP) with seven routers. Thefirst Internet service provider, | SP#1, runs OSPF
as the routing protocol while the other Internet service provider, | SP#2, runsRIP. R2
and R3 are the border routers that interface with ISP#1 and 1SP#2, and redistribute the

routing information between the two domains.

16




ISP#1 ISP#2

OSPF RIP
67.1.6.0/24
R4
e2: 6 172016.1.0124 | 00: 4.4.4.4/24
el .6 el 6 s0: .2 |
R6 ro SL .2 4
LoO: 6.6.6.6/24 Lo0: 2.2.2.2/24
c <
S ‘ch .% e0: 1 __s0:.1 g
S 5 O } | -
- c £ & “!
= c R1 ©
— 0o ) o
o (@] LoO: 1.1.1.1/24 I
R7
Lo0: 7.7.7.7/124 :.5
| so—= I
Q0/1: .7 e0/0: .7 e0: .3
el/q: .7 R3
Lo0: 3.3.3.3/24 137.1.1l0/24 LoO: 5.5.5.5/24
67.1.7.0/24
Legend
Ethernet LAN
_1, T1 link

ED Router

Hub

Figure 1. Experiment Setup - seven routers (R1, R2, R3, R4, R5, R6,
FR Cloud R7), two routing protocols (OSPF, RIP), two | SPs (I SP#1, | SP#2).

The end customer has purchased Ethernet and Frame Relay (FR) connectivity from

ISP#1. R1isthemandte. R6 and R7 arethe two Ethernet Sites, and a redundant
connection exists between these two sites. R2 and R3 are the two FR siteswith 128k and
256k FR virtud circuit (VC) connected to the main Sites respectively.  This customer
requires WAN redundancy for the FR site. Consequently, aT1 link is purchased from

| SP#2 between the two Sites. R4 islocated at the same physical location asR2, and R5 is
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located in the same physical location asR3. R2 and R4 are interconnected witha T1

sxid link while R3 and R5 are interconnected with an Ethernet link.

We investigate three convergence behaviors after link failure. First, we loose the hub
link and examine the convergence time. Next, we remove the FR VC between R1 and
R2 and measure the convergence time. In addition, we investigate the RIP/OSPF
convergence behavior while the FR VC remains removed. Findly, we modify the RIP

timersin order to examine any improvement in the convergence time.

5.1 Impact of Hub Link on the OSPF Convergence

The normd peth for traffic flow from R4 to R7 is

R4-> R5-> R3-> R1->R7
In order to verify thistraffic pattern, the command “traceroute’ isissued a R4's
command line interface; we trace the route to R7’ s Ethernet link (67.1.7.7). Thereare
four hops; each represented by aline. After gating the line number, the next hop's IP
addressisindicated. For example, the second hop isat R3 and the IP address 137.1.1.3.
Three trace route packets are sent between each hop; the traveling times for these three
packets are recorded in the last three numbers. In the case of line 2, the three numbers,
20ms, 24ms and 24ms, indicate the traveling time for the three trace-route packets from
thefirst hop R5 (208.1.1.5) to the second hop R3 (137.1.1.3). If thetravelingtimeisa

“*” it means that the packet never arrives.
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R4t traceroute 67.1.7.7

Type escape sequence to abort.

Tracing the route to 67.1.7.7
1 208.1.1.5 32 msec 28 msec 24 msec < R5
2 137.1.1.3 20 msec 24 msec 24 msec < R3
3192.168.1.1 48 msec 64 msec 60 msec < R1
410.1.1.756 msec* 56 msec < R7

We disconnect R7’ s Ethernet interface module 0, dot 0 (e0/0) to Smulate a broken
Ethernet link. The traffic is shifted to the backup Ethernet connection between R6 and
R7. Theresulting route according to the “traceroute’ command, is:

R4-> R5-> R3-> R1-> R6-> RY

R4# traceroute 67.1.7.7

Type escape sequence to abort.

Tracing the route to 67.1.7.7
1208.1.1.5 28 msec 28 msec 20 msec < R5
2 137.1.1.3 20 msec 24 msec 24 msec < R3
3192.168.1.1 56 msec 60 msec 60 msec < R1
4 10.1.1.6 56 msec 60 msec 56 msec < R6
512.1.1.756 msec * 56 msec < R7

One hundred ping packets, each with atimeout of two seconds, are transmitted from R4
by usng the command “ping’. R7’se0/0 is disconnected sometime during the “ping”
command isissued. The destination IP addressis 67.1.7.7 (R7); the number of ping
packetsis 100. The default values are chosen for the protocol, datagram size, timeout,
extended commands and sweep range of szes. Each successful ping packet is
represented by a“!” and each failure ping packet is represented by a“.”. Inthis

particular ping command, 94% of the packets successfully arrive to the destination. The
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minimum, average and maximum ping- packet-round-trip times are 88ms, 95ms and
324ms respectively.

R4# ping

Protocol [ip]:

Target IP address. 67.1.7.7 < R7

Repesat count [5]: 100 < 100 packets
Datagram sze [100]:

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of Szes([n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echosto 7.7.7.7, timeout is 2 seconds.
TEREETRRRETRREEn et TECRREERREE e e e e e

Successrate is 94 percent (94/100), round-trip minavg/max = 88/95/324 ms

The first 23 ping packets travel the normal path between R4 and R7. Then R7’se0/0is
disconnected. During the trandent time when the routing protocol is converging, Sx ping
packets are logt. After the convergence of OSPF, the last 71 ping packets travel the
backup path between R4 and R7. Thisping test is repeated for ten times, and the results
aeligedin Table 8. On average, there are seven missing packets during the transent

period; it indicates that OSPF requires 14 seconds to converge in this topology.

Packet received Trafficloss Convergencetime
92 8 16
92 8 16
92 8 16
92 8 16
92 8 16
93 7 14
93 7 14
94 6 12
94 6 12
96 4 8
Average 93 7 14

Table 8.: Summary of the ten experimental resultsfor OSPF conver gence.
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Total 100 test ping packets. On average, 93 packetsarereceived, 7 packets arelost.

The conver gence timeis 14 seconds.

5.2 Impact of FR Cloud on the RIP Convergence

The normd peth for the treffic flow from R7 to R4 is
R7>R1>R2-> R4

It can be verified by issuing the command “traceroute 4.4.4.4" a R7.

R7# traceroute 4.4.4.4

Type escape sequence to abort.

Tracing theroute to r4 (4.4.4.4)
110.1.1.1 0 msec 4 msec 8 msec < R1
2 192.168.1.2 32 msec 36 msec 36 msec < R2
3172.16.1.4 48 msec * 48 msec < R4

We disconnect R2’s serid interface dot 0 (0) to sSmulate abroken FR link. 1t can
represent aloss of VC or aloosen connection. The traffic ends up using the other FR link
between R1 and R3, and ISP#2' s T1 link.

R7>R1>R3>R5> R4

R7# traceroute 4.4.4.4

Type escape sequence to abort.
Tracing theroute to r4 (4.4.4.4)

110.1.1.1 4 msec 8 msec 4 msec

2 192.168.1.3 32 msec 36 msec 32 msec <
3137.1.1.5 36 msec 32 msec 32 msec <
4208.1.1.452 msec* 48 msec <
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Again, one hundred ping packets, each with atimeout period of two seconds, are sent
from R7. The settings are Smilar to the ones from Section 5.1. A sample ping command
output is.

R7# ping

Protocaol [ip]:

Target IP address: 4.4.4.4 < R4

Repeat count [5]: 100 < 100 packets
Datagram size[100]:

Timeout in secords [2]:

Extended commands[n]:

Sweep range of szes[n]:

Type escape sequence to abort.

Sending 100, 100-byte ICMP Echosto 4.4.4.4, timeout is 2 seconds:
PR R Y e

s LA NS ERNNRNANRY

Success rate is 45 percent (45/100), round-trip min/avg/max = 84/86/92 ms

We repest the ping test for ten times, and the results are listed in Table 9. On average,
there are 47.2 missing packets during the transent period; it indicates that, RIP requires

105.6 seconds to convergein thistopology. It is considerably longer than OSPF's

convergence time of 14 secondsin Section 5.1.

Packet received Trafficloss Convergencetime
43 57 114
45 55 110
47 53 106
47 53 106
47 53 106
47 53 106
48 52 104
49 51 102
49 51 102
50 50 100
Average 47.2 52.8 105.6

Table9.: Summary of theten experimental resultsfor RIP conver gence.
Total 100 test ping packets. On average, 47.2 packets arereceived, 52.8 packetsare

lost. The convergencetimeis 105.6 seconds.



5.3 Impact of FR Cloud on the Redistribution Convergence

Normdly, traffic would flow adirect path from R7 to R2’sloopback link (2.2.2.2):

R7> R1-> R2

It can be verified by issuing the command “traceroute 2.2.2.2" a R7.

R7# traceroute 2.2.2.2

Type escape sequence to abort.

Tracing therouteto r2 (2.2.2.2)
1 10.1.1.1 4 msec 8 msec 4 msec < R1
2192.168.1.2 36 msec * 32 msec < R2

Similar to Section 5.2, we disconnect R2’s serid interface dot 0 (S0) to Smulate abroken
FR link. Traffic can ill be tranamitted between the two Sites with an indirect route:
R72>R1>R3>R5> R4-> R2

R7# traceroute 2.2.2.2

Type escape sequence to abort.
Tracing therouteto r2 (2.2.2.2)

110.1.1.1 0 msec 4 msec 8 msec <R
2192.168.1.3 36 msec 36 msec 32 msec <R
3137.1.1.5 32 msec 36 msec 36 msec <R
4 208.1.1.4 48 msec 52 msec 48 msec <R
5172.16.1.2 64 msec * 64 msec

Thistime, we send 1000 ping packets from R7. Other settings remain the same.
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R7# ping

Protocol [ip]:

Target IP address: 2.2.2.2 < R2

Repeat count [5]: 1000 < 1000 packets
Datagram size [100]:

Timeout in seconds[2):

Extended commands [n]:

Sweep range of sizes[n]:

Type escape sequence to abort.

Sending 1000, 100-byte ICMP Echosto 2.2.2.2, timeout is 2 seconds:
TETEET e R R Y e

Successrate is 77 percent (771/1000), round-trip minfavg/max = 56/112/344 ms

The ping test is repested for ten times, and the results are listed in Table 10. On average,

there are 236 missing packets during the transient period. This network topology requires

472 seconds to converge when thereisa FR VC failure.

Normally, R1 would be the next hop for R3 to reach R2’sloopback address (2.2.2.2). In

addition, R3 isthe preferred entry point to the RIP domain. Whenthe FRVCis

disconnected between R1 and R2, OSPF notifies R1 that R2 cannot be reached through

the direct FR link. The same routing information is passed via OSPF to R7 and R3.
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Packet received Trafficloss Convergencetime
759 241 482
759 241 482
760 240 480
761 239 478
762 238 476
765 235 470
767 233 466
767 233 466
769 231 462
771 229 458
Average 764 236 472

Table 10.: Summary of theten experimental resultsfor redistribution conver gence.
Total 1000 test ping packets. On average, 764 packets are received, 236 packetsare

lost. The convergencetimeis 472 seconds.

However, there is a tability problem in the RIP domain. In order to achieve convergence
in the RIP domain, the time specified in the flush timer must be waited in order to clear

the RIP srouting table. In the trandent stage, R5 4ill usesR3 to reach to R2; it
advertises this fase information to other routers, including R3. R3 then midead the
OSPF domain with afdse path; saying that R5 has away (which has next hop of R3) to
reach R2. Thisisarouting loop. The metric of RIP continuesto rise until it hitsthe
predefined infinity, which is 16. Then R5 sgnasto routersin RIP domain that R2

cannot be reached by using route R3. At last the correct routing information is sent and
the convergence begins[6]. We show in the next section that thisresult is extremely

sengtive to the variation of the RIP timers.
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5.4 Changing of RIP Timers

Therearefour timersin RIP. The Update timer dictates the time interval between
successive sending of the routing table. Each time when an entry is updated, theinvalid
timer isreset. If arouteisnot received in an update for the time specified by theinvaid
timer, it is declared unusable and will trigger the holddown timer: this entry will sill be
used to route packets;, however it will not be announced in the routing updates. Findly,
the route will be removed after the flush timer expired. The default settings of the four
timers are 30s (update timer), 180s (invaid timer), 180s (holddown timer) and 240s

(flush timen).

We repest the tests performed in Section 5.1 to 5.3 in this section twice. The procedures
and settings are identica to the ones before. The first set of tests uses a shorter timer
vaues and the second set of tests uses along timer values. We examine the effect of the

convergence based on these tests.

54.1 Timer Basic 5101030

The RIP timers are decreased in this sub-section. It means that the update will be sent
more frequently and routing table would converge faster. On the other hand, there are
more overhead routing traffics sent between Stes. This setting is only suitable for asmal
network. It is because for alarge network, the routing entry may be flushed away before

the update arrives.
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5.4.1.1 Impact of Hub Link on the OSPF Convergence

The nature and settings of this ping test are imilar to the onesin Section 5.1. The ping
command is repeated for ten times with 100 ping packets each. Theresultsarelisted in
Table 11. Onaverage, 5.9 packets are lost during the transient period. The network
topology requires 11.8 seconds to converge. Thisis roughly equd to the result obtained
by the default timers setting in Section 5.1 (14s convergence time). It is reasonable

because changing RIP stimers should have minimd effect to the OSPF convergence.

Packet received Trafficloss Convergence Time
93 7 14
93 7 14
93 7 14
93 7 14
93 7 14
95 5 10
95 5 10
95 5 10
95 5 10
96 4 8
Average 94.1 5.9 11.8

Table 11.: Summary of the ten experimental resultsfor OSPF conver gence with 5
sec update timer, 10 secinvalid timer, 10 sec holddown timer, 30 sec flush timer.
Total 100 test ping packets. On average, 94.1 packetsarereceived, 5.9 packetsare
lost. The convergencetimeis 11.8 seconds.

5.4.1.2 Impact of FR Cloud on the RIP Convergence

RIP has amechanism of “triggered update”. Any changes occurred would be detected
immediately; the updated routing table would be redistributed to OSPF smultaneoudy
too. Because of this triggered update mechanism, the results obtained from this sub-
section should be amilar to the ones from Section 5.2. In this subsection, the settings of

the test are identica to the onesin Section 5.2 except for the change in the RIP timers.
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The ping command is repeated for ten times with 100 ping packets each. According to
Table 12, there are 119.8s traffic loss during the convergence. Thisis gpproximately

equal to the default case in Section 5.2 (105.69).

Packet received Trafficloss Convergencetime
37 63 126
38 62 124
38 62 124
38 62 124
39 61 122
39 61 122
40 60 120
41 59 118
45 55 110
46 54 108
Average 40.1 59.9 119.8

Table 12.: Summary of theten experimental resultsfor RIP convergencewith 5 sec
update timer, 10 sec invalid timer, 10 sec holddown timer, 30 sec flush timer.
Total 100 test ping packets. On average, 40.1 packets arereceived, 59.9 packetsare

lost. The convergencetimeis 119.8 seconds.

5.4.1.3 Impact of FR Cloud on the Redigtribution Convergence

As discussed in the previous section, the redigtribution convergence time is very sendtive
to the RIPtimer. By reducing the timer vaues, the test is repeated for ten times with
1000 ping packets each. The settings of the ping command are identica to the onesin
Section 5.3. According to Table 13, there are only 69.1 missing packets during the
convergence. Hence, the convergence time improves from a472streffic lossin Section
5.3to only 138.2straffic loss. This advancement suggests that for any dynamic network

with acceptable bandwidth between stes, the RIP timer should be set to smaller vaues.

28



Packet received Trafficloss Convergencetime
925 75 150
927 73 146
927 73 146
927 73 146
928 72 144
930 70 140
935 65 130
936 64 128
937 63 126
937 63 126
Average 930.9 69.1 138.2

Table 13.: Summary of the ten experimental resultsfor redistribution convergence
with 5 sec update timer, 10 secinvalid timer, 10 sec holddown timer, 30 sec flush
timer. Total 1000 test ping packets. On average, 930.9 packets arereceived, 69.1

packetsarelost. The convergencetimeis 138.2 seconds.

5.4.2 Timer Basic 60 360 360 480

The tests from Section 5.1 to 5.3 are repeated again in this sub-section, except thet the
RIP timers are doubled. Consequently, updates are sent sparsely. This setting is suitable
for elther alarge network, a static network, or a network with limited bandwidth between

gtes. Nonetheless, the routing tables converge dower.

5.4.2.1 Impact of Hub Link on the OSPF Convergence

Asin Section 5.1, the ping command is repested for ten times with 100 ping packets
each. The settings of the ping command are identica to the ones from Section 5.1. The
resultsare listed in Table 14. On average, there are 5.8 missing packets during the
transient period; i.e., OSPF requires 11.6 seconds for this network topology to converge.

The results obtained from the various timer settings are roughly the same (14sin Section
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5.1, 11.8sin Section 5.4.1.1 and 11.6s in Section 5.4.2.1) because changing RIP stimers

should have an inggnificant impact to the OSPF convergence.

Packet received Trafficloss Convergencetime
92 8 16
92 8 16
93 7 14
93 7 14
94 6 12
94 6 12
96 4 8
96 4 8
96 4 8
96 4 8
Average 94.2 5.8 11.6

Table 14.: Summary of the ten experimental resultsfor OSPF conver gence with 60
sec update timer, 360 sec invalid timer, 360 sec holddown timer, 480 sec flush timer.
Total 100 test ping packets. On average, 94.2 packets arereceived, 5.8 packetsare

lost. The convergencetimeis 11.6 seconds.

5.4.2.2 Impact of FR Cloud on the RIP Convergence

We repests the test from Section 5.2 but with adifferent RIP timers. Theresults are
listed in Table 15. On average, there are 60.3 missing packets during the transent period;
i.e., RIP requires 120.6 seconds for this network topology to converge. Thisresult is
more or |less the same as the ones obtained from the previous two RIP timer settings

(105.6s and 119.85).



Packet received Trafficloss Convergencetime

38 62 124
38 62 124
38 62 124
39 61 122
39 61 122
39 61 122
41 59 118
41 59 118
42 58 116
42 58 116
Average 39.7 60.3 120.6

Table 15.: Summary of theten experimental resultsfor RIP conver gence with 60 sec
update timer, 360 sec invalid timer, 360 sec holddown timer, 480 sec flush timer.

Total 100 test ping packets. On average, 39.7 packets arereceived, 60.3 packetsare

lost. The convergencetimeis 120.6 seconds.

5.4.2.3 Impact of FR Cloud on the Redigtribution Convergence

Increasing the RIP timers should increase the time redistribution required to converge.
This sengtivity can be shown. The ping command is repested for ten times with 1000
ping packets each. The settings of the ping command areidentical to the onesin Section
5.3. According to Table 16, there are now 867.8s of traffic loss, which amost double the

472straffic lossfrom Section 5.3. This setup is not recommended unless the bandwidth

between links is vauable and the network is stable.
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Packet received Trafficloss Convergencetime
545 455 910
556 444 888
560 440 880
565 435 870
566 434 868
567 433 866
572 428 856
572 428 856
573 427 854
585 415 830
Average 566.1 433.9 867.8

Table 16.: Summary of the ten experimental resultsfor redistribution conver gence
with 60 sec update timer, 360 sec invalid timer, 360 sec holddown timer, 480 sec
flush timer. Total 1000 test ping packets. On average, 566.1 packets arereceived,

433.9 packetsarelost. The convergencetimeis867.8 seconds.

5.4 Discussion

The main god is to examine the convergence behavior for OSPF, RIP and redistribution
between thetwo. Firgt, we break the hub link to smulate an Ethernet failure. Ten
measurements are recorded for the three RIP timers cases. The result shows that the
amount of traffic loss during the OSPF convergence is very closein each of the cases
(14sin Section 5.1, 11.8sin Section 5.4.1.1, 11.6sin Section 5.4.2.1). Thisinsengtive

variationto the RIP timer is expected.

Next, we loose the connection to the R2' s serid port to smulate alossto the FR VC.

Once again, the RIP convergence time is about two minutes for the three different cases

(105.6sin Section 5.2, 119.8sin Section 5.4.1.2, 119.6 in Section 5.4.2.2). “Triggered
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update’, a tandard mechanism of RIP, causes an immediate update when any routing

changesis detected. Hence, the result isindependent from the RIP timers.

Finaly, we examine the convergence behavior of the redistribution between OSPF and
RIP. According to the experimenta result, the convergence time is sengtive to the
setting of the RIPtimers. Larger timer values cause adower convergence, and vice
versa. Therouting tables converge in 472s for the default timers. Decreasing these
vauesyidds afaster convergence time (138.2s). Doubling these vaues result a dower
convergence time (8678.8s). For a company that has a dynamic network, it is

recommended to set the timersto smdler values to improve the convergence time.



6. Conclusions

Routing tables across the entire network should converge in minimum time in order to
avoid excessvetrafficloss. Thisisthe main interest of this project. We aso discussed
|P addressing and the various components of the routing table. Next, we conducted an
experiment that examines the behavior of the routing protocols, RIP and OSPF. We
investigated the routing convergence under three different Stuations and concluded that
OSPF converges in about 10 seconds when there is a broken Ethernet connection, while

RIP convergesin a minute when thereisafalure FR VC.

We aso observed that the RIP timers impact the RIP/OSPF redistribution convergence
behavior sgnificantly. We recommend that a shorter RIP timers be programmed
whenever possible. Otherwise, the end devices (PC, work station or servers) should be
programmed with alonger idle time-out whenever the WAN connection involves a multi-

routing protocol because the convergence requires up to several hundred seconds.
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Appendix A

Code Listing

The configurations of a Cisco router are divided into different sections. Linesthat follow
the “interface’ command (e.g., “interface serid 1”) are the configuration for that
particular interface. Linesthat follow the “router ospf” or “router rip” commands are the

settings for the OSPF and RIP protocols.

Interface Commands:

“encapaulation frame-reay” — use Frame Relay asalayer 2 protocol to encapsulate the
packets

“ipaddress1.1.1.1" — st the |P address for that particular interface

“frame-rday interface-dici 102" — use FR VC 102 for that interface

“frame-rdlay traffic-rate 128000 — set the bandwidth for the specified VC to be 128kbps
“frame-rday traffic-shaping” — enable FR traffic shaping

“no keegpdive’ — assume the link is ways operationa without sending any keepdive

Routing Protocol Commands:

“timers basic 60 360 360 480" — et the RIP timers

“redigtribute ospf 7 — redistribute OSPF process 7 into RIP

“network 4.0.0.0" —include interfaces with | P address 4.0.0.0 to 4.255.255.255 to RIP
“network 192.168.1.0 0.0.0.255 area 0" — include al the interfaces with |P address

between 192.168.1.0 to 192.168.1.255 to OSPF' s Area 0



Cisco routers have empty configurations origindly. We configured the routers such that
they are suitable for the needs of this network protocol convergence project. The
configurations of the seven Cisco routers plus the Frame Relay Switch that produce the

experiment result arelisted. Linesbeginwith an“!” denote comments.

Router FR
I This router behaves like a FR switch.
I There are two PVCs, one from R1 to R2 and one from R1 to R3.

I Enable this router to be a FR switch
frame-relay switching

I Connected to the main site R1
I One PVC to R2 and another PVC to R3
interface Seriall
encapsul ation frame-rel ay
cl ockrate 64000
frame-relay intf-type dce
frame-relay route 102 interface Serial2 201
frame-relay route 103 interface Serial3 301

I Connected to the site R2 with a PVC to R1
interface Serial 2
encapsul ation frame-rel ay
cl ockrate 64000
frame-relay intf-type dce
frame-relay route 201 interface Seriall 102

I Connected to the site R3 with a PVC to R1
interface Serial3
encapsul ation frame-rel ay
cl ockrate 64000
frame-relay intf-type dce
frame-relay route 301 interface Seriall 103
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Router R1
I this is the main office’s routers and connect between the ATM network and the FR network

I Loopback interface for management purpose
interface LoopbackO
ip address 1.1.1.1 255.255.255.0

I connected to the fully-meshed ATM link
interface EthernetO
i p address 10.1.1.1 255.255.255.0

I FR interfaces; One 128k VC to R2 and one 256k VC to R3
interface SerialO
i p address 192.168. 1.1 255.255.255.0
encapsul ati on franme-rel ay
I p ospf network point-to-multipoint
frame-relay traffic-shaping
frame-relay interface-dlci 102
class VC_ 128k
frame-relay interface-dlci 103
cl ass VC 256k

I OSPF process; FR interface is in Area 0; ATM interface is in Area 1

I Perform summarization of IP address for network 67.1.0.0/16 and 192.168.1.0/24
router ospf 7

redi stribute connected subnets route-map | oopback
network 10.1.1.0 0.0.0.255 area 1

network 192.168.1.0 0.0.0.255 area O

area 0 range 192.168. 1.0 255. 255.255.0

area 1 range 67.1.0.0 255.255.0.0

I'access-list and route-map for redistributing the loopback interface to the OSPF routing process
ip access-list standard | oopback

permt 1.1.1.0 0.0.0.255
route-map | oopback permt 10

match i p address | oopback

I Traffic Shaping the FR VC to the desired Bandwidth
map-cl ass franme-relay VC 128k
frame-relay traffic-rate 128000
map-cl ass frame-relay VC 256k
frame-relay traffic-rate 256000



Router R2
I'R2 is a leg for the FR site. It also connects to ISP#2 using a T1 link.

I Loopback interface for management purpose
interface LoopbackO
I p address 2.2.2.2 255.255.255.0

I FR interfaces; 128k VC to R1

interface SerialO
I p address 192.168. 1. 2 255. 255. 255.0
encapsul ation frame-rel ay
i p ospf network point-to-multipoint
frame-relay traffic-shaping
frame-relay class VC 128k

I T1 connection to ISP#2
interface Seriall
I p address 172.16.1.2 255. 255.255.0

I OSPF Routing process; FR interface is in Area 0
I Redistributing between the RIP and OSPF
I ISP#2 (RIP)'s ntwk that is redistruted back to OSPF would have AD=152
router ospf 7
redi stribute connected subnets route-map | oopback
redistribute rip subnets
network 192.168.1.0 0.0.0.255 area O
di stance 152 0.0.0.0 255.255. 255. 255 3

I RIP routing process for the S1 Interface
I Also, change the timers and redistributed from the OSPF process.
I The OSPF network that is redistrubuted to RIP would have AD=153
router rip
timers basic 60 360 360 480
redi stribute connected netric 10 route-map | oopback
redi stribute ospf 7
network 172.16.0.0
default-netric 7
di stance 152 0.0.0.0 255.255.255. 255 7

I'access-list and route-map for redistributing the loopback interface to the OSPF routing process
ip access-list standard | oopback

permt 2.2.2.0 0.0.0.255
route-map | oopback permt 10

match i p address | oopback

I Traffic Shaping the FR VC to the desired Bandwidth
map-cl ass franme-relay VC 128k
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frame-relay traffic-rate 128000
no frame-rel ay adaptive-shaping

I Access List that consists of the RIP network

I For redistributing between OSPF and RIP

access-list 3 permt 4.0.0.0 0.255.255.255
access-list 3 permt 172.16.0.0 0.0.255. 255

access-list 3 permt 208.1.1.0 0.0.0.255
access-list 3 permt 5.0.0.0 0.0.0.255
access-list 3 permt 137.1.0.0 0.0.255. 255
I Access List that consists of the RIP network

I For redistributing between OSPF and RIP

access-list 7 permt 1.1.1.0 0.0.0.255
access-list 7 permt 2.2.2.0 0.0.0.255
access-list 7 permt 3.3.3.0 0.0.0.255
access-list 7 permt 6.6.6.0 0.0.0.255
access-list 7 permt 7.7.7.0 0.0.0.255
access-list 7 permt 10.1.1.0 0.0.0.255
access-list 7 permt 12.1.1.0 0.0.0.255
access-list 7 permt 67.1.6.0 0.0.0.255
access-list 7 permt 67.1.7.0 0.0.0.255
access-list 7 permt 192.168.1.0 0.0.0. 255

Router R3
I'R3is a leg for the FR site. It also connects to ISP#2 using a Ethernet link.

I Loopback interface for management purpose
interface LoopbackO
I p address 3.3.3.3 255.255.255.0

| Ethernet connection to ISP#2
interface EthernetO
I p address 137.1.1.3 255.255.255.0

I FR interfaces; 128k VC to R1

interface SerialO
I p address 192.168. 1. 3 255. 255. 255. 0
encapsul ation frame-rel ay
I p ospf network point-to-nultipoint
frame-relay traffic-shaping
frame-relay class VC 256k

I OSPF Routing process; FR interface is in Area 0

I Redistributing between the RIP and OSPF

I ISP#2 (RIP)'s ntwk that is redistruted back to OSPF would have AD=153
router ospf 7



redi stribute connected subnets route-map | oopback
redistribute rip

network 192.168.1.0 0.0.0.255 area O

di stance 153 0.0.0.0 255.255.255.255 3

I RIP routing process for the EO Interface
I Also, change the timers and redistributed from the OSPF process.
I The OSPF network that is redistrubuted to RIP would have AD=153
router rip
timers basic 60 360 360 480
redi stribute connected route-mp | oopback
redi stribute ospf 7
network 137.1.0.0
default-netric 3
di stance 153 0.0.0.0 255.255. 255. 255 7

I'access-list and route-map for redistributing the loopback interface to the OSPF routing process
ip access-list standard | oopback

permit 3.3.3.0 0.0.0.255
route-map | oopback permt 10

match i p address | oopback

I Traffic Shaping the FR VC to the desired Bandwidth

map-cl ass frame-relay VC 256k
frame-relay traffic-rate 256000
no frame-relay adaptive-shapi ng

I Access List that consists of the RIP network

I For redistributing between OSPF and RIP

access-list 3 permt 4.0.0.0 0.255.255.255
access-list 3 permt 172.16.0.0 0.0.255. 255
access-list 3 permt 208.1.1.0 0.0.0.255
access-list 3 permt 5.0.0.0 0.0.0.255
access-list 3 permt 137.1.0.0 0.0.255. 255
I Access List that consists of the OSPF network

I For redistributing between OSPF and RIP

access-list 7 permt 1.1.1.0 0.0.0.255
access-list 7 permt 2.2.2.0 0.0.0.255
access-list 7 permt 3.3.3.0 0.0.0.255
access-list 7 permt 6.6.6.0 0.0.0.255
access-list 7 permt 7.7.7.0 0.0.0.255
access-list 7 permt 10.1.1.0 0.0.0.255
access-list 7 permt 12.1.1.0 0.0.0.255
access-list 7 permt 67.1.6.0 0.0.0.255
access-list 7 permt 67.1.7.0 0.0.0.255
access-list 7 permt 192.168.1.0 0.0.0. 255
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Router R4
I R4 located inside ISP#2. The interconnection between the ISP#2 is a T1 link.
I It also connects to ISP#1 R2 with a T1 link.

I Loopback interface for management purpose
i nterface LoopbackO
i p address 4.4.4.4 255.255.255.0

I T1 connection between ISP#2

interface SerialO
i p address 208.1.1.4 255.255.255.0
cl ockrate 64000

I T1 connection to ISP#1

interface Seriall
I p address 172.16.1.4 255. 255.255.0
cl ockrate 64000

I RIP routing process for all interfaces
I Also, change the timers
router rip
timers basic 60 360 360 480
network 4.0.0.0
network 172.16.0.0
network 208.1.1.0

Router R5
I R5 located inside ISP#2. The interconnection between the ISP#2 is a T1 link.
I'lt also connects to ISP#1 R3 with an Ethernet link.

I Loopback interface for management purpose
i nterface LoopbackO
i p address 5.5.5.5 255.255.255.0

| Ethernet connection to ISP#1
interface EthernetO
ip address 137.1.1.5 255.255.255.0

I T1 connection between ISP#2
interface SerialO
i p address 208.1.1.5 255.255.255.0

I RIP routing process for all interfaces

I Also, change the timers
router rip

&



tinmers basic 60 360 360 480
network 137.1.0.0

network 5.0.0.0

network 208.1.1.0

Router R6
I This is a leg of the fully-meshed ATM link.
I'lt also has a connection to the other ATM site by an ethernet link.

I Loopback interface for management purpose
i nterface LoopbackO

i p address 6.6.6.6 255.255.255.0
I connected to the fully-meshed ATM link
interface EthernetO

i p address 10.1.1.6 255.255.255.0

I direct connection between the two ATM sites
interface Ethernetl
i p address 12.1.1.6 255.255.255.0

I user can be located on this ethernet interface
interface Ethernet?2
i p address 67.1.6.6 255.255.255.0
no keepalive

I OSPF process; all interfaces are in Area 1
router ospf 7
redi stribute connected subnets route-map | oopback
network 12.1.1.0 0.0.0.255 area 1
network 10.1.1.0 0.0.0.255 area 1
network 67.1.6.0 0.0.0.255 area 1

I'access-list and route-map for redistributing the loopback interface to the OSPF routing process
ip access-list standard | oopback

permt 6.6.6.0 0.0.0.255
route-map | oopback permt 10

match i p address | oopback



Router R7
I This is a leg of the fully-meshed ATM link.
I'lt also has a connection to the other ATM site by an ethernet link.

I Loopback interface for management purpose
interface LoopbackO
i p address 7.7.7.7 255.255.255.0

I connected to the fully-meshed ATM link
interface Ethernet0/0
i p address 10.1.1.7 255.255.255.0

I direct connection between the two ATM sites
interface Ethernet0/1
i p address 12.1.1.7 255.255.255.0

I user can be located on this ethernet interface
interface Ethernetl/0
i p address 67.1.7.7 255.255.255.0
no keepalive

I OSPF process; all interfaces are in Area 1
router ospf 7
redi stribute connected subnets route-map | oopback
network 10.1.1.0 0.0.0.255 area 1
network 12.1.1.0 0.0.0.255 area 1
network 67.1.7.0 0.0.0.255 area 1

I'access-list and route-map for redistributing the loopback interface to the OSPF routing process
ip access-list standard | oopback

permt 7.7.7.0 0.0.0.255
route-map | oopback permt 10

match i p address | oopback



Appendix B

Routing Tables

Therouting table of the routers with dl links operationa are listed in this section.
Router R1

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 1.0.0.0/8[110/123] via192.168.1.2, 00:00:52, Seria0

C  11.1.0/24isdirectly connected, LoopbackO

O E2 137.1.0.0/16 [110/123] via 192.168.1.2, 00:00:52, Seria0
2.0.0.0/24 is subnetted, 1 subnets

OE2 2220[110/20] via192.168.1.2, 00:00:52, Serid0
3.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 3.0.0.0/8[110/123] via192.168.1.2, 00:00:52, Seriad0

OE2 3.3.3.0/24[110/20] via192.168.1.3, 00:00:52, Serid0

O E24.0.0.0/8[110/123] via192.168.1.2, 00:00:52, Serid0

O E25.0.0.0/8[110/123] via 192.168.1.2, 00:00:52, Seria0
6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 6.6.6.0/24 [110/20] via 10.1.1.6, 00:00:52, EthernetO

OE2 6.0.0.0/8[110/123] via192.168.1.2, 00:00:52, Serial0

O E2172.16.0.0/16 [110/321] via 192.168.1.3, 00:00:53, Seria0
67.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

OE2 67.0.0.0/8[110/123] via192.168.1.2, 00:00:53, Serial0

O  67.1.6.0/24 [110/20] via10.1.1.6, 00:00:53, EthernetO

O  67.1.7.0/24[110/20] via10.1.1.7, 00:00:53, EthernetO
7.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 7.7.7.024[110/20] via10.1.1.7, 00:00:53, EthernetO

OE2 7.0.0.0/8[110/123] via192.168.1.2, 00:00:53, Serid0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 10.0.0.0/8[110/123] via 192.168.1.2, 00:00:53, Serial0

C  10.1.1.0/24isdirectly connected, EthernetO

O E2208.1.1.0/24 [110/123] via 192.168.1.2, 00:00:53, Serid0
12.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

O 121.1.0/24[110/20] via10.1.1.6, 00:00:53, EthernetO

[110/20] via 10.1.1.7, 00:00:53, EthernetO

OE2 12.0.0.0/8[110/123] via192.168.1.2, 00:00:53, Serial0
192.168.1.0/24 is variably subnetted, 3 subnets, 2 masks

C  192.168.1.0/24 isdirectly connected, Serid0

O  192.168.1.3/32[110/64] via192.168.1.3, 00:12:27, SerialO

O  192.168.1.2/32[110/64] via192.168.1.2, 00:12:27, SerialO



Router R2

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 1.1.1.0/24[110/20] via192.168.1.1, 00:00:57, Seria 0
R 1.0.0.0/8[120/5] via172.16.1.4, 00:00:06, Serial1
R 137.1.0.0/16 [120/2] via172.16.1.4, 00:00:06, Serid 1
2.0.0.0/24 is subnetted, 1 subnets
C  2220isdirectly connected, LoopbackO
3.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 3.3.3.0/24[110/20] via192.168.1.1, 00:00:57, Seria 0
R  3.0.0.0/8[120/5] vial72.16.1.4, 00:00:07, Seriall
R 4.0.0.0/8 [120/1] via172.16.1.4, 00:00:07, Serid1
R 5.0.0.0/8[120/2] via172.16.1.4, 00:00:07, Serid 1
6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 6.6.6.0/24 [110/20] via192.168.1.1, 00:00:57, Seria 0
R  6.0.0.0/8[120/5] via172.16.1.4, 00:00:07, Seriall
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
OE2 172.16.0.0/16 [152/321] via 192.168.1.1, 00:00:58, SerialO
C 172.16.1.0/24 is directly connected, Serial
67.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OIlA 67.1.0.0/16[110/84] via192.168.1.1, 00:00:58, Seria0
R  67.0.0.0/8[120/5] via172.16.1.4, 00:00:07, Seria 1
7.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 7.7.7.0/24[110/20] via192.168.1.1, 00:00:58, Serid0
R 7.0.0.0/8[120/5] via172.16.1.4, 00:00:07, Seriall
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OIA 10.1.1.0/24[110/74] via192.168.1.1, 00:00:53, Seria0
R  10.0.0.0/8[120/5] via172.16.1.4, 00:00:07, Seria 1
R 208.1.1.0/24[120/1] via172.16.1.4, 00:00:07, Serid 1
12.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OIlA 121.1.0/24[110/84] via192.168.1.1, 00:00:58, Seria0
R 12.0.0.0/8[120/5] via172.16.1.4, 00:00:07, Seria 1
192.168.1.0/24 is variably subnetted, 3 subnets, 2 masks
O  192.168.1.1/32[110/64] via192.168.1.1, 00:12:37, SerialO
C  192.168.1.0/24 isdirectly connected, SerialO
O  192.168.1.3/32[110/128] via192.168.1.1, 00:12:37, Seriad0



Router R3

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 1.0.0.0/8[110/123] via192.168.1.1, 00:01:05, Seria0

OE2 1.1.1.0/24[110/20] via192.168.1.1, 00:01:05, SeriaO
137.1.0.0/16 is variably subnetted, 2 subnets, 2 masks

OE2 137.1.0.0/16 [153/123] via 192.168.1.1, 00:01:05, Serial0

C  137.1.1.0/24 isdirectly connected, EthernetO
2.0.0.0/24 is subnetted, 1 subnets

OE2 2220[110/20] via192.168.1.1, 00:01:05, SeridO
3.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 3.0.0.0/8[110/123] via192.168.1.1, 00:01:05, SeriaO

C  3.33.0/24isdirectly connected, LoopbackO

R 4.0.0.0/8[120/2] via 137.1.1.5, 00:00:57, EthernetO

R 5.0.0.0/8 [120/1] via137.1.1.5, 00:00:57, EthernetO
6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 6.6.6.0/24 [110/20] via 192.168.1.1, 00:01:05, Seria0

OE2 6.0.0.0/8[110/123] via192.168.1.1, 00:01:05, Seria0

R 172.16.0.0/16 [120/2] via 137.1.1.5, 00:00:57, EthernetO
67.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OIlA 67.1.0.0/16[110/84] via192.168.1.1, 00:01:05, Seria0

OE2 67.0.0.0/8[110/123] via192.168.1.1, 00:01:05, SeriaO
7.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OE2 7.7.7.0/24[110/20] via192.168.1.1, 00:01:05, SeridO

OE2 7.0.0.0/8[110/123] via192.168.1.1, 00:01:05, SeriaO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OIlA 10.1.1.0/24[110/74] via192.168.1.1, 00:01:05, SerialO

OE2 10.0.0.0/8[110/123] via192.168.1.1, 00:01:05, Serid0

R 208.1.1.0/24[120/1] via 137.1.1.5, 00:00:57, EthernetO
12.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

OlA 121.1.0/24[110/84] via192.168.1.1, 00:01:05, Seria0

OE2 120.0.0/8[110/123] via192.168.1.1, 00:01:05, SeriaO
192.168.1.0/24 is variably subnetted, 3 subnets, 2 masks

O  192.168.1.1/32[110/64] via192.168.1.1, 00:12:44, SerialO

C  192.168.1.0/24 isdirectly connected, SerialO

O  192.168.1.2/32[110/128] via192.168.1.1, 00:12:44, Seria0
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Router R4

R 1.0.0.0/8 [120/4] via208.1.1.5, 00:00:12, Serid0
R 137.1.0.0/16 [120/1] via208.1.1.5, 00:00:12, Seria0
R 2.0.0.0/8 [120/4] via208.1.1.5, 00:00:12, Serid0
R 3.0.0.0/8 [120/4] via208.1.1.5, 00:00:12, Serid0
4.0.0.0/24 is subnetted, 1 subnets
4.4.4.0 isdirectly connected, L oopbackO
5.0.0.0/8 [120/1] via208.1.1.5, 00:00:12, SeridO0
6.0.0.0/8 [120/4] via208.1.1.5, 00:00:12, Serid0
172.16.0.0/24 is subnetted, 1 subnets
172.16.1.0 isdirectly connected, Seriall
67.0.0.0/8 [120/4] via 208.1.1.5, 00:00:12, Serid0
7.0.0.0/8 [120/4] via208.1.1.5, 00:00:12, SeridO
10.0.0.0/8 [120/4] via208.1.1.5, 00:00:12, SeridO0
208.1.1.0/24 is directly connected, SerialO
12.0.0.0/8 [120/4] via 208.1.1.5, 00:00:14, Seriad0
192.168.1.0/24 [120/4] via208.1.1.5, 00:00:14, Serid0

DOVODVDODOO DVOO

Router RS

1.0.0.0/8 [120/3] via 137.1.1.3, 00:00:47, EthernetO
2.0.0.0/8 [120/3] via137.1.1.3, 00:00:47, EthernetO
3.0.0.0/8 [120/3] via 137.1.1.3, 00:00:47, EthernetO
4.0.0.0/8 [120/1] via 208.1.1.4, 00:00:36, Serial0
5.0.0.0/24 is subnetted, 1 subnets
C  5.5.5.0isdirectly connected, LoopbackO
R 6.0.0.0/8[120/3] via 137.1.1.3, 00:00:48, EthernetO
R 7.0.0.0/8[120/3] via137.1.1.3, 00:00:48, EthernetO
R 10.0.0.0/8[120/3] via 137.1.1.3, 00:00:48, EthernetO
R 12.0.0.0/8[120/3] via 137.1.1.3, 00:00:48, EthernetO
R 67.0.0.0/8[120/3] via 137.1.1.3, 00:00:48, EthernetO
R 192.168.1.0/24 [120/3] via 137.1.1.3, 00:00:48, EthernetO
137.1.0.0/24 is subnetted, 1 subnets
C  137.1.1.0isdirectly connected, EthernetO
R 172.16.0.0/16 [120/1] via 208.1.1.4, 00:00:37, Seria0
C 208.1.1.0/24 isdirectly connected, SerialO



Router R6

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 11.1.0/24[110/20] via10.1.1.1, 00:01:37, EthernetO
OE2 1.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
2.0.0.0/24 is subnetted, 1 subnets
OE2 2220[110/20] via10.1.1.1, 00:01:37, EthernetO
3.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 3.3.3.0/24[110/20] via10.1.1.1, 00:01:37, EthernetO
OE2 3.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
O E24.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
O E25.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 6.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
C  6.6.6.0/24 isdirectly connected, LoopbackO
7.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 7.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
OE2 7.7.7.0/24 [110/20] via12.1.1.7, 00:01:37, Ethernetl
[110/20] via10.1.1.7, 00:01:37, EthernetO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 10.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
C  10.1.1.0/24isdirectly connected, EthernetO
12.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 12.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
C  12.1.1.0/24 isdirectly connected, Ethernetl
67.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
OE2 67.0.0.0/8[110/123] via10.1.1.1, 00:01:37, EthernetO
C  67.1.6.024 isdirectly connected, Ethernet2
O  67.1.7.0/24[110/20] via12.1.1.7, 00:01:37, Ethernetl
[110/20] via10.1.1.7, 00:01:37, EthernetO
O 1A 192.168.1.0/24 [110/10] via10.1.1.1, 00:01:37, EthernetO
O E2137.1.0.0/16 [110/123] via10.1.1.1, 00:01:37, EthernetO
OE2172.16.0.0/16 [110/321] via10.1.1.1, 00:01:37, EthernetO
O E2208.1.1.0/24[110/123] via10.1.1.1, 00:01:37, EthernetO
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Router R7

1.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 1.1.1.0/24[110/20] via10.1.1.1, 00:01:42, Ethernet0/0
OE2 1.0.0.0/8[110/123] via10.1.1.1, 00:01:42, Ethernet0/O
O E2137.1.0.0/16 [110/123] via10.1.1.1, 00:01:42, Ethernet0/0
2.0.0.0/24 is subnetted, 1 subnets
OE2 22.20[110/20] via10.1.1.1, 00:01:42, Ethernet0/0
3.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 3.3.3.0/24[110/20] via10.1.1.1, 00:01:42, Ethernet0/0
OE2 3.0.0.0/8[110/123] via10.1.1.1, 00:01:42, Ethernet0/0
O E24.0.0.0/8[110/123] via10.1.1.1, 00:01:42, Ethernet0/0
O E25.0.0.0/8[110/123] via10.1.1.1, 00:01:42, Ethernet0/O
6.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 6.0.0.0/8[110/123] via10.1.1.1, 00:01:42, Ethernet0/0
OE2 6.6.6.0/24[110/20] via12.1.1.6, 00:01:42, Ethernet0/1
[110/20] via 10.1.1.6, 00:01:42, Ethernet0/0
O E2172.16.0.0/16 [110/321] via10.1.1.1, 00:01:43, Ethernet0/0
67.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
OE2 67.0.0.0/8[110/123] via10.1.1.1, 00:01:43, Ethernet0/0
O  67.1.6.0/24[110/20] via12.1.1.6, 00:01:43, Ethernet0/1
[110/20] via 10.1.1.6, 00:01:43, Ethernet0/0
C  67.1.7.0/24 isdirectly connected, Ethernet1/0
7.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 7.0.0.0/8[110/123] via10.1.1.1, 00:01:43, Ethernet0/0
C  7.7.7.0/24 isdirectly connected, LoopbackO
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 10.0.0.0/8[110/123] via10.1.1.1, 00:01:43, Ethernet0/0
C  10.1.1.0/24 isdirectly connected, Ethernet0/O
O E2208.1.1.0/24 [110/123] via10.1.1.1, 00:01:43, Ethernet0/0
12.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
OE2 120.0.0/8[110/123] via10.1.1.1, 00:01:43, Ethernet0/0
C 121.1.0/24isdirectly connected, EthernetO/1
O1A 192.168.1.0/24 [110/10] via 10.1.1.1, 00:01:43, Ethernet0/0



