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i Introduction

« Using machine learning techniques to detect network
Intrusions is an important topic in cybersecurity.

« Machine learning algorithms have been used to
successfully classify network anomalies and intrusions.

» Supervised machine learning algorithms:
= Support vector machine: SVM
» Long short-term memory: LSTM
« Gated recurrent unit: GRU
« Broad learning system: BLS
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‘L BGP and NSL-KDD Datasets

» Used to evaluate anomaly detection and intrusion
techniques

= BGP:
= Routing records from Réseaux |IP Européens (RIPE)
= BCNET regular traffic

= NSL-KDD:
= an improvement of the KDD’99 dataset

= used in various intrusion detection systems (IDSs)
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BGP Datasets

= Anomalous data: days of the attack

» Regular data: two days prior and two days after the
attack

= 37 numerical features from BGP update messages
= Best performance: 60% for training and 40% for testing

Regular Anomaly Regular Anomaly Regular Anomaly
(min) (min) (training) (training) (test) (test)

Code Red | 6,999 600 3,678 362 2,921 239
Nimda 3,678 3,521 3,677 2,123 1 1,399
Slammer 6,330 869 3,209 531 3121 S11Y)
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NSL-KDD Dataset

= KDDTrain+ and KDDTest+: training and test datasets

= KDDTes?" a subset of the KDDTest+ dataset that does
not include records correctly classified by 21 models

Regular DoS U2R R2L Probe Total
KDDTrain* 67,343 45,927 52 995 11,656 125,973
KDDTest* 9,711 7,458 200 2,754 2,421 22,544
KDDTest?! 2,152 4342 200 2,754 2,402 11,850
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i Deep Learning Neural Network

« 37 (BGP)/109 (NSL-KDD) RNNs, 80 FC1, 32 FC2, and
16 FCs fully connected (FC) hidden nodes:
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i Long Short-Term Memory: LSTM

= Repeating module for the Long Short-Term Memory
(LSTM) neural network:
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i Gated Recurrent Unit;: GRU

= Repeating module for the Gated Recurrent Unit (GRU)
neural network:

.. [GRU output layer
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Broad Learning System: BLS

= Module of the Broad Learning System (BLS) algorithm
with increments of mapped features, enhancement

nodes, and new input data:

o Dynamically updated weights W

O/O OOOOOO OOOO

Zn+ Hm+1
Mapped Mapped Mapped Enhancement nodes p additional
. feature | feature n feature n+1 enhancement nodes
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i=12,..n j=12,..m m+1 enhancement nodes
N\ 7 and corresponding weights

X
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New input X,
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‘L Original BLS

= Matrix A, is constructed from groups of mapped
features Z" and groups of enhancement nodes H™ as:

Ay =[Z"| H™]

= [pXWe; + Ber) | EZRWnj + )]
where: != 1,2,...,nandj=1,2,..,m

« ¢ and &: projection mappings
= W, W,;: weights
= fei, Pn;: bias parameters

Modified to include additional mapped features Z,, ., ;,
enhancement nodes H,, . ,, and/or input nodes X
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‘L RBE-BLS Extension

= The RBF function is implemented using Gaussian kernel:
[[x —cl|?
E(x) = exp (—T
= Weight vectors of the output HW are deduced from:
W= HH HY
= H'Y,
where:
« W =|w,, w,, .., w]: output weights
» H=1&,¢,,...,&,]: hidden nodes
= H*:pseudoinverse of H
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i Cascades of Mapped Features

= Cascade of mapped features (CFBLS):
the new group of mapped features is created by using

the previous group (k — 1).
= Groups of mapped features are formulated as:

Zy = ¢(Zy-1Wer + Per)
¢k(X {Welugel} 1) fOT'k = 1
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i Cascades of Enhancement Nodes

= [ he first enhancement node in cascade of
enhancement nodes (CEBLS) is generated form

mapped features.

« The subsequent enhancement nodes are generated
from previous enhancement nodes creating a cascade:

H, & 842" ; Wy, Budior) foru =1,..,m,
where:
« W,; and §,;: randomly generated
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i Experimental Procedure

= Step 1: Normalize training and test datasets.

= Step 2: Train the RNN models and BLS using 10-fold

validation. Tune parameters of the RNN and BLS
models.

= Step 3: Test the RNN and BLS models.
= Step 4: Evaluate models based on:
= Accuracy
= F-Score
RNN: recurrent neural network
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Number of BLS Training Parameters

Parameters Code Red | Nimda Slammer NSL-KDD
Mapped features 100 500 100 100
Groups of mapped

features 1 1 25 S
Enhancement nodes 500 700 300 100
Incremental learning

steps 10 9 2 3
Data points/step 100 200 100 3,000
Enhancement

nodes/step 10 10 50 60
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Training Time: RNN Models

Datasets LSTM:2 LSTMs LSTMa4 GRU:2 GRUs GRU4

Python (CPU)

_ BGP (Slammer) 224 .52 259.91 819.78 54.12 60.76 759.82
Time (s)
NSL-KDD 4,481.73 4,614.66 11,478.62 1,108.31 1,161.80 11,581.30
Python (GPU)
BGP (Slammer) 30.74 34.94 38.82 31.03 35.46 40.22
Time (s)
NSL-KDD 344.93 355.86 394.55 817 58 345.04 369.86
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Training Time: BLS Models

Datasets BLS RBF-BLS CFBLS CEBLS CFEBLS
Python (CPU)
: BGP (Slammer) 21.53 18.68 18.89 32.36 32.13
Time (s)
NSL-KDD 99.47 98.27 98.13 108.23 108.14
MATLAB (CPU)
BGP (Slammer) 1.36 1.20 1.03 5.49 5.98
Time (s)
NSL-KDD 6.91 6.24 6.55 8.88 8.95
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LSTM Models: BGP Datasets (Python)

Accuracy (%) F-Score (%)

Model B’:t';‘;';% Test (ri*g}ﬂﬁr) (rBe%ﬂETr) Test
Code Red | 94.08 83.75 60.49 68.89

LSTM2 Nimda 7836 4715 4861 87.87
Slammer 92.98 92.99 85.97 7242

Code Red | 88.54 79.38 58.82 55.96

LSTM3 Nimda 85.57 39.10 40.28 92.22
Slammer 90.90 92.01 84.38 67.29

Code Red | 86.96 75.00 57.01 51.53

LSTM4 Nimda 92.00 26.94 35.21 95.83
Slammer 92.49 92.22 86.18 70.72
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i GRU Models: BGP Datasets (Python)

Accuracy (%) F-Score (%)

Model B’:t';‘;';% Test (ri*g}ﬂﬁr) (rBe%ﬂETr) Test
Code Red | 87.47 80.07 60.21 52.97

GRU2 Nimda 70.71 4896  58.26 82.83
Slammer 91.88 93.33 90.90 69.42

Code Red | 88.07 79.44 60.56 53.51

GRU3 Nimda 80.21 38.40 44 .24 89.02
Slammer 91.76 95.21 90.83 68.72

Code Red | 91.84 77.50 60.07 63.87

GRU4 Nimda 87.36 35.00 39.38 93.25
Slammer 92.14 92.15 90.35 70.11

May 26-29, 2019 ISCAS 2019, Sapporo, Japan 30



BLS Models: BGP Datasets (Python)

Accuracy (%) F-Score (%)

Model E:t';‘;f;? Test (rg_::EEar) (Ea%ﬁg) Test
Code Red | 94.97 69.79 65.21 66.38

BLS Nimda 76.57 70.69 54.93 86.73
Slammer 87.65 75.62 68.40 57.68

Code Red | 95.92 90.69 73.96 70.07

RBF-BLS Nimda 57.92 70.63 57.22 73.36
Slammer 91.21 90.55 70.76 64.57
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BLS Models: BGP Datasets (Python)

Accuracy (%) F-Score (%)

Model g:tlgge‘ftj Test (rgﬁﬁr) (Ea%r:FaTr) Test
Code Red | 95.16 69.38 61.74 71.08

CFBLS Nimda 5571  68.06 5826 71.56
Slammer 89.28 71.25 61.81 60.99

Code Red | 94.94 70.69 60.35 65.22

CEBLS Nimda 66.43 74.10 54.51 79.83
Slammer 91.01 87.71 82.43 66.38

Code Red | 95.66 70.07 59.51 71.75

CFEBLS Nimda 64.29 70.83 57.43 78.24
Slammer 86.36 71.11 o57.71 55.30
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RNN and BLS Models: NSL-KDD
i Dataset (Python)

Accuracy (%) F-Score (%)
Model KDDTestt  KDDTest? KDDTestt  KDDTest?
LSTM4 82.78 66.74 83.34 76.21
GRU3 82.87 65.42 83.05 74.06
CFBLS 82.20 67.47 82.23 76.29
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Incremental BLS Model: BGP and
i NSL-KDD Datasets (MATLAB)

Test Accuracy (%) F-Score (%) Time (s)
Code Red | 04.37 65.10 0.926
Nimda 91.64 95.64 2.757
Slammer 89.31 63.07 2.805
KDDTest* 81.34 81.99 32.99
KDDTest?! 78.70 88.06 29.71
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i Conclusion

= \We evaluated performance of:

« LSTM and GRU deep recurrent neural networks
with a variable number of hidden layers

« BLS models that employ radial basis function
(RBF), cascades of mapped features and

enhancement nodes, and incremental learning
« BLS and cascade combinations of mapped features
and enhancement nodes achieved comparable
performance and shorter training time because of
their wide and deep structure.
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i Conclusion

= BLS models:
= consist of a small number of hidden layers and
adjust weights using pseudoinverse instead of
back-propagation
=« dynamically update weights in case of incremental
learning

« better optimized weights due to additional data
points for large datasets (NSL-KDD)

= While increasing the number of mapped features and
enhancement nodes as well as mapped groups led to

better performance, it required additional memory
and training time.
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