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Introduction

Internet: a cluster of ASes
Within AS: Interior Gateway Protocols
Among ASes: Exterior Gateway Protocols

Scalability and performance are key

Interest in academic research community to
investigate behaviour of networks

Development of network simulation tools
SSFNet, OPNET, ns-2

Improved accuracy of a network model better
reflects actual behaviour
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Background Knowledge

Border Gateway Protocol

Exterior Gateway Protocol
BGP-4 is the de facto protocol

Operation using 4 message types
OPEN
UPDATE
NOTIFICATION
KEEPALIVE
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Background Knowledge (cont’'d)

OPEN Process

3-way handshaking procedure

no nl
TCP connection TCP connection
established CD CD established
*|dle* *|dle*
*OpenSent* OPEN OPEN *OpenSent*

/

*OpenConfirm* KEEPALIVE KEEPALIVE *OpenConfirm*

*E stablished* *E stablished*
~ BGP session established ~
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Background Knowledge (cont’'d)

OPEN Process

failed process: n0 deems parameter unacceptable

uly nl

TCP connection TCP connection
established CD CD established

*dle* *dle*

*OpensS ent* OPEN OPEN *OpenS ent*

“dle* NOTIFICATION KEEPALIVE *0 penC onfirm*
TCP connection ><
closed /

~BGP session NOT established ~

*|dle*

TCP connection
closed
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Background Knowledge (cont’'d)

BGP Simulation Models

SSFNet model SSF.O0S.BGP4
by Brian J. Premore [14]

Java-based model

ns-2 model ns-BGP
by Tony D. Feng [9]
C++/OTcl model
Ported over from SSFNet model
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Project Contribution

Original project plan out the window...

Assumptions made to simplify SSFNet
model during implementation

Carried over to ns-BGP

Error checking
OPEN message Optional Parameter
Negotiation of optional parameters
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Project Contribution: Error Checking

BGP message header
Common 19-byte header

1 2 3
01 2 3 45 6 7 8 9 01 2 3 456 7 8 9 01 23 45 6 7 8 9 01

Marker

Length Type

Marker: used for Authentication Information
Length: total length of BGP message
Type: OPEN, UPDATE, NOTIFICATION, KEEPALIVE
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Contribution: Error Checking (cont'd)

OPEN message

01 2 3 45 6 7 8 9 01 2 3 456 7 8 9 01 23 45 6 7 8 9 01

Version

My Autonomous System
Hold Time

BGP ldentifier

Opt Param Length

Optional Parameters

Handshaking information
|dentification
Desired session parameters
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Contribution: Error Checking (cont'd)

UPDATE message

01 2 3 456 7 8 9 01 2 3 456 7 8 9 01 23 45 6 7 8 9 01

Unfeasible Routes Length

Withdrawn Routes (variable length)
Total Path Attribute Length
Path Attributes (variable length)

Network Layer Reachability Information (variable length)

Unfeasible Routes
Path Attributes (for new routes)
Network Layer Reachability Information (NLRI)
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Contribution: Error Checking (cont'd)

NOTIFICATION message

1 2 3
01 2 3 45 6 7 8 9 01 23 4567 89 01 23 456 7 89 01

Error Code Error Subcode
Data (variable length)

Sent when error occurs
BGP and underlying TCP connections closed

KEEPALIVE message

No message body
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Contribution: Optional Parameters

OPEN message Optional Parameter

1 2 3
01 2 3 4567 8 901 23 4567 8 9 01 23 456 7 8 9 01

Parameter Type Parameter Length

Parameter Value (variable length)

Type 1: Authentication Information
Contains data for specific authentication mechanism

Type 2: Capabilities Advertisement

Communicates new features to employ during BGP
peering session
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Contribution: Optional Parameters (cont'd)

Type 1: Authentication Information

2004 Sep 01

1 2 3
01 2 3 45 67 8 901 2 3 456 7 89 01 23 456 7 8 9 01

Authentication Code

Authentication Data (variable length)

Used to verify identity of sender or to detect
loss of synchronisation between peers

Authentication Data contains algorithm for
calculating value of Marker field

Not yet implemented by any vendors!
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Contribution: Optional Parameters (cont'd)

Type 2: Capabilities Advertisement

2004 Sep 01

1 2 3

01 2 3 4567 8 901 2 3 45 6 7 8 9 01 23 45 6 7 8 9 01

Capability Code

Capability Length

Capability Value (variable length)

Used to introduce new capabilities into BGP
Allows BGP speakers to advertise supported

capabilities

Negotiated to determine which capabilities to
employ during peer session
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Contribution: Negotiation of Parameters

n0 does not
support A

Sent with no
parameters

Sent with no
parameters

n1 supports
capability A

no nl
TCP connection > C TCP connection
established established
*ldle* *Idle*
*OpenS ent* OPEN OPEN *OpenS ent*
“1dle* NOTIFICATION KEEPALIVE *0penConfirm*
TCP connection >< /
closed /
*|dle*
~ BGP session NOT established ~ > TCP connection
closed

TCP connection

Sent with
capability A

2004 Sep 01

TCP connection
reestablished D D reestablished
*dle* *Idle*
*OpenS ent* QPEN OPEN *OpenS ent*
*OpenConfirm* KEEPALIVE KEEPALIVE *OpenConfirm*

*E stablished*

\
\

~BGP session established ~

*E stablished*

Sent with no
parameter




Simulation Results: Error Checking

“Unfortunately” the simulator is ideal!

Data is in fixed structure (object class)
Any message sent created directly from object
Any message received parsed into an object

Errors were hard-coded to verify that the
error check correctly detected the error
Can’t show an entire scenario
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Simulation Results: Error Checking (cont'd)

Hold Time is invalid
OPEN message

Peer has receivgd:
Mesg type = 1, length = 29
BGPHeader: 255-255-255-255-255-255-255-255-255-255-255-255-255-255-255-255-0-29-1
OpenMesg: 4-0-0-0-2-10-0-0-1-0

Checking if Marker is 1l's

time: 0.0500151 Hold Time
peer return_ip: 10.0.1.1, peer ip_addr: 10.0.0.1
event_type: *RecvOpen*

connection_state: *OpenSent¥®

non-zero Hold Timer value is less than the minimum recommended value 3s
(current_val = 2 s)

BGP session with peer 10.0.0.1 closed.
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Simulation Results: Error Checking (cont'd)

Marker field is invalid
OPEN message

Peer has receivged:
Mesg type = 1, length = 29
BGPHeader: 255-255-255-255-255-255-255-255-255-255-10-255-255-255-255-255-0-29-1
OpenMesg: 4-0-0-0-90-10-0-0-1-0

Checking if Marker 1is all 1's

The Marker field is not as expected. Not OxFF !
BGP session with peer 10.0.0.1 closed.
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Simulation Results: Error Checking (cont'd)

UPDATE Attribute Flags are incorrect

UPDATE message

Peer has receivgd:
Mesg type = 2, length = 52
BGPHeader: 255-255-255-255-255-255-255-255-255-255-10-255-255-255-255-255-0-52-2
UpdateMesg: 0-0-0-25-64-1-4-0-64-2-7-2-1-0-2-192-3-7-10-0-7-1-128-9-7-10-0-7-1-24-10-0-6
Checking if Marker 1is all 1's

Bad flag
time: 0.251736

peer return_ip: 10.0.3.1, peer ip_addr: 10.0.6.1
event_type: *RecvUpdate*

connection_state: *Established*
ORIGIN i=1l: 0=0, t=1, p=0 }/

optional, transitive,
partial bit values for
AS_PATH 1=2: 0=0, t=1, p=0 Path Attribute i
NEXT_Hop 1=3: o=1, t=1, p=0 boooooooooo! >=

UpdateERR 4 w/ Notif: [192|3|7/10|0|6]|1]

BGP sessioM\with peer 10.0.6.1 closed.

Bad flag: NEXT_HOP

Attribute Flags error subcode
2004 Sep 01 21




Simulation Results: Negotiation

Syntax: [Auth Code] / [Auth Data]l

Where [Auth Data] is string of characters

3 test scenarios:

n0 n1 negotiated
<none> 2/123 <none>
2/123 2/123 2/123
2/L 2/123 <none>

2004 Sep 01
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Simulation Results: Negotiation (cont’d)

Scenario 1: n0 supports <none>, n1 supports 2/123

Sirmela CidibOtHTs. . .

pieee:rétdbn_ip: 10.0.0.1, peer ip_addr: 10.0.1.1
peentreiype; iiRet0dhOnt, peer ip_addr: 10.0.1.1
evanectype: stit@st@penSent™
Reemeatits Astidt€odedte?, AuthData = [1]2]3]
| have AuthCode = 0, AuthData = |
rBGEsatingnOREN PESG N /Oldngttidded.
heedténg pebhautticatish totoc@BANaTessage:

pType |1|, pLength |4|, aCode |2|, aData: 32:1 33:2 34:3
LemzthCoOBX)X2Rarams = |6|, OPEN Mesg Length = |16
-pebrted tBGR_Leng0h0isi nbwp¢ed ip_addr: 10.0.0.1
event_type: *RecvNotification®
rdbnneatiiog GRate MESBewl defigtii 10
I.[Hfigt:tesrﬁﬂptvﬂzhwmrﬂm{l) 0OPEMAEsg Length = [10]

time: 0.06001561

peer return_ip: 10.0.0.1, peer ip_addr: 10.0.0.1
event_type: *BéesOpeh*

connection_state: *RivehSent*

Peer wants AuthCode = 0, AuthData = |
Cheati nig  EREDIMEST, WidtteDati 40123 |

Length of Opt Params = [O], OPEN Mesg Length = [10]
-timetdl .B6GOHSHgth is now |29

peer return_ip: 10.0.0.1, peer ip_addr: 10.0.1.1
@E@eatingyPBENRRESOpeniength 10
Llemgtaahfo@pttBaeariBpen8¢n©OPEN Mesg Length = [10]
Pedoted BGSRAUEMGOHds-nDWA{ZBData = |1]2]3]

2004 Sep 01 I have AuthCode = 0, AuthData = |

BiGResdksif603%th peer 10.0.1.1 closed.

heeet ecbpem.iguth0 . Pushi t pesrcimeddr: 10.0.0.1

event tvne: *RecvOnen*




Simulation Results: Negotiation (cont’d)

Scenario 2: n0 supports 2/123, n1 supports 2/123

%@% Fgf%?g%&am 8:1:1; peer ip-addr: 16:6:6:1
Reev ew\hve

EYRALYRE:
Eg&ﬁ@%ﬂ%ﬁgi@o%%ﬂ%%*lf Fg addr: 10.0.1.1
nfonn ct1on sta\;rMTcljte
BF %lé(ﬁ' eode}ﬂ 2H BAuthData 1112]3]
Hejsims: ¥B iit:qcs,ﬁé%a; i?égggp 25502351 255-255-255-255-255-255-255-255-0-19-4
=» 3 rs

ength 35

rﬂear P@?@W@dr 10.0.1.1
Iﬁggﬁ PEl;l message:

| D 32:1 33:2 34:3
it ‘s” ? el

Totai‘;gg Length is now |35]

AL b PR 760 10.0.0-
Iﬁggﬂ fHP EN message:
SRS Sbi%g S‘ﬁﬁ“s de |2, aData: 32:1 33:2 34:3
Ltel?%tr:ﬁ%sgg)t Params = [6|, OPEN Mesg Length = |16
t

Len hlan 35 a4
*vtrz‘rsl"""'

ﬂé%@f&%@&@&?ﬂwﬂm&rrﬁxp

\=';w -0-0-1-6
2004 Sep 01 USBRIERES 9o 355 -255-255-255-255-255-255-255-255-255-255-255-255-0-19-4
CREAHRa I Fardad 1a1[ AT A A1 AT 1111 T1=11-11-11-17

wwthwde to test the Marker

e -ANBANIRRIN N1 4 ~nAaAr in adA-. AN NN 4




Simulation Results: Negotiation (cont’d)

Scenario 3: n0 supports 2/L, n1 supports 2/123

pimulation starts...

Peer wants AuthCode = 2, AuthData = |L|

Ithaes AdhCode = 2, AuthData = |12 3|

maer detanenigthd @OaQ. inaredr ip_addr: 10.0.1.1
BEMietyiver WBEGPpEU*0.0.1.1 closed.
heondlectpensaaté: Pdsd*to reconnect

time: 0.0500156

peer return_ip: 10.0.1.1, peer ip_addr: 10.0.0.1
event_type: *RetsOwéh*

connection_state: *@ibehSent*

no:creating OPEN MESG w/ length 14
PrsertingauphrenUodticnzinio DiRENanessagy 3 |

| pAyealiHCopengthAlhDarGodeLl2|, aData: 32:L
hengttaeh Qpiglasatos 't irakcWPEN Mesg Length = | 14]
-BARtakHOR Werigped now0 33| closed.

handle_open.auth: push to reconnect

N0 creating OPEN MESG w7/ length 16

Ipisaeting 0dERntication into OPEN message:
Epetdrh_ipkergthol4) pesore dady: aDadat. 32:1 33:2 34:3
length oy RptBarsmst: |6, OPEN Mesg Length = |16
-eoholaltBésP dtangthigloow |35]

time: 0.9600164
mar Fatlrn int 1 5_addr: 10.0.0.1

event_type: *Bepstnen”
connection_state: *(penSent”
2004 Sep 01
n1:creating OPEN MESG w/ length 10
Perstvauftoputrads = 2 0AUORENAMesd Length = |10
— have ARNEda et B AGtWIat@dF 1112131




Simulation Results: Negotiation (cont'd)

Syntax: [Cap Code] - [Cap Data]l

Where [Cap Datal is string of characters

2 test scenarios:

n0 n1 negotiated
1->redsox
<none> . <none>
2->mariners
1->redsox 2->mariners 2> mariners
2->mariners 3—2>angels

2004 Sep 01
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Simulation Results: Negotiation (cont'd)

Scenario 4: n0 supports <none>
n1 supports 1-=>redsox, 2->mariners

aimelatiepcdarts. ..

TPeresetothing:in e kcdpamétigsladdr: 10.0.0.1
Bragt d{se: *BGPstart*
PBRELEE00IREeLY Qcfe? , peer ip_addr: 10.0.1.1
Bé%?tpéﬁ(% *ﬁGPGtGr(‘H peerlp addr: 10.0.1.1

Bk Tak¢ R, /| 10
W] IVVI lCIIsLII YU

Lmrgtecdlfo@pstaaeaﬁ@pemeqanOPEN Mesg Length = [10]

Limgil-88P Length is now [29]
feger return_ip: 10.0.1.1, peer ip_addr: 10.0.0.1

MﬁﬁéafwmmNengsbag@ 1->redsox 2->mariners
E&aﬁﬁ%’@@pﬁwmrd&%s | Olf-> GREHMEsg rhanigtérs: |10 |

Ins€otianlg mwnedsqz%to NOTIF message, starting at nLen=0
nbﬁysétm ORE §G| Wiclength 32|
| RaREE RS AR ity 4->7adsny 10tQ OPENBISAIAES length = | 8|

| i depabfi e 4 i HANOTID. Oréss tarting at nLen=10
i a%@'?gﬁ?r age, starting at nLen=

q81f8 X -> pLengt | 8]
| REpREERE SARBRI M é'?i%fsﬂs‘ﬁ‘? QBEN messages  -> NotifData length = [10]

r\T\lnn 191 cCode rl nnnf—k IQI

ypetZ5—€Code{2}5

ﬂ@%sﬁﬂ%ﬂf‘ﬁeéﬂb 66f|1ﬂd§e68 e 49:r 50:s -> pLength = [10]
wﬁﬁmﬂa&%atﬁaﬁwesg Length = 132
GP

Lengtn IS NOW [OJT]

f&@ﬁ%ﬂu&oﬁﬁ'ﬁ 0\63%. vy /plesieth Hddr: 10.0.0.1
Lapgih o &pt*R@@mggﬁthogP N Mesg Length = |10

= .n g "!!\‘alw

BGP session w1th peer 10.0.0.1 closed.

AEPRTOPRMSpush to reconnect

PRILSERBERiAR N kdpAtGetiiaddr: 10.0.0.1

2004 Sep 01 @Rt typgn 7 RecvOpen*

FRRBSEt@BCEAte0 ©RENSEBET ip_addr: 10.0.0.1

agentr_dlypa:_fﬁﬁ%tﬁr@ﬂ, peer ip_addr: 10.0.1.1




Simulation Results: Negotiation (cont'd)

Scenario 5: n0 supports 1->redsox, 2->mariners
n1 supports 2->mariners, 3->angels

[ SiimeatidDEtEGS.
peee @t PROY: 10.0.1. 1, peer ip_addr: 10.0.0.1
aﬁﬁéfw,_ﬂke&()dbéme peer lp_addr: 10.0.0.1
ia L 0.0.11

R&ﬁfn‘d@ﬂthstﬁt@Odmte@ AuthData = |
s Butd@dte = 0, AuthData = |
mﬁél@fﬁﬁmlséﬁrpa%th M%%hlp_addr 10.0.1.1

) I - >reosox

1 de g 0 Aozl cod 1y i ol 2aad AIATIE e de g & 1 n

n0 creating OPEN MESG w/ length 22

Inserting capability 2->mariners into OPEN message

Ty, 191 cCade-121 clencth 191
plyp\. |l.|, CCOoaC—=7T1; \.l_\.llsul |u|

cData: 33:m 34:a 35:r 36:i 37:n 38:e 39:r 40:s -> pLength = [10]
Length of Opt Params = |12|, OPEN Mesg Length = |22
-> Total BGP Length is now [41]

n1 creating OPEN MESG w/ length 22
Inserting capability 2->mariners into OPEN message
pType |2|, cCode |2]|, cLength |8]
cData: 33:m 34:a 35:r 36:i 37:n 38:e 39:r 40:s -> pLength = [10]
Length of Opt Params = |12|, OPEN Mesg Length = |22
-> Total BGP Length is now [41]

Insertmg capability 3->angels into NOTIF message, starting at nLen=0
1ﬂd)%tode 3], cLength |6

Rﬁ%téetWB—‘PnWr% O7de R??r‘JPs-ad-drNég‘r{bﬂté length = | 8]

BEENétYRA WREFYERBEND.0.1.1 closed.

2004 Sep 01 QCUB@F}SEQ& [ﬂgﬁ'ﬁf-‘fgconnect

Length of Opt Params = [2Z], OPEN Mesg Length = [32Z]

NGinet.80000@ngth is now |51|




Future Enhancements

Restructuring of Optional Parameters
Exploit the object-oriented nature of C++

Handling 0-bytes (NULL character) within
Optional Parameter data

Handling new Capabilities Advertisement
Handling new Path Attributes

2004 Sep 01
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Conclusion

Border Gateway Protocol (BGP) is the foremost EGP in use.

Performance and scalability are of particular interest to the
communication networks community.

To advance the research and development of communication
networks in general, simulation tools and network models have
been developed, including SSFNet and ns-2.

The purpose of this project was to expand the capabilities of ns-
BGP model. Changes were BGP header and message error
checking, and the implementation of and negotiation of optional
parameters in the OPEN message.

These modifications to ns-BGP will ensure that the model grows as
the protocol does, with the ability to scale and handle new
parameters and capabillities.
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Questions?

“Piled Higher and Deeper” by Jorge Cham
www.phdcomics.com
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