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i Introduction: project motivation

s EtherNet/IP then Modbus

= Learning ns-3 to assist CNL projects migration
= Graduation!

CNL: Communication Networks Laboratory
May 8, 2013



i Introduction: project scope

= Understanding the Modbus protocol
= Gaining experience with ns-3
= Incorporating Modbus TCP in ns-3

May 8, 2013
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Introduction: project scope “creep

= Incorporating Modbus UDP in ns-3
= Modbus is based on client/server paradigm

= Getting familiar with ns-3 using the simpler UDP
implementation

= Comparing TCP vs. UDP implementation

May 8, 2013
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i Background knowledge

= Modbus
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i Modbus protocol overview

= Application layer protocol
= Request/response

= Exceptions (“'status messages”)
= [Imeout

May 8, 2013
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i Modbus protocol: frame

Protocol Data Unit (PDU)

Additional address

Function code

Data

Error check

Application Data Unit (ADU)

= Maximum ADU size: 256 bytes (RS 485)
= Maximum PDU size: 253 bytes

May 8, 2013
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Modbus protocol: PDU type

= Modbus request

= Function code (1 byte, 1:127)

= Request data (variable length)
= Modbus response

= Function code (echoed)

= Response data (variable length)
= Modbus exception

= Exception function code (129:255)
= Exception code (1 byte)

May 8, 2013
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Modbus protocol: function code

= Public

= General purpose, well documented, conformance test
« 1-64, 73-99, and 111-127

= User-defined

= Vendor-specific, not in specification, functionality not unique
= 65-72, and 100-110

s Reserved

= Vendors' legacy applications, not public
= 9,10, 13, 14, 41, 42, 90, 91, 125, 126, and 127
= Sub-codes 0-12 (8) and 15-255 (43)

May 8, 2013
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i Modbus protocol: exception code

= 0x01: Illegal function

= 0x02: Illegal data address
= 0x03: Illegal data value

= 0x04: Device failure

= 0x05: Request in progress

May 8, 2013 14



May 8, 2013

Wiait far a

hlodbus
request

F 3

=end Madbus
exception code 1

“alid
dats address?

Send Modbus
exception code 2

“alid
data value?

Send Modbus
exception code 3

Execute the function

Execution
walid?

Send Modbus
exception code
4,56

Send Modbus
response
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i Modbus protocol: data model

= Data direction
= Input
= Output

= Data length

= Bit addressable
= Word addressable

May 8, 2013
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i Modbus protocol: primary tables

= Discrete input: bit, read only, I/O system

= Coils: bit, read/write

= Input registers: 16-bit, read only, I/O system
= Holding registers: 16-bit, read/write

May 8, 2013 17



i Background knowledge

= Network simulator

May 8, 2013
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Ns-3 overview

= Wired, wireless

= Routing algorithms

= [raffic generator: CBR, exponential, Pareto, trace file
= PCAP, trace file, log messages

= Visualization: NetAnim

Ns: Network Simulator
CBR: Constant Bit Rate
PCAP: Packet CAPture
NetAnim: Network Animator

May 8, 2013 19



Ns-2 versus ns-3

= Ns-2
= Code: C++ and OTcl
= Script: OTcl
= Nam
= More models

May 8, 2013

s Ns-3

C++

C++ or Python
NetAnim

More support
Better design
Better performance

Nam: Network Animator

20



Ns-3 ecosystem

= Source control: Mercurial
= Distributed

= Build system: Waf
= Python-based

= Wscript
= Visualization: NetAnim
= XML
Waf: The shortest and easily typed name,
no particular meaning!
May 8, 2013
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Ns-3: NetAnim

May 8, 2013

0,8

4,0

Node 1: client

4.8

esize(80% 2| From:|All 2[To: »

9,0

N(7.3)

9,4

9,8
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i Road map

= Ns-Modbus design and implementation

May 8, 2013 23



Ns-Modbus classes

= Simulation scenario classes

= Bus and star topologies
= UDP and TCP

= Topology helper classes

= Assist users with common tasks: assigning IP, defining nodes,
arranging connections, setting application on each node

= Model classes
= Core component, implements Modbus protocol specification

May 8, 2013
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Ns-Modbus files

File Name
myFirstModbusUdp.cc
myFirstModbusTcp.cc
busModbusUdp.cc
busModbusTcp.cc

busModbusTcpScenariol.cc
busModbusTcpScenario2.cc
busModbusTcpScenario3.cc

starModbusUdp.cc
starModbusTcp.cc
wscript
modbus-udp-helper.h
modbus-udp-helper.cc
modbus-tcp-helper.h
modbus-tcp-helper.cc
modbus-pdu.h
modbus-pdu.cc
modbus-mgr.h
modbus-mgr.cc
modbus-udp-client.h
modbus-udp-client.cc
modbus-udp-server.h
modbus-udp-server.cc
modbus-tcp-client.h
modbus-tcp-client.cc
modbus-tcp-server.h
modbus-tcp-server.cc

May 8, 2013

Relative Path
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~/ns-3-allinone/ns-3-dev/scratch/
~[ns-3-allinone/ns-3-dev/src/applications/
~/ns-3-allinone/ns-3-dev/src/applications/helper/
~/ns-3-allinone/ns-3-dev/src/applications/helper/
~/ns-3-allinone/ns-3-dev/src/applications/helper/
~/ns-3-allinone/ns-3-dev/src/applications/helper/
~/ns-3-allinone/ns-3-dev/src/applications/model/
~/ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~[ns-3-allinone/ns-3-dev/src/applications/model/
~/ns-3-allinone/ns-3-dev/src/applications/model/
~/ns-3-allinone/ns-3-dev/src/applications/model/

Action
Added
Added
Added
Added
Added
Added
Added
Added
Added
Modified
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added
Added

25



Ns-Modbus function codes

Function

Sub Code Description

Code
02

01
05
15

04
03
06
16
23
22

24

20
21
07

08

11
12
17
43 14

43 13, 14
43 13

May 8, 2013

0-18,
20

Read Discrete Inputs
Read Coils

Write Single Coil
Write Multiple Coils

Read Input Register

Read Holding Registers

Write Signle Register

Write Multiple Registers
Read/Write Multiple Registers
Mask Write Register

Read FIFO queue

Read File Record
Write File Record
Read Exception Status

Diagnostic
Get Com Event Counter
Get Com Event Log

Report Slave ID
Read Device Identification

Encapsulated Interface Transport
CANopen General Reference

Comments

Physical Discrete Inputs (bit access)
Internal bits or Physical Coils (bit access)

Internal bits or Physical Coils (bit access)

Internal bits or Physical Coils (bit access)
Physical Input Registers

(16-bit access)

Internal Registers or Physical Output Registers
(16-bit access)

Internal Registers or Physical Output Registers
(16-bit access)

Internal Registers or Physical Output Registers
(16-bit access)

Internal Registers or Physical Output Registers
(16-bit access)

Internal Registers or Physical Output Registers
(16-bit access)

Internal Registers or Physical Output Registers
(16-bit access)

File Record access

File Record access

Diagnostics

Diagnostics

Diagnostics
Diagnostics
Diagnostics
Diagnostics

Other
Other

26



Ns-Modbus sample script

49
50
51
52
53
54
55
56
57
56
59
a0
61
62

J4 MODEUS recquests

uintd t
uintd t
uintd t
uintd t
uintd t

ENCAF INTERFACE TRANS CAMOPEM GENERLL REF REQ RSP PDU[] = {0Ox2E, Ox0D};
ENCAP INTERFACE TRANS READ DEVICE ID BASIC DEVICE ID OBJ ID 00[] = {Ox
ENCAP INTERFACE TRANS READ DEVICE ID REGULAR DEVICE ID OBJ ID 00[] = {
ENCAF INTERFACE TRANS READ DEVICE ID EXTENDED DEVICE ID OBJ ID 00[] =
ENCAF INTERFACE TRANS READ DEVICE ID SPECIFIC DEVICE ID OBJ ID 0O0[] =

Predefined Modbus Requests

using namespace hs3;

N3 LOG COMPONENT DEFINE ("EBusModbusTop™)y:

int

main {int argc, char *argv[])

May 8, 2013
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Ns-Modbus sample script

54

95

96

97

95

29
100
101
10z
103
104
105
106
107
105
10%
110
111
112
113
114
115
1186
117
1158
119
120
121
122
123

N3 _LOG INFO ("Build bus topology.™);
NodeContainer csmalodes;
cswallodes . Create {(nCsma) ;

CsmwaHelper cswa:
cswa.3etChannellttribute ("DataBste™, StringWalue {(T100Moap=")):
cswa.3etChannelittribute {("Delavy”, TimeWValue (NanoSeconds (0560330 ;

NetDewviceContainer csmalevices:
csmalevices = cswa. Install {csmalNodes) !

N3 LOG INFO ("Install internet stack on all nodes.");
InternetitacklHelper internet;
internet.Install {csmallodes) !

N3 _LOG_INFO {"issign IFP Addresses."):
IpvidliddressHelper address:;

address.3etBase ("10.1.1.0", "255,255.255.07);

IpvdInterfaceContainer csmalnterfaces;
camalnterfaces = address. Assign {(csmalevices)

N3 _LOG_INFO (“"Create applications.");:

I

/f Create a MODEU3 TCP server on the star "hub"

I

ModbusToplerverHelper clodbusTopServerHelper

ApplicationContainer serverlpps = cModbusTep3erverHelper.Install {csmalNodes. Ge

serverlpps.Start {(Seconds (1.0)):

serverlpps.Stop {(Seconds {(10.0)): Server Node's StEII'tJ'StDp Time

May 8, 2013
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Ns-Modbus sample script

125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
145
149
150

i

S/ Create MODEUI TCP client applications send UDF to the hub

i

for {uint3iz_t 1 = 1; 1 <« nCsma; ++1)

{

HodbusTepClientHelper cModbusTepClientHelper {csmalnterfaces.Gethddress (0
clModbusTepClientHelper.Setittribute {"MaxPackets", UintegerValue (1))
cModbusTepClientHelper. Sethttribute {("Interval™, TimeValue {Seconds {(1.0))

ApplicationContalner clientlipps = cModbusTepClientHelper.Install {(csmalode

// set MODEUS requests Setting a Request with a Start Delay

cModibusTepClientHelper .. SetBequest {clientipps.Get{l), Jeconds {(0.01),
ENCAP INTERFACE TRANS CANOPEN GENERAL REF REQ R3P_PDU) ;

cModibusTepClientHelper . SetRequest {clientlpps.Get{l), Jeconds {0.2),
ENCAP_ INTERFACE TRANS READ DEVICE ID BASIC DEVICE ID OBJ_ID_0O0O):

cModibusTepClientHelper . SetRequest {clientlpps.Get{l), Jeconds {0.1),
ENCAP INTERFACE TRANS READ DEVICE ID SPECIFIC_DEVICE ID OBEJ_ID 00} :

clModbusTepClientHelper.SetCount {(clientdpps.Get{l} , 2);| Request

Repetition

clientdpps.S3tart {(Seconds (2.0} . , i
clientdpps.S3top {(Seconds (10.0)) Client Node's StEII'tJ'StDD Time

May 8, 2013
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Ns-Modbus wscript

m -1 N oW W

LT B R B R T T T g AU
F Vs TR S o T e T T o S (e O o Y-S VI S T o O Vi SO SO [ ' 5 (Y - Y S I e B 1 |

37
35

May 8, 2013

fa -

Mode: python; py-indent-offset: 4; indent-tabhs-mode: nil;

def buildibld):
module = hld.create n=sd_module ('applications', ['internet',
module.source = [

'mode l/bulk-send-application.cc',
'modelfonoff-application.cc',
'mode l/ packet-gink.co',
'model/ping6.cc',
'mode 1/ radvd. ce'

'mode l/ radvd-interface.cc',
'mode l/ radvd-prefix.cc',
'model/udp-client.cc!',

'mode lfudp-server.cc',
'model/seq-ts-header.cc',
'model/udp-trace-client.co',
'mode l/ packet- loss-counter.co'
'model/udp-echo-client.oo',
'mode 1/ udp-echo-server . o',
'model/vdping.cc',

'mode l/modbus-udp-client.cc!',
'mode l/modbus-udp-server.co',
'mode l/modbus-top-client. co!',
'mode l/modbus-top-server.co!',
'mode l/modbus-pdu.ce',

'mode 1/ modbus-mgr . o',

'model/bgp-router.cc',

'mode l/bgp-pdu.cc!' ,
'helper/bulk-zend-helper.cc',
'helper/on-off-helper.co',
'helper/packet-sink-helper.cc',
'helper/pingé-helper.cc',
'helper/udp-client-server-helper.cc',
'helper/udp-echo-helper.cc',
'helper/vidping-helper.cc',

'helper/modbus—udp-helper.cc',
'helper/modbus—-tep-helper.cc',

'helper/bogp-router-helper.cc',

coding: utf-5;

'config-store!,

7

't
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Ns-Modbus wscript

45 headers.source = [

49 'model/bulk-send-application.h',
50 'modelfonoff-application.h',
51 'model/packet-sink.h',

5z 'model/pingé.h',

53 'wodel/radvd.h',

54 'model/radvd-interface.h',

55 'model/radvd-prefix.h',

=1 'modelfudp-client.h',

57 'wodel/udp-server.h',

15 'model/segq-ts-header.h',

59 'model/udp-trace—-client.h',

50 'model/packet-loss-counter.h',
61 'mwodel/udp-echo-client.h',

B2 'model/udp-echo-server.h',

a3 'model/vdping.h',

6 'model/modbus—udp-client.h',
55 'model/modbus—udp-server.h',
66 'model/modbus-tep-client . h!',
57 'model/modbus-tep-server.h',
(3= 'wodel/modbus-pdu.h',

63 'model/modbus-mgr.h',

70 'model/bgp-router.h',

71 'model/bgp-pdu.h',

TZ 'helper/bulk-send-helper.h',
73 'helper/on-off-helper.h',

T4 'helper/packet-sink-helper.h',
75 'helper/pingé-helper.h',

TE 'helper/udp-client-server-helper.h',
77 "helper/udp-echo-helper.h',

78 'helper/vi4ping-helper.h',

79 'helper/modbus-udp-helper.h',
g0 "helper/modbus-tep-helper.h',
= 'helper/bgp-router-helper.h',
g2 1

83

54 bld.ns3_python bindings (]

May 8, 2013



i Road map

= Verification and validation
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i Verification and validation: test cases

= Sending request and receiving response
=« Encapsulated interface transport
= Read coils

= Writing to and reading from primary table
=  Write multiple coils
= Read coils

= Sending Modbus request with illegal data
= Undefined function code

= Invalid data address
= Invalid data value

May 8, 2013
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i Verification and validation: test cases

= Sending request and receiving response
=« Encapsulated interface transport
= Read coils

May 8, 2013
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Sending request and receiving response
test case: function codes

Starting address: 19 Quantity of coils: 19

Read coils \ ‘ I
49 J4 MODEUS recquests

50 uintd t READ COIL3 REQ[] = {0Ox01, Ox0O0, Ox135, Ox00, Ox13};

51 uint& t ENCAP TNTERFACE TRANS CANOPEN GEMERAL REF REQ RSP PDU[] = {0=xzE, O=O0D}:
52 uint& t ENCAP TNTERFACE TRAWS READ DEVICE ID EBASIC DEVICE ID OBJ ID K/O[] = {02
53 uint& t ENCAP TNTERFACE TRAWS REALD DEVICE ID REGULAR DEVICE ID OEJ 001 = {C
54 uint& t ENCAP INTERFACE TRAWS READ DEVICE ID EXTENDED DEVICE ID ID 0[] = {
55 uint& t ENCAP INTERFACE TRANS REALD DEVICE ID SPECIFIC DEVICE ID _Ib oof[] = {
56

57

55 using namespace hs3;

Encapsulated interface transport

May 8, 2013



Sending request and receiving response
test case: scheduled requests

121 ModbusTepherverHelper cModbusTepServerHelper:
122 ApplicationContainer serveripps = cModbusTopServerHelper.Install {csmalNodes. Ge
123 serverApps.Start {Seconds {(1.0));
d serverApps.3top {(Seconds (10.0)%);
125
126 I
127 f4 Create MODEUI TCF client & cations send UDP to the hub
128 I
129 for {(uint3Z t© i = 1; i < nCsma; ++1)
130 [+ {
131 ModbusTopClientHelper cModbusTopClientHelper {(csmwalnterfaces.Getlddress
132 cHodbusTopClientHelper.Sethttribute { "HaxPackets", UlintegervValue {1})};
133 cHodbusTopClientHelper.Sethttribute {"Interval’™, TimeWValue {Zeconds (1.0}))
154
135 ApplicationContaliner clientipps = cModbusTepClientHelper.Install {csmalNod
e one second delay ea
137 /4 set MODEBUS regquests
135 cHodbusTopClientHelper.SetRequest {clientlipps.Get{d), Jeconds {1} f
139 ENCAP_ INTERFACE TRANS CANOPEN GENERAL REF_REQ R3P_PDU)
140
141 cHodbusTopClientHelper.SetRequest {clientlipps.Get{l), ZJeconds {1}
142 READ COILS REQ) ;
143
cHModbusTepClientHelper. SecCount {(clientlipps.Get {0}, 1)
146 clientipps.Start (Seconds (2.0)); Starts at 2s
147 clientdpps.3top {(Seconds (10.0)%);
145 B H

May 8, 2013



Sending request and receiving response

test case: verbose message logs

W o -] m e WM

==
-

12

rezallena:~/tewmp/ns-3-allinone/ns-3-dev§ export N3_LOG=BusModbusTcpScenariol=level
rezafiDena:~/temp/ ns-3-allinone/ns-3-devi . /waf --run "scratch/busModbusTepScenaric
Waf: Entering directory “/home/reza/temp/ns-3-allinone/ns-3-dev/build’

Waf: Leawving directory ~/home/reza/temp/ns-3-allinone/ns-3-dev/build’

'build' finished successfully (1.694=)
Euild bus topology.

Install internet stack on all nodes.
Azzign IP Addresses.

Create applications.

ModbusTcopClient: :3etRequest ()
ModbusTcopClient: :3etRequest ()
ModbusTopClient: :3etCount )

Enable pcap tracing.

Fun Jimulation.

ModbusTepClient: :3end () Client sends the
Tracebelay TX: 253 bytes to 10.1.1.1 Uid: 14 Time: 3 request at 3S

Parsing MODEUZ TCP function code

Encapsulated Interface Transport
meiType: Oxd Server parses the request
CAMopen General Reference Request and Response PDU

Tracebelay: RX 253 bytes from 10.1.1.2 3Zequence Nwrber: 0 Uid: 14 TXtime: 43000000
Jending MODEUZ TCP response packet

&

ERT
25
26
27
28
z9
30
31
Bl
&3
BT

ModbusTcopClient: :HandleRead ()
Received 253 bytes from 10.1.1.1
Success - function code: OxXZb
pdu[0] : OxZh

pdufl]: Oxd

pdul[z2] : OxZh

pdu[3] : Oxe

pdu[4] : Ox1

pdu[5] : Ox0

pdul[&] : OxZh

pdu[7] : Oxe

pdu[S] : 0Ox:2

pdu[9] : 0Ox0

Client receives the response

May 8, 2013
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Sending request and receiving response
test case: verbose message logs

37  ModbusTcpClient::Zend 1)

35 Tracebelay TX: Z53 bytes to 10.1.1.1 Uid: 22 Time: 4 C“ent SendS the

30 Parsing MODEUS TCP function code request at 4s
40 Fead Coils

41  startidr: 19 Server parses the request

42 gquantity0fCoils: 19

S Tracebelay: RX 253 bytes from 10.1.1.2 3Zequence Number: 1 Uid: 22 TXtime: +4000000
44  ZFending MODEUZ TCP response packet
45  ModbusTcpClient::HandleFead ()
45 Received 253 bytes from 10.1.1.1
47 Success - function code: 0Ox1

45 pdu[0]: Ox1

49 pdu[l]: Ox3

50 pdul[Z]: Oxba

51 pdu[3]: Ox1

52 pdu[4] : OxZ8

53 pdu[5] : Ox34

54 pdul[e] @ Ox2

55  pdu[7]: Ox1

56  pdu[s]: Ox1

57  pdu[9]: Ox0

Client receives the response

52  ModbusTcp3erwver, peerilose

&0  ModbusTcplerver, peerllose

51 Done.

G2 Total (m=z): 111.01

&3 Modbus S3imulation tiwe (m=z): 97.7521

54 HNode and Link creation (mz): 13.2Z58

65 rezalDena:~/temp/ns-3-allinone/ns-3-dev§

May 8, 2013



Sending request and receiving response
test case: Wireshark capture

74! bus-modbus-tcp-scenariol-0-D.pcap [Wireshark 1.8.3 (S¥N Rey 45256 from /trunk-1.8)]

o (=13

File
B e e

Filker: I

Edit Analyze Internals  Help

XEa A

Wiew Go  Capture Statistics  Telephony  Tools

s s0TFe|BElaaan|#

j Expression... Clear  Apply  Save

; 8 2 [ETHER CHECK SEQUEN
100:00:00:00:01 [ETHERMET FRAME CHECK SEQUEN:

00:00:00_00:00:02

2 0.000000
3 0.00002¢ 10.1.1.2 10.1.1.1 TCP reused] 49153 » 502 [SYN] Seq=4294567295 wi
4 0.000026  00:00:00_00:00:01  Broadcast ARP .27 Tell 10.1.1.1 [ETHERMET FRAME CHECK SEQUER
5 0.000050  00:00:00_00:00:02  Q0:00:00_00:00:01  ARP . QU:00:00:00:00:02 [ETHERMET FRAME CHECK SEQUEM
& 0.000050  1o0.1.1.71 To.I.1.2 TCF 54 S02 = FULG3 [STM, ALK] Seq=4:94067083 AcCk=0 Win=65535 Len=0 L
[ 7 0.000074  lo.1.1.2 10.1.1.1 TCF 64 45153 » 502 [aCk] seq=0 Ack=4254567044 win=65535 Len=0 [ETHE]l
5 1.000021 10.1.1.:2 10.1.1.1 TCP 323 458155 > 502 [ACK] Seq=0 Ack=4294557044 win=565535 Len=265 [E
G 1.000021 10.1.1.1 10.1.1.2 TCP 64 502 > 49153 [ACK] Seq=4294967044 Ack=265 win=565535 Len=0 [ET|
‘ 10 1.000027  10.1.1.1 10.1.1.2 TCP 311 502 = 458153 [ACK] Seq=4294967044 Ack=265 win=65535 Len=253 [E
11 1.00007% 10.1.1.2 10.1.1.1 TCP 64 49153 > 502 [ACK] Seq=265 Ack=1l win=65535 Len=0 [ETHERMNET F
12 2.000021  10.1.1.2 10.1.1.1 TCP 323 49153 » 502 [ACK] Seq=263 Ack=l win=635335 Len=263 [ETHERMET
13 2.000021  lo.1.1.1 10.1.1.2 TCR 64 502 » 49153 [AcCK] Seg=1l Ack=530 win=65535 Len=0 [ETHERNET FR|
14 2.000027  lo.1.1.1 10.1.1.2 TCR 311 502 » 49153 [ack] seg=l Ack=530 win=65535 Len=253 [ETHERMET
15 2. 000080 1o0,1.1.2 10.1.1.1 TCF 64 45053 502 [ack] Seq=530 Ack=254 win=65535 Len=0 [ETHERMET
16 7.59595% 1o0.1.1.1 10.1.1.2 TCR 64 502 » 45153 [FIMW, ACK] Seq=254 Ack=530 win=65535 Len=0 [ETHER
17 8.000000  10.1.1.2 10.1.1.1 TCP 64 49153 > 502 [FIM, ACK] Seq=530 ack=254 win=65535 Len=0 [ETHER
18 8.000015% 10.1.1.1 10.1.1.2 TCP 64 502 > 49153 [ACK] Seq=255 Ack=531 win=65535 Len=0 [ETHERMET F
1% 8.000055  10.1.1.2 10.1.1.1 TCP 64 49153 > 502 [ACK] Seq=531 Ack=255 win=653535 Len=0 [ETHERMET F

&

Address Resolution Protocol (reguest)

Frame 1: &4 bytes on wire (512 hits), 684 bytes captured (512 hits)

Q000
0010
0020
0030

TF TT 1T 7F 1T 7f 00 00
08 00 06 04 00 01 00 00
FF £f FF £f £ £ 0a 0L
00 00 00 00 00 00 00 00

00 00 00 02 08 06 00 01
00 00 00 02 0a 01 01 02
0l 0L 00 00 00 00 Q0 00
00 00 00 00 00 00 00 00

e M| File: "C:\Documents and SettingsiRezalMy Docu... | Packets: 19 Displayed: 19 Marked: 0 Load time: 0:00,000

Praofile: Default
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i Verification and validation: test cases

= Writing to and reading from primary table
=  Write multiple coils
= Read coils

May 8, 2013
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Writing to and reading from primary table
test case: function codes

Write coils

49
50
51
52
53

Starting  Number

Length

B3 requ# 1 1
i IPLE_COILA<EQ[] =

uinty_t WRITE

{0x0F, Ox00, Ox00, Ox00, Oxl10, Ox0Z, OxXAS, OxFO}:

uint& t READ COILS REQ[] =

{0x01, Ox00, 0x00, Ox00,

O=x10%;

54
55
56

Read coils

May 8, 2013

DEFIME {"Eu dbusToepSeenario2 ™) ;

Coils values

Write coils and
read coils
requests

Starting
address

Number
of coils
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Writing to and reading from primary table
test case: scheduled requests

AL
135
136
137
136
138
140
141
142
143
Al
145

/4 =set MODEUS requests

cModbusTepClientHelper.SetRequest {(clientbipps.Get{l), Seconds {1},

WRITE MULTIPLE COILS REQ) :

cHModbusTepClientHelper . SetRequest {(clienthpps.Get{0) , Seconds {1},

READ COILS REQ);

cModbusTepClientHelper . SetCount {clientipps.Get{0), 1): ﬁ

clientipps.Start {(Seconds (2.0)):
clientipps.Stop {(Seconds (10.0%):

=

May 8, 2013
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Writing to and reading from primary table
test case: verbose message logs

{4

1 rezallena:~/temp/ns-3-allinone/ns-3-devi ./waf —--run "scratch/husModbusTepScenaric
Z  Waf: Entering directory “/Jhome/reza/temp/ns-3-allinone/ns-3-dev/build’
G Waf: Leaving directory “/howedrezatemp/ns-3-allinones/ns-3-dev/hbuild!
4 'build' finished successfully (1.6923)

5  Build bus topology.

& Install internet stack on all nodes.

7 hssign IP Addresses.

5 Create applications.

S ModbusTepClient::3etRequest ()

10 ModbusTopClient::3etRequest ()

11 ModbusTopClient::SetCount 1)

12 Enable peoap tracing.

13 Fun Simulation.

14 ModbusTopClient::Gend 1)

15  Tracelelay TX: 253 bytes to 10.1.1.1 Tid: 14 Time: 3 multiple coils I'ECIUESt
16  Parsing MODBUS TCP function code

17  Write Multiple Coils

e Server parses the request

19  guantityOofOutputs: 16
Z0  byteCount: 2
21 Tracelelay: BRX Z53 bytes from 10.1.1.2 Sequence Number: 0 Uid:
BE Zending MODEUZ TCP response packet
23 ModbusTepClient: tHandleRead ()
24  Receiwved 253 bytes from 10.1.1.1
25 Sucecess - function code: Ox£

Client receives the response

Client sends the write

14 TEZtime:

+3000000g
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Writing to and reading from primary table
test case: verbose message logs

37

ModbusTepClient: tSend )

Tracebelay TX: 253 bytes to 10.1.1.1 Uid:

22 Time:

4

36
S

Par=sing MODBUS TCP function code

40
41
4z

Fead Coils
startlidr: 0O

gquantityofCoil=s: 16

i3
44

Tracebelay: RX 253 bytes from 10.1.1.2 Sequence Number:
Sending MODBUS TCP response packet

45
46
47

52
53
54
55
56
57

ModbusTepClient: tHandleRead ()
Receiwved 253 bytes from 10.1.1.1
Success - function code: 0x1
pdu[0] :

pdu[il]:

pduf[z] :

pduf[3] :

pdul4] : 0x10

pdu[5]: 0Ox0

pdu[6] @ 0Ox0

pdu[7]: 0Ox0

pdu[3] : 0Ox0

pdu[9] : 0Ox0O

56
59
a0
61
62
63
64
65

ModbusToepherver, pesrClose
ModbusToepherver, pesrClose
Done.

Total (ms): 111.71

Modbus Simulation timwe (m=): 95.6121
Node and Link creation (m=s): 13.095
rezaflena: ~/temp/na-3-allinone/ns-3-devi

Server parses the request

Client receives the response

Client sends the read
coils request

1 Tid: 22 TEtime: +4000000
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i Verification and validation: test cases

= Sending Modbus request with illegal data
= Undefined function code
« Invalid data address
= Invalid data value
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Sending Modbus request with illegal data
test case: function codes

49 S Inwvalid MODEUS recquests

=]l £

51 f/ Function code is not supported: excep n code = 1

5z uintd t WRQNG FUNCTIGN CODE _REQ[] = {0x00}:

53 i

54 Jf Illegal addre xception code = 2

55 uintd_t VRIR_AULTIPLE 2|13 REC WRONG_START ADE_PLUS QUANTITY[] =
13 {0x0F, OxFF, OxFF, Ox00, 0Ox10, 0x02Z, OxA5, OxFO}:

57 I

5& ff Illegal data walue: exXception code = 3

53 uintd_t WRITE MULTIPLE COILS REQ WRCHNG QUANTITY OF_OUTPUT[] =
&0 {0x0F, 0Ox00, Ox00, OxFF, OxFF, 0Ox0Z, OxA5, OxFO}:

61

62 using namespace nsi;

63

o4 N3 _LOG COMPCOMNENT _DEFINE ( "BusModbf=Toplfcenariod )
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Sending Modbus request with illegal data
test case: scheduled requests

125 ModbusTepServerHelper cModbusTopServerHelper

126 ApplicationContainer serverlpps = cModbusTopServerHelper.Install {csmablodes.Ge
127 serverldpps.Start {(Seconds (1.0)):

125 serverldpps.3top {(Seconds {(10.0)):

129

130 I

131 /f Create MODBUI TCP client applications send UDF to the hub

132 I

133 for {uint3Z_t 1 = 1; 1 <« nCswa; ++1i)

134 [H {

135 ModbusTepClientHelper cHModbusTopClientHelper {csmalnterfaces.Getliddress (0Of
136 cHModbusTepClientHelper. Setittribute {( "MaxFPackets", UintegerVWalus (1))

137 cHModbusTepClientHelper., Setitcribute {("Interval”™, TimeWalue {(Seconds (1.0))
135

139 ApplicationContainer clientlipps = cModbusTepClientHelper. Install {csmalode
140

141 J4 ser MODEUI requests

142 cHodbusTepClientHelper. 3etRequest {(clientldpps.Get{d), ZJecaonds {1},

143 WRONG_FUNCTION CODE_REQ) :

144

1‘1~ cModbusTepClientHelper . SetRequest {clienthpps.Get{l), Seconds (1), ’
146 WRITE MULTIPLE COILZ REQ WRCNG 3TART ADR FPLUI_QUANTITY) :

147

145 cModbusTepClientHelper.SetRequest {(clientipps.Get{l), Seconds (1),
149‘ WREITE MULTIPLE COILZ REQ WRONG QUANTITY OF OUTPUT) ~
150

151 cModbusTepClientHelper . SetCount {clienthpps.Gec {0y, 1)

152

153 clientdpps.Start {(Seconds (2.0));

154 clientdpps.3top {(Seconds (10.0));

155 B 1 "i..’
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Sending Modbus request with illegal data
test case: verbose message logs

1  reza@Dena:~/temp/ns-3-allinone/ns-3-devi export NZ_LOG=BusNodbusTcpScenariol=leve]
Z  reza@Dena:~/temp/ns-3-allinone/ns-3-devi ./waf --run "scratch/husModbusToplcenaric
3  Waf: Entering directory ~/howme/reza/tewmp/ns-3i-allinone/ns-3i-dewv/build!’

4  Waf: Leaving directory ~/Jhome/reza/tewmp/ns-3-allinone/ns-3-dev/build!’

5 'build' finished suceessfully (1.761s)

5 Build bus topology.

7 Install internet stack on &ll nodes.

%  Azszign IP Addresses.

9 Create applications.

10 HModbusTocpClient::3etRequest () ?

11  HModbusTcocpClient::3etRequest ()

12 ModbusTcopClient: :S3etRequest ()

13 ModbusTopllient: :SetcCount ()

14 Enable poap tracing.

FBun Simulation.
ModbusTopClient: :Send () Client sends wrong
TraceDelay TX: 253 bytes to 10.1.1.1 Uid: 14 Time: 3| function code request
15 Parsing MODBUS TCPR function code
|19 error: undefined function code | Server parses the request
20 Tracebelay: BX 253 bytes from 10.1.1.2 3Jequence Number: 0 Uid: 14 TXtime: +300000C
21 Zending MODEUZ TCP response packet
22 ModbusTcopClient: :HandleBead [)
&3 Received 253 bytes from 10.1.1.1
24 MODEUS response error - function code: 0x0 exception code: Ox1 Client receives
sl i neion or sub-function code the response
pdu[0] : 0x30
o
25 pduf2]: Ox0
29  pduf3]: Ox0
30 pdu[4]: Ox0

==
[= |

fury
-1
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Sending Modbus request with illegal data
test case: verbose message logs

~ 32 ModhusTepClient::Send () Client sends the illegal
33 Tracelbelay TX: 253 bytes to 10.1.1.1 Uid: 22 Time: 4

data address request
34 Parsing MODEU3 TCP function code
35  Write Multiple Coils

36 tartadr: 65535
‘ Sharhas Server parses the request
37 guantityofOutputs: 16

358 byteCount: 2

32  Tracelelay: RX 253 bytes from 10.1.1.2 3Jequence MNumber: 1 Uid: 22 TXtime: +4000000

40 Zending MODEU3 TCP response packet

41 ModbusTopClient::HandleRead [)

42 Receiwved 253 bytes frow 10.1.1.1

43 MODBUS response error - function code: 0xf exception code: 0Oxz2

44 Invalid data sddress Client receives

45 the response
pduf1]: OxZ ~

47 pdu[2]: Ox0

46

45 pdu[3]: Ox0
42 pdu[4]: Ox0
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Sending Modbus request with illegal data
test case: verbose message logs

~ 51 TodbusTepClient::Send (] Client sends the wrong
52 Tracebelay TX: 253 bytes to 10.1.1.1 Tid: 30 Time: 5 quantity of Dutput

53 Parsing MODEUS TCP function code

54 Write Multiple Coils

55 Adr: 0O
‘ Starthdr Server parses the request
56  gquantityOfiutputs: 65535

57  byteCount: 2
558 Tracelelay: RX 253 bytes from 10.1.1.2 3Jequence MNumber: Z Uid: 30 TXtime: 45000000
52  Zending MODEU3 TCP response packet

50  ModbusTcpClient::HandleRead ()

51 PReceived 253 bytes from 10.1.1.1

62 MODEBEUS response error - function code: O0xf exception code: 0x3

&% Invalid data walue Client receives
54 m “ the response
565 | pdu[l]: 0Ox3

66 pdu[2]: Ox0

57 pdu[3]: Ox0

65 pdu[4]: Ox0

g

70 ModbusTopierwver, pesrClose

71 ModbusTocpierwver, pesrClose

72 Done.

73 Total (ms): 117.394

74 Modbus Simulation time (ms): 103.729

75 MNode and Link creation (ms): 13.665

76  rezalDena:~/temp/ns-3-allinone/ns-3-dev§
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= Model performance

May 8, 2013 51



i Model performance

= Application profiling
= Model scalability: Bus topology and star topology
= Runtime overhead

= Simulation robustness
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Model performance: simulation

i environment

= Dell Inspiron
= Intel Pentium® Dual-Core CPU T4200 @ 2.00 GHz
« 3 GB DIMM 800 MHz DDR, 4.5 GB Swap
= Hitachi 250 GB, Dual Port Cache, 5400 RPM HDD

= Ubuntu 11.10, with Linux 3.0.0-12-generic
= GCC (Ubuntu/Linaro 4.6.1-9ubuntu3) 4.6.1
= Ns-3.13 (released Dec 2011)
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i Model performance: application profiling

= Node and link creation time

= Modbus simulation time

= Round-trip Modbus request/response time
= [otal time
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Model performance: application profiling
probe locations

&0 N5_LOG_COMPONENT DEFINE {"EusHodbusUdp™)y;
&1
G2 int
63 main {int argc, char *argv[])
64 [H{
65 struct timewval detail timel, detsil timez, detail timed:
66
67 // to get current time
[71=] gettimeofday(&kdetail timel, HULL):
a doulble £l = detail timel.tv _sec + {detail_timel.tv_usec[lDDDDDD.D),'
o ool werbose — false: MNode and Link Creation - Start Point
72 std::string aniwFile = "bus-wodbus-udp-animfile.xml™:
73
74 i
75 Jf Default nuwber of nodes. Crrerridable by command line argument.
76 i
i uint3iZ_t ncsma = 4;
=]
79 S/ under ns-3-dev type ./waf --run 'scratch/myfirst —-PrintHelp'
a0 ff to see a list of parameters can he passed to the parser
g1 CormterandLine cwmd;
8z cmd. AddValue {nCama™, "MNuwber of C3MA nodes/devices™, nCama) ;
83 cind. bddValue {Mverbose", "Tell MODEUS aspplications to log if true", werhaose):
g4 cind. bddValue {"animFile™, "File MName for Animstion Output”, animFile):
a5 cmd. Parse {(argo, argyw)
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Model performance: application profiling
probe locations

153
154
155
156
157
1558
159
160
1al
162
163
164

167
165
169
170
171
172
173
174
175

177
178
179
150
151

N5 _LOG_INFO ("Ensble pocap tracing. ") ;

ffoonfigure tracing

bzeiiTraceHelper ascii:

cswa.Enablelsciidll {(ascii.CreateFilel3treamn {"hbus-modbus-udp.tr™y):
cswa.EnablePoapdll ("bus-modbus—udp™y

/4 Create the animation object and configure for specified output
InjiwationInterface anim {animFile);

aniw.SetIMLOutput ()

Jfanim. 3tartinimation () ;

// to get current time Node and Link Creation - End Point
gettimeofday(&detail timeZ, HULL) :

doubhle tZ = detail timeZ.tv sec + (detail_timez.tv_usec[lDDDDDD.D};

NS _Loc INFO ("Run Simulation.):

Almulator::Run () Modbus Simulation Time

Simulator: :Destroy {);
N3 LOG INFQ ("Done.™);

/¢ print total time elapsed in microsecond
gettimeofday(&kdetail timed, HULL):
double t3 = detail timed.tv sec + (detail_timeS.tv_usecleDDDDD.D}

N5 _LoG_INFO ("Total (ms): " << (€3 - £l)*1000);
N5 _LOG_INFO ("Modbus Simulation time (ms): " << (L3 - tZ)*1000); h
N3 _LOG INFO ("MNode and Link creation (ms): " << (L2 - tl)*1000);

return 0;

May 8, 2013
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Model performance: scalability
Modus UDP -> bus topology

Modbus UDP bus topology: execution times

T________________r________________T________________1________________': ____________________
e e e R/
—a— Total

S —s— Modbus Simulation time
i —=— Node and Link creation ; i
g —#— Round-trip Modbus request/response :
L R —— S S S M A
@ :
E ; :
S 3 | |
= : :
=] \ i
Lik] ' I
x ' [
] S CLLITR TPTRIRITEEFRRERY SEPERTERRRRY.  ERRe R O — =
1 | |

. B A S .

() viess = e = d\" = ¢l - T |

0 a0 100 150 200 230

Number of Modbus clients
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Model performance: scalability
Modbus TCP -> bus topology

350

T T T T T
300 ---- T T o
—e— Total |
—=— Modbus Simulation time : :
— 250 ----| — = Node and Link creation SRR I SO
E —#— Round-trip Modbus request/response |
o] T T T
[
14 SO SO S SN N
@O
£
T 0 S PR
5
[
@
-
B 400 ommm b
50 T O F S
0 s P —k i
0 a0 100 150 200 250

Modbus TCP bus topology: execution times

Number of Modbus clients
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Model performance: scalability
Modbus TCP -> bus topology

Execution time {seconds)

Modbus TCP bus topology: execution times

5 j
ik
e d
4 ________________:.________________T ___________________________________________________
—=— Node and Link creation
o —#— Round-trip Modbus requestiresponse |1 /T
) ! .

et
wn

%]

—
wn

0o 50 100 150 200 250
Number of Modbus clients

May 8, 2013

59



Model performance: scalability
Modbus UDP -> star topology

Modbus UDP star topology: execution times

800 T ! T T T T
SR S S ————
600 L. —G—TOtEﬂ ____________; _________ _
— —— Modbus Simulation time ;
2 —=— Node and Link creation
§ 200 [------- —#— Round-trip Modbus requestiresponse -
w ! ! H ' ' a
° i :
£ 400 - : :
c : :
o : :
2 300+ : :
i) :
- i '
i E :
200 : :
100 - § §
0 500 1000 1500 2000 2500 3000 3500

Number of Modbus clients
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Model performance: scalability
Modbus TCP -> star topology

Modbus TCP star topology: execution times
QDO T T T T

| S e S S — —

—a— Total

—— Modbus Simulation time
—— Node and Link creation :
600 f------- —#— Round-trip Modbus requestiresponse |---~~~""""13 "7 .

700 |-

200

400

300

Execution time {seconds)

200
o

010 AN A AR— I B W -

0 . e 4
0 500 1000 1500 2000 2500 3000 3500

Number of Modbus clients
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Model performance: runtime overhead

Modbus UDP -> bus topology

Ratic (percentage)

Round-trip ratios: Modbus UDP bus toplogy
T T T T

100 T
—— Ratio Round-trip/Simulation time
401t T —=— Ratio Round-trip/Total T
1 St O U N
; i | i . |
0 50 100 150 200 250

Number of Modbus clients
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Model performance: runtime overhead

Modbus TCP -> bus topology

Ratio (percentage)

20

18 fosc

16

14 - -prmaps

—
M2

10

Round-trip ratios: Modbus TCP bus toplogy

|

_________________

. —7— Ratio Round-trip/Simulation time .
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"""""""""""""""""""""""""""""""""""""""""""""""""""

0 a0 100

150 200 250
Number of Modbus clients
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Model performance: runtime overhead

Modbus UDP -> star topology

Ratic (percentage)

100

Round-trip ratios: Modbus UDP star toplogy
T T T T

—=— Ratio Round-trip/Simulation time
—=— Ratio Round-trip/Total

____________________________

fy

| | | 1
500 1000 1500 2000 2500 3000
Number of Modbus clients

3500
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Model performance: runtime overhead
Modbus TCP -> star topology

Round-trip ratios: Modbus TCP star toplogy

35 ,
30 _J ____________ _____________________________________________________________ -
W i i i ¥ E—
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Number of Modbus clients
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Model performance: simulation
robustness

= The maximum number of nodes tested for star
topology is 3,500

= The maximum number of nodes tested for bus
topology is 253

= No application crashes have been observed
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= Future work

May 8, 2013 67



i Future work

= Incorporate the ns-Modbus code into ns-3
distribution

= Upgrade ns-Modbus to the latest ns-3 build (ns-3.16)
= Add emulating feature
= Send the Modbus frames in variable length
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i Future work

= Add Modbus client timeout

= Add bit manipulation memory blocks (m_inputsStatus
and m_coilsStatus)

= Employ Modbus conformance test specifications for
verification of the application
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s Conclusion
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Conclusion

= Achieved the project objectives
= Modbus TCP and UDP integrated with ns-3
= Validation result

= Logging messages, PCAP captures, and output animation
show ns-Modbus works properly and robustly

= Modbus core classes may be used in industrial
devices

= Ns-Modbus over UDP has much better performance
especially for the number of nodes higher than 50
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