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List of Acronyms and Technical Terms

	AFS
	Andrew File System

	Caching
	Storing files recently requested from a server into a section of the local disk dedicated to temporary file storage.

	Cell
	A collection of file server machines and clients that are independently administered.(

	Client
	Computer that makes use of a server’s services.

	CMU
	Carnegie Mellon University

	DFS
	Distributed File System

	OS
	Operating System

	Replication
	Cloning identical file(s) on more than one server computer.

	Server
	Machines that provide special services. (i.e. file storage and delivery, authentication, etc.)

	Volume
	A structure that AFS uses to group a set of files and directories into a single unit for administrative purposes. The contents of a volume reside on a single disk partition and must be mounted in the AFS filespace to be accessible. (


(:  Definitions from AFS User’s Guide1
1 Introduction

Imagine purchasing a new factory-shipped Apple Macintosh™ computer and within minutes, using a vast collection of resources from fonts and sounds to compilers and multimedia applications.  The user simply needs to have access to an internet connection, then download and run a single installer package.  After these few steps, the new Macintosh computer has gained seamless access to online resources that appear to have been shipped by Apple with the OS.  

The proposed project, called Aladdin, was conceived by Dr. Craig Scratchley, a Faculty member of the School of Engineering Science at Simon Fraser University.  Dr. Scratchley had envisioned and critiqued such a system for many years.  The overall direction of Aladdin will be guided by the Dr. Craig Scratchley’s ongoing vision, effort and input.
Aladdin will attempt to architect a system that organizes an array of resources and provides effortless access to the resources on Macintosh computer clients.  In this document, resources will denote software elements that can be added to a computer system such as applications and fonts.  The resources will be stored in a Distributed File System (DFS).  Once a Macintosh client is connected to the DFS, the resources will appear as if they were stored locally on the hard disk.  A DFS is used to promote performance, ease of expansion and division of administrative responsibility for servers.  

When implemented, Aladdin can be beneficial to the Apple user community by eliminating the task of searching for and installing individual resources.  Also, users will not need to tediously update software applications and other resources, as the latest versions will be available on Aladdin.  Administrators can put unlicensed versions of commercial software on Aladdin, helping software vendors to advertise and distribute their products.  Local hard disk space use should be reasonable since a multitude of resources may be available to users but only those resources used will be cached locally.  In addition, this project may even inspire computing communities such as Linux developers and users to implement their own resource networks.  For example, Linux users can set their font paths to include additional directories, including paths located on remote servers2.  Also, this project can prompt further development of distributed file systems.

A distributed network approach will be used to design Aladdin instead of the traditional centralized approach.  Distributed networks divide the responsibility of file serving and all related network processes across multiple computers, from clients to high-capacity servers.  A centralized network generally relies on a single powerful computer to serve files3.

To facilitate a distributed design, Aladdin will use distributed file system kernel extensions for Mac OS X.  By using distributed file systems, Aladdin can take advantages of features such as caching, replication, scalability, server location independence, improved performance and increased availability.  Caching reduces the need to continually fetch popular files from the file server, reducing bandwidth usage and increase speed. Replication spreads the load across several machines, hence improving performance and also providing resource availability when servers fail. 

2 Design and Functional Specifications

2.1 Distributed File System

Before the Aladdin Project can be implemented, a decision on which distributed file system to use must be made.  Several distributed file systems have already been examined.

2.1.1 Andrew File System and OpenAFS

The Andrew File System (AFS) is a distributed network file system which originated at Carnegie Mellon University and further developed by Transarc Corporation (IBM Pittsburgh Labs)4.  Currently, IBM licenses a version of this file system to companies and also branched off an open source version for community development called OpenAFS.  Therefore, AFS is established enough in its maturity that it is employed in commercial applications and has comprehensive manuals.  OpenAFS has all the basic distributed network advantages such as replication and caching.  OpenAFS has a strong community presence exhibited by development mailing lists and a dedicated website.

Due to the maturity of OpenAFS, it will be use to implement the Aladdin Project.

2.1.2 Coda

Coda is another distributed file system originating and developed at Carnegie Mellon University5.  Coda looks to improve on AFS and is aiming to be the distributed file system of choice.  Notably, Coda has improved functionality for disconnected operation and server-client data synchronization.  With disconnected operation, clients can lose connectivity to the network (eg. network failure), continue working on a file and have the changes reconciled with the copy on the server upon reconnecting to the network.  Disconnected operation would be beneficial for mobile clients (i.e. laptops) since such users commonly transport their laptops to areas lacking network coverage.  Most of the DFS users will never need to reconcile changes, nonetheless Coda has improved disconnected operation through additions including improved caching metrics and optimized update logging.

According to Apple’s 2005 4th quarter report, of the 1,236,000 computers sold, 51.3% were portable laptops (iBook, PowerBook)6.  Therefore, consumer laptops are driving the need for the usability for mobile clients when designing a distributed network.

However, coda currently is poorly documented and some fundamental development and porting is still in progress.  When coda becomes more stable, it would be an improvement to migrate the Aladdin project to use coda.

2.2 How Resources will be stored in Network file Namespace

The network file namespace will be implemented such that navigation will be intuitive to Mac OS X and UNIX users.  
Figure 1


 displays the proposed namespace hierarchy.

[image: image2.emf]
Figure 1: Network Namespace Hierarchy

The root directory can be navigated through /afs/<cellname>, where <cellname> is a fully qualified domain name.  The number of subfolders in the filetree will grow as more resources are served.  As illustrated above, folders for the Library, Applications and Developer will be placed under the root directory.  These folder names are also used locally in Mac OS X computers.  As in Mac OS X, the Library folder will contain the Fonts, Sounds and other resource subfolders. Linking of Mac OS X resources from Aladdin to a local disk will be further explained in section 2.3.

Software programs should be organized under the Applications folder using a scheme that is already familiar to computer users.  A possibility is categorizing software programs in the same way as a popular freeware/shareware distribution website such as www.tucows.com7.  For example, the Applications folder can contain subfolders for Audio/Video, PDA, Internet, Games, etc.

The usr and associated folders will contain binaries for UNIX utilities and other UNIX “command-line” resources.  Since we are not aware of any convention for the search path for such networked resources, the suggested linking point for the resources is currently /usr/network to complement the /usr/local convention.  Feedback from the OS-X/UNIX community will be further solicited on the location of this mount point.

Under the Aladdin Project, different versions of both Mac OS X and UNIX resources should be made available.

Multiple versions of Mac OS X applications are needed because for example certain versions of applications are dependant on the Mac OS X kernel version.  Linotype FontExplorerX™ 10.0fc2 requires Mac OS X 10.3.9 or newer.  Older versions of Linotype FontExplorerX™ can be used with older versions of the kernel.  Therefore, depending on the user’s version of Mac OS X, a facility to choose the version of an application would be beneficial.   Even without a dependency on OS version, multiple versions of applications should be stored to guarantee that a user can still use a file he created with an older version when a new version will not correctly open that file.

Numerous versions of UNIX resources will also be needed.  For example, source code may require a range of versions of the GCC compiler to compile hassle free.  Newer gcc compilers are known to be more thorough when checking source code and produce compilation errors for older source code.  On the other hand, some software projects require a relatively new version of gcc/g++ in order to compile and run correctly.  Therefore, multiple versions of the GCC compiler can be available from Aladdin (under /usr/network/libexec/gcc/darwin) to complement the versions provided by Apple (in /usr/libexec/gcc/darwin).  Users can then optionally choose which version of GCC to use on the command line since GCC is designed to handle multiple versions.  The default GCC executable probably can’t choose between compilers located at both /usr and /usr/network.  A replacement GCC shell and soft links may be needed (from /usr/network/libexec/gcc/darwin to /usr/libexec/gcc/darwin).  More schemes will be explored to handle version selection of other UNIX resources.

2.3 How Resources are Linked to Mac OS X

2.3.1 Behaviour of Mac OS X

Mac OS X searches specific paths to find resources.  For example, to find software programs Mac OS X will look into ~/Applications, ~/Developer/Applications, /Applications, /Network/Applications and multiple other folders8.  Therefore, we can exploit this behavior to deliver seamless access to resources.  By linking the network application’s search path (i.e. /Network/Applications) to the distributed network (i.e. /afs/<cellname>/Applications), a Mac OS X client will be able to see and use the software programs hosted on Aladdin.  Similar links can be made to the Library and Developer folders in the DFS.

2.3.2 Proof of Concept:  Seamless Access of Fonts

In fact, several proof-of-concept tests have been conducted by Dr. Craig Scratchley, Amir Shoolestani and Leung Hoang to ensure the seamless nature of resource delivery and usage on Aladdin.  First, an OpenAFS server and client were set up for all the tests.

The OpenAFS cell was called macafslab and hosted a /Library/Fonts folder with the Astrolyte font resource9.  By simply connecting to the OpenAFS server and creating a soft link to the OpenAFS Library folder, the client could begin using the Astrolyte font.  If the client was already connected to the cell during a server update (i.e. uploading new font), the client may need to restart or logout/login to use any new resources.  Below, Figure 2 demonstrates using the Finder tool to navigate to the Astrolyte font. 
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Figure 2: Using the Finder tool to Navigate to New Resources

Figure 3 below shows a soft link from the /Network/Library to the OpenAFS server, /afs/macafslab/Library.
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Figure 3: Terminal displaying Linking to DFS

Furthermore, a text editor was launched and the Astrolyte font was immediately available for use.  Figure 4 shows the Astrolyte font being used in the TextEdit application.
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Figure 4: Using the Astrolyte Font Resource hosted on a OpenAFS server

2.3.3 Proof of Concept:  Seamless Access of Applications

A second proof-of-concept test was conducted to prove seamless access of applications.  The test involved hosting the Opera Web browser on an OpenAFS server and connecting a client machine to the server.  The client subsequently attempted to open a HTML file using the “Open With” option.  Figure 5 below shows that the Opera Web browser can be used to open the HTML file verifying that the client can readily use the application stored on the OpenAFS server.
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Figure 5: Open With displays Seamless Access to Applications

The Open With command will list all applications that can open a particular file.  Therefore, if a user is not familiar with a specific file type, he can use Open With to choose a program to open the file.  In this fashion, software vendors can benefit by providing administrators with limited software versions to serve, hence exposing their product to potential customers.

2.3.4 Proof of Concept:  Software Licensing

Unlicensed versions of software products can be provided by vendors, and hosted on Aladdin by administrators.  If the user does not possess a license, the application will run in a restricted mode.  However, if a user decides to buy a software license, the license will be store locally on their hard disk (i.e. not on Aladdin).  For example, when the trial OmniGraffle application is launched, a message asking the user to buy a license will be displayed.  If a user decides to purchase a license, the information will be stored on the local disk at /Library/Application Support/Omni Group/Software Licenses.  Figure 6 displays the licensing information message.  

[image: image7.emf]
Figure 6: License Purchase Message

2.4 How to Distribute Administrative Responsibility

The thesis will test Aladdin on a smaller scale (i.e. on a private network).  But, the vision of this project is to expand the network and enlist administrative help from within the Macintosh community.

At the top level there will be administrators whose responsibility is to oversee the network and delegate work to other administrators.  The top level administrators can control which servers to include on Aladdin and can deal with concerns/requests from other administrators.

Administration can be divided into two parts: server machines and resources.  Server administrators can tend to the physical location of server hardware and replication of volumes.  Resource administrators will manage the content in Aladdin ensuring files are added and updated.  An individual can volunteer to administer on both server and resource sides, or choose to concentrate their efforts on one side of administration.  Generally, server administrators will need to provide their own hardware.


[image: image8.emf]
Figure 7: Division of Server Administrative Responsibility

Figure 7 illustrates a hypothetical placement of servers.  The architecture illustrated is flexible.  The above figure illustrates that servers may be at different physical locations but could host identical content by replicating equivalent volumes.  For example, servers at SFU, California and Tokyo could host all resources by mounting all volumes.  The Beijing server could host all resources except fonts since there is a font server in Hong Kong.  The Hong Kong server can choose not to mount Japanese fonts and English fonts volumes since there are servers that host those resources in Hokkaido and New York respectively.

The model lends itself to Internet Server Providers (ISPs) that choose to host resources for their customers but do not wish to administer the content.  A scenario may arise where users are experiencing slow network traffic since a single server is receiving too many requests.  A local ISP company can then choose to host a server for its customer base.  Since the majority of their customers will never use non-English resources, the local ISP company chooses not to commit the extra disk space to host non-English resources.  Therefore, their customer will connect to the ISP’s server for English resources and a different server for non-English resources.

The administration of the content will be left to resource administrators who have login access to the cell.  Typical client users would just have “anonymous” read-only access.


[image: image9.emf]
Figure 8: Division of Resource Administrative Responsibility
Figure 8 shows a scenario for allotment of content administration.  Resource administrators are generally responsible for a particular resource.  For instance, a font administrator will be in charge of organizing fonts.  The font administrator can enlist further help from interested individuals.  Thus, a font administrator can simply recruit help from multiple individuals, one can organize Arabic fonts, and another can organize Russian fonts and so on.

The level of authority granted to the administrators decreases as you migrate downward in Figure 8.  Consequently, font administrators cannot modify files belonging to the top level administrators but the top level administrators can have some permissions for the files of the font administrators.  In addition, it is possible for a single resource administrator to manage multiple resources.  For example, it is possible for Ilya to administer both Russian fonts and Russian sounds.

2.5 How should Resource Network Expand

If the Aladdin Project establishes popularity, the need to regulate the addition of resources and servers will be crucial.  Dependable and ethical administrators will need to be recruited.  Therefore, a mechanism to filter reliable people will need to be in place such as the systems employed on eBay or slashDot.  Content and server administrators can be rated to uphold a system of accountability.  This thesis will not concentrate on having such a system in place, rather it will explore and suggest possible mechanisms.

Under OpenAFS, to add a server to a cell requires physical setup of the server, software installation and modification of the CellServDB file on all clients and all other servers.  Experimentation into easy integration of new resources and servers will be done.  

2.6 Security and Policy

2.6.1 Viruses

Hosting anything executable is accompanied by the inherent risk of viruses, trojans and other malicious threats.  Therefore, it will be necessary to explore ways to alleviate the risk of viruses.

An idea is to have two different root or Library folders.  One server will only serve passive resources (i.e. fonts, sounds), whereas the other server will host both active and passive resources (i.e. fonts, sounds and frameworks).  Therefore, a client can choose to connect to either version and if he chooses to connect to the complete server, a prompt recommending usage of a virus scanning daemon can be made.  This thesis may also explore the ability to enforce virus scanning.  For example, virus checking must be enabled before OpenAFS initiates.

Experiments will need to be conducted to check if OpenAFS allows virus scanning of files brought into the local cache.

2.6.2 Policy

To protect administrators, software companies, clients and other parties with invested interest, policies will need to be drafted.  As the project matures more policies can be added.  

As of now, the policies of the Aladdin Project are:

1. Aladdin will not host any resources containing spyware.

2. Aladdin will not host any resources that violate license agreements.

If a resource hosted indeed violates a license agreement, the resource will be immediately removed.  The thesis will also touch on the legal risks of hosting resources. 

2.7 Technical Risks

A number of proof of concept tests have already been conducted and help demonstrate that such Aladdin is feasible and seamless.

However, there still exist barriers to the practicality of Aladdin.  These risks include:

· Use of resources may not be as seamless as desired.  

· Network administration may be too complex.  

· Network performance may be too poor.

· Chance of being sued is too high.

· No one will use the system hence it will be a wasted effort.

3 Schedule and Budget

3.1 Schedule

[image: image10.emf]The Gantt chart (Figure 9) below illustrates the schedule for the completion of the proposed project. 
Figure 9: Approximate Schedule for Completion of Thesis Project

All project work and documentation is intended to be complete by November 2006 with the accompanying thesis defence set for later November 2006.

3.2 Budget

A number of computer resources will be needed to implement the Aladdin Project including desktop computers and networking hardware.  Simon Fraser University’s School of Education has donated 4 G3 Macintoshes.  These G3 Macs are essentially working but unsupported by Apple for Mac OS X version 10.3.  In fact, these G3s should not be able to run Mac OS X version 10.3, but a workaround is being employed to force compatibility between the OS and the old hardware.  Also, a D-Link router and hub/switch is on loan from Dr. Craig Scratchley.

Table 1 below shows a summary of desired hardware for this project.

Table 1: Hardware for my Thesis Project

	Hardware
	Purpose
	Status

	4x G3 Macintosh Desktops
	Server/Client Testing
	Donated

	Mac Minis or better
	Stable Testing Machines
	Needed

	PCs running Linux
	Server Testing
	Donated

	D-Link Hub/Switch
	Networking
	On Loan

	D-Link Router
	Networking
	On Loan



In the current stage of the Aladdin project, we need three Mac Minis for testing purposes.  The Mac Minis are stable and will be used to test both server and client functionality, to facilitate the development of Aladdin to a stage where it can be used by the Mac community.

	Mac Mini (Stable) Machines
	Price (CAD)

	Mac Mini (1.5 GHz Intel Core Solo)
	$679.00

	Mac Mini (1.66 GHz Intel Core Duo)
	$899.00


We hope to use surplused peripherals (monitors, keyboards, mouses, etc) from the School of Engineering Science with the Mac Minis.

At present, we would like to request “$2037.00 CAD Plus Tax” (3x$679.00) for the acquisition of three Mac Minis (1.5 GHz Intel Core Solo).

Further funding may be needed to obtain stable server machines.  The first public servers should be stable but volunteered server machines would soon be needed if this service gets any “traction”.  Insufficient resources might defeat popularity of this service. Also, with a growing database of resources, more hard disk space will be needed for file storage.

4 Conclusion

The aim of my thesis is to architect and test a distributed file system that serves Apple clients.  Eventually, the vision of this project is to expand the cell and allow public use of its services.  

If my thesis is successful, it will be a pioneering step in architecting a distributed system that delivers seamless access to a wide range of applications, fonts, sounds and countless other resources to the Apple user community.  Other students, researchers and interested individuals can build upon my work to improve performance and usability.  In the end, Aladdin can prove to be greatly beneficial to a number of parties from casual Apple users to multinational software companies.
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