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Full Program Proposal for a Master of Science in Professional Cybersecurity 
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At its November 17th, 2021 meeting, SCUP reviewed and approved the Full Program Proposal 

for a Master of Science in Professional Cybersecurity in the School of Computing Science within 

the Faculty of Applied Sciences.  

Motion: 

That Senate approve and recommend to the Board of Governors the Full Program Proposal for a 

Master of Science in Professional Cybersecurity in the School of Computing Science within the 

Faculty of Applied Sciences, effective Spring 2023 or later.  

C: U. Glässer, J. Wang 

For Information:  
Included with the full program proposal and approved by SGSC subject to approval by Senate: 

1) New calendar entry: Master of Science in Professional Cybersecurity
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Jeff Derksen, 
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Full program proposal: Master of Science in 
Professional Cybersecurity 

For approval: 
At its meeting on October 4, 2021, SGSC approved the full program proposal for a Master of 
Science in Professional Cybersecurity from the Faculty of Applied Sciences. SGSC is  
recommending it to SCUP for approval, effective Spring 2023. 

Motion:  
That SCUP approve and recommend to Senate the full program proposal for a Master of Science  
in Professional Cybersecurity from the Faculty of Applied Sciences, effective Spring 2023. 

For Information:  
Included with the full program proposal and approved by SGSC subject to approval by Senate: 

1) New calendar entry: Master of Science in Professional Cybersecurity
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SUMMARY 

Simon Fraser University (SFU) is defined by its dynamic integration of innovative education, 
cutting-edge research and far-reaching community engagement. SFU was founded in 1965 with a 
mission to bring an interdisciplinary approach to learning, embrace bold initiatives, and engage 
with communities near and far. Today SFU is consistently ranked amongst Canada’s top 
comprehensive universities and is one of the world’s leading teaching and research institutions. 

The School of Computing Science proposes the creation of a new graduate degree program, 
Professional Cybersecurity (the “Program”), which will align with and reinforce SFU’s strategic 
and academic plans as well as the Province of British Columbia’s (BC’s) commitment to 
stimulate industry-focused programs that support high demand occupations in the province’s 
technology sector. This will be achieved through the delivery of a professional master’s program 
in cybersecurity conceived in close collaboration with leading industry partners and government 
organizations. Students will acquire the technical background knowledge and practical skills 
needed to meet BC’s growing demand for cybersecurity professionals; they will graduate with the 
capacity to become national and international leaders in developing cybersecurity solutions for 
secure technologies, products and services across Canada’s growing IT sector and beyond. 

Cyberattacks are increasingly frequent, severe and sophisticated. Responding to the globally 
evolving threat landscape, security technology is advancing, but not fast enough to keep pace 
with the threat. Information security breaches routinely compromise protection of sensitive data 
and information, exposing personal identities, intellectual property and financial assets. The result 
is mounting damages in the hundreds of billions of dollars, the erosion of trust in conducting 
business and collaboration in cyberspace, and the risk of catastrophic events that cause crippling 
damage to companies and even countries1. Critical infrastructure like electric power grids, oil and 
gas pipelines, communication networks and smart transportation systems provide vitally 
important services; disruptions can have severe consequences for public safety and national 
security2. Advanced threats targeting such infrastructure, often in the form of zero-day exploits3, 
may not only cause temporary service disruptions but can cripple major system components 
physically, causing lasting damage that can threaten human safety beyond comprehension. 

                                                 
1 Engineering Trustworthy Systems: A Principled Approach to Cybersecurity. CACM, ACM, June 2019. 
2 Canadian Centre for Cyber Security. National Cyber Threat Assessment 2020, CSE, 2020. 
3 Zero-day exploits target security hardware-software system flaws not known prior to an attack, making 
those attacks virtually invisible to and unstoppable by conventional cybersecurity protection. 
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1) Proposed credential to be awarded 

Master of Science 

2) Location of program 
 
The Program will be offered at the Burnaby Mountain Campus. 

3) Academic unit(s) offering proposed program 

School of Computing Science (CS) in the Faculty of Applied Sciences (FAS) 

4) Anticipated program start date 

January 1, 2023 

5) Anticipated completion time 

The Program will normally be completed in four to five terms, depending on whether students 
complete one (mandatory) or two (one mandatory and one voluntary) four-month industrial 
internship or co-op terms. 

6) Contact information 

Dr. Jiannan Wang, Professor and Program Director, School of Computing Science,  
778-782-4288, jnwang@sfu.ca 

Dr. Uwe Glässer, Professor, School of Computing Science, 778-782-6775, glaesser@sfu.ca 
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PROGRAM DETAILS 

7) Aims, goals and/or objectives of the proposed program 

The primary objective of the graduate degree Program is to help BC and Canada build resilience 
against cyber threats by boosting the development and future growth of a thriving cybersecurity 
ecosystem driven by innovation in education, science and technology. This initiative responds to 
a dramatic shortage of cybersecurity professionals projected by the Information Security Branch, 
Province of British Columbia; the Canadian Centre for Cyber Security, Communications Security 
Establishment (CSE); ISED Canada4; Cisco; Fortinet; Palo Alto Networks; Gartner; Deloitte; 
KPMG; ISACA; (ISC)25 and other trusted sources. 

“While cybersecurity is an interdisciplinary course of study including aspects of law, policy, 
human factors, ethics, and risk management, it is fundamentally a computing-based discipline.” 
(Joint Task Force on Cybersecurity Education6). The broader view of cybersecurity involves 
technology, people, information and processes to enable assured operations in the context of 
adversaries. Hence, the Program curriculum extends beyond the scope of core computing science 
subject matters and explores and presents a range of key topics from several other disciplines. 
Specifically, this relates to applied cryptography (mathematics), cybercrime and cyber forensics 
(criminology), risk assessment and management (business), statistical learning and data analytics 
(statistics), and ethics and privacy (humanities). 

This leading-edge graduate degree program will aim to engage students in experiential learning 
through unique hands-on training in cybersecurity core technologies and supporting tools. The 
well-rounded curriculum teaches cybersecurity skills such as penetration testing, intrusion 
detection, malware analysis, cryptoanalysis, cyber risk assessment, cloud and mobile security, 
and secure software design. Two intensive lab courses focus on practical skills using industrial-
strength cybersecurity tool environments and training materials from global industry leaders 
including Cisco, Fortinet, Palo Alto Networks and Trend Micro. 

Technical training provided in classrooms and laboratories will also be paired with practical 
experience through an industrial internship or co-op program of at least four months, working 
with external partner organizations in industry, finance and government. This way, the Program 
prepares graduates for working in a wide range of IT sectors in need of cybersecurity knowledge 

                                                 
4 Cyber Security Innovation Network Program. Innovation, Science and Economic Development (ISED) 
Canada, 2021. 
5 The International Information System Security Certification Consortium. (ISC)2 Cybersecurity Workforce 
Study, 2019. 
6Cybersecurity Curricula 2017. Curriculum Guidelines for Post-Secondary Degree Programs in 
Cybersecurity. Joint Task Force on Cybersecurity Education, Version 1.0, December 2017.  
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and skills, and expedites their absorption into the job market. Graduates from this program can 
expect to easily find well-paying jobs right now and even more so in the future. 

Considering the increasing security needs of citizens, businesses and government organizations, 
the economic growth in cybersecurity, the resulting demand for skilled labour as well as the 
existing experience with professional computer science training, one can expect strong demand 
for the Program. This would mean a steady revenue stream for CS, FAS and SFU. 

8) How does the proposed program fit within the mandate of the institution? 

The proposed program builds upon the Faculty of Applied Sciences’ strong commitment to 
technology-based innovation and furthers SFU’s interest in supporting the development of vibrant 
and technologically innovative communities. Through partnerships with global industry leaders 
(Cisco, Fortinet, Palo Alto Networks and Trend Micro), financial services (Mastercard, and Royal 
Bank of Canada), government (Canadian Centre for Cyber Security) and professional 
organizations (ISACA) and by offering a cutting-edge curriculum, this program is positioned to 
advance Faculty and University level goals in several key areas. Expanding collaborations with 
industry, and growing the talent pool needed for technology transfer and launching new start-ups 
are front and centre. This specifically involves developing cybersecurity solutions for secure 
digital technologies, products and services across BC and Canada’s IT sector. 

9) How does the proposed program support the current academic and strategic 
plan of the institution? 

The Program aligns with SFU’s strategic interest in exploring and capitalizing on opportunities to 
advance innovative degree credentials and exciting academic programming, especially in creative 
technologies with special focus on professional degrees at the master’s level. SFU also seeks to 
“create more opportunities for experiential learning, work- and community-integrated learning 
and not-for-credit and international experiences. These initiatives will help students, faculty and 
staff become even more engaged with communities, ranging from local to global, in the continued 
quest to ensure a healthy planet and to improve the lives of the world’s citizens.”7 

The Program is a direct outcome of the Faculty of Applied Sciences Academic Plan 2019-2023,8 
in which FAS outlines the expansion and diversification of professional graduate programs to 
provide “an increased range of opportunities for our students upon graduation, and for our 
professors for research.” SFU’s Applied Sciences mission is to address problems in society that 
are becoming increasingly complex and interdisciplinary. Considering the increasing threats, a 
secure cyberspace is a key element of our digital society. The Program’s strong applied 
orientation responds to the urgency for producing well trained professionals needed more than 
ever for building stronger resilience against widespread and damaging attacks. This also calls for 
a mandatory term (or optionally two terms) of working with an organization in industry, finance 

                                                 
7 Five-Year Academic Plan 2019-2024, Simon Fraser University, November 2018. 
8 Academic Plan 2018-2023, Faculty of Applied Sciences, June 2018. 
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or government on problems related to cybersecurity. This arrangement helps employers to assess 
a student’s qualification and offers a seamless pathway to employment. 

Cybersecurity is an opportunity for SFU and FAS to engage in an interdisciplinary field that is 
rapidly growing and undeniably in considerable demand. 

10) Target Audience  

The Program target audience is students who have completed a bachelor’s degree in computer 
science or a related field and who wish to advance their education with a cybersecurity-focused 
graduate degree. For some, the motivation might be a career change; for those who are already 
working in information security, it may be the prospect of a promotion or consideration for 
management positions down the road. The Program appeals to this audience for several reasons. 
First, the significant need for highly qualified personnel in a sector driven by high-tech 
innovation and the integration of transformative technologies such as computer, network, cloud 
and mobile security, big data analytics, machine and deep learning (artificial intelligence) and 
their fusion in a broad range of interdisciplinary application fields means attractive employment 
opportunities. Second, cybersecurity offers plenty of opportunities for further specialization and 
alternative career trajectories. Third, the attractive earning potential for cybersecurity 
professionals, even when compared to other professions in the information and communications 
technology sector, will undoubtedly factor into the target audience’s decision-making. 

A comparable professional graduate degree program in Big Data, launched by SFU/CS in 2015, 
has seen steady growth ramping up to 1,000+ applications annually. Given this encouraging 
experience and the increasingly vital role of cybersecurity—fueled by frequent news media 
reports on vicious attacks locally, regionally and globally—, one can expect steady growth of the 
Program for the foreseeable future. Considerable interest in this field of study can also be gauged 
by the results of a web survey exploring student interest in a professional cybersecurity graduate 
degree in our School of Computing Science. Over a period of approximately two months, 39,858 
users visited the website outlining such a program. This constitutes approximately 70% of all 
website visitors for the professional master's program during that time period. 
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11) Related programs in the institution or other British Columbia post-
secondary institutions and outside of British Columbia  

Simon Fraser University does not have any graduate or undergraduate program directly or 
indirectly related to the proposed program. Below is a list of cybersecurity programs offered in 
Canada that are similar to our proposed program offering. CIP 11.1003 can be used for all these 
programs. 
 

Program Name Program Type Duration/Tuition Admission Requirements 

University of Guelph 
Master of 
Cybersecurity and 
Threat Intelligence 
 

Course-based with 
capstone project 

12 months 4-year honours degree in 
computer science or computer 
engineering or another 
discipline with CS/CEng minor; 
75% in the last four terms. 

DOM: $22,500. 
INTL: $42,000 
 

 Comment: Very similar to our program in delivery type, content and target 
demographic. Has the same goal of training cybersecurity professionals for 
the workforce. However, it doesn't have an industrial internship/co-op 
component, is shorter than our program and is offered face-to-face in ON. 

University of New Brunswick 
Master of Applied 
Cybersecurity 

Course-based with 
capstone project 
 

12 months Bachelor's degree in computer 
science or related field; min. 
average of B DOM: $17,000; 

INTL: $22,622 
 Comment: Offered face-to-face in Fredericton, NB. Is shorter than our 

program and does not include an industrial internship/co-op. 

Concordia University 
Master of 
Engineering in 
Information 
Systems Security 
 

Course-based with 
co-op or project 
option 
 

24 months Bachelor's degree or equivalent 
in computer engineering, 
electrical engineering, software 
engineering, or computer 
science. 

DOM: $12,279; 
INTL: $28,575 

 
 Comment: This is a course-based engineering program based in Montreal. 

The co-op and project options are not built-in but may be available to 
students upon application. The program is also longer than our proposed 
program. 

 

Program Name Program Type Duration/Tuition Admission Requirements 

Northeastern University 
- Course-based with  24-36 months 
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Master of Science 
in Cybersecurity 

  capstone project; 
- co-op optional;  
- On-campus, online,  
  or hybrid model 
 

DOM: $34,510; 
INTL: $44,863 
 

Bachelor’s degree; Academic or 
professional understanding of 
discrete mathematics, 
programming, systems 
administration and computer 
networks; GPA 3.00/4.00 

 Comment: This program is similar to our proposed program but is quite a 
bit longer in duration (by 8-16 months), offers additional delivery modes 
(online and hybrid), and includes an optional co-op rather than a 
mandatory one. Though it is very similar to our proposed program, the 
on-campus experience is offered in Toronto and at campuses in the U.S., 
so it does not compete geographically with our proposed in-person 
offering in B.C. 

University of Ontario Institute of Technology 
Master of 
Information 
Technology 
Security 
 

Full-time or part-
time, course-based 
with capstone 
project or internship 
 

24 months 4-year honours degree in 
information technology or 
related field, minimum B 
average. One course each in 
advanced programming, 
advanced math, and operating 
systems. 

DOM: $12,575; 
INTL: $34,517 
 

 Comment: While this program is very similar to our proposed program, it 
is based in Ontario, so it would not compete geographically with our 
program offering. 

New York Institute of Technology 
Master of Science 
in Cybersecurity 
 

Course-based with 
final project 
 

24 months or 
less 

4-year bachelor's degree in 
computer science or related 
field; min. GPA 2.85/4.00 $39,518 

 Comment: NYIT is an American private university with a campus in 
Vancouver. It has lower admission requirements than we are proposing 
for the cybersecurity masters. The NYIT program does not offer an 
industrial internship/co-op and is longer in duration than our proposed 
program. Further, the NYIT campus does not offer the typical university 
experience that our target audience desires. 

Queen’s University 
NSERC 
Cybersecurity 
CREATE Program 
(M.Sc.) 

Project-based  12 months  Bachelor's degree in computer 
science with a high upper-class 
standing. 
 

DOM: $5,773; 
INTL: $12,928 

 Comment: This program differs from our proposed program as it is 
essentially course-based but with a substantial terms-long final project 
subject to a formal examination by a supervisory committee. The program 
is also relatively short in duration and does not include a mandatory 
industrial internship/co-op. 
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12) What differentiates the proposed program from all other related programs 
in the province?  

There is only one other master’s degree program in cybersecurity offered in the Province of 
British Columbia: Master of Science in Cybersecurity at the New York Institute of Technology 
(NYIT). The NYIT program does not offer an industrial internship or co-op and appears to be 
longer in duration than the proposed program. All other related programs in the province are 
certificate or diploma programs and tend to focus on network security. 

13) An overview of the level of support and recognition from other post-
secondary institutions, and relevant regulatory or professional bodies 

The Program was conceived in consultation with and with input from the following organizations 
and groups: City of Surrey, FAS External Advisory Council, Canadian Centre for Cyber Security, 
Communications Security Establishment (Government of Canada), Information Security Branch 
of the Province of British Columbia, ISACA Vancouver, Cisco, Fortinet, MDA, Palo Alto 
Networks, Shield4UC, Trend Micro, University of British Columbia, University of Victoria, 
Queen’s University, and others. The opinions expressed in the support letters (see Appendix 3) 
strongly confirm that cybersecurity professional degree programs are in high demand in BC and 
Canada. The letters leave no doubt that decisive action for growing the cybersecurity talent pool 
is critical for future growth of a thriving cybersecurity ecosystem and that the School of 
Computing Science is well recognized as a competent academic leader to offer such a program. 
“Students graduating from the master’s program will emerge as subject matter experts on a wide 
range of cybersecurity technologies and will be well suited to take on a variety of critical roles 
ranging from cyber research and architecture design to policy creation and the highly respected 
Chief Information Security Office (CISO) role.”9 

The proposed initiative resulted in several new collaborations with external partners like the 
Canadian Centre for Cyber Security, Cisco, Fortinet, Palo Alto Networks and Trend Micro. 
Industry partners are supplying highly valuable resources at no cost such as industrial-strength 
tool environments (firewalls, VMs, etc.) and training materials for building and running our 
industry-strength cybersecurity laboratory. Other partners are committing their time by offering 
guest lectures on cybersecurity topics to our students and by participating in program review 
meetings to provide feedback on evolving demands for cybersecurity education and training. 

14) What added value will the proposed program offer graduates in terms of 
employment opportunities?  

SFU does not currently offer a program in cybersecurity but offers a Bachelor of Science in 
Computing Science preparing students to start their career in the IT industry. With the continually 

                                                 
9 Rob Rashotte, Vice President, Global Training & Technical Field Enablement, Fortinet (see letter). 
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evolving nature of computer science, not only do students need to learn the fundamentals of 
cybersecurity but they also need to familiarize themselves with a broad range of new and rapidly 
advancing topics in this field. The full gamut of a computer science (or closely related) 
undergraduate education is an essential prerequisite for the Program because of the quantitative 
nature and technical depth of cybersecurity. Students in the Program exclusively benefit from the 
highly focused curriculum and structure of a program designed to study in-depth advanced topics 
of computer and information security and to practice learned skills through intensive hands-on 
training and experiential learning. Two high-intensive six-unit mandatory lab courses exclusively 
available to students in the Program cover fundamentals and cutting-edge topics in a practical 
manner. Furthermore, dedicated industrial internship or co-op placements of either four or eight 
months with leading cybersecurity organizations are available to these students only. 

Companies and organizations active in sectors such as health, finance, education, retail and 
advanced manufacturing in BC and Canada are in urgent need of cybersecurity expertise; this is 
going to be one of the foremost trends in the IT industry over the next decade. Program graduates 
will be readily equipped with skills to master penetration testing and fundamental knowledge in 
network security, application security, cloud security and threat intelligence, making them highly 
competitive in the job market. Strong relationships between CS and cybersecurity industry 
leaders like Fortinet, Cisco, Palo Alto Networks and Trend Micro will keep the Program abreast 
with evolving technological trends and industry practices to prepare our students for industry 
needs and expedite the absorption of graduates into the job market. 

15) Do potential employers require a degree for graduates to gain employment in 
the field?  

A comprehensive market study [5] on cybersecurity job opportunities shows that employment 
opportunities increase with education level, where 93% of job postings called for candidates with 
at least a bachelor’s degree. Many undergraduate programs offer a limited number of courses 
related to cybersecurity, in many cases only as an elective. Even this limited offering is a very 
recent development initiated by computer science programs in the last few years. This translates 
into many computer science graduates not being well trained for cybersecurity jobs, which is one 
of the main reasons for the lack of qualified personnel in this field. A professional master's degree 
in cybersecurity means superior technical skills and abilities compared to a general undergraduate 
computing science degree. From an employer’s perspective someone with a graduate degree is 
better qualified for working in IT security to protect sensitive digital assets and is a natural choice 
for positions such as Chief Information Security Officer (CISO), specifically for legal liability 
reasons, an increasingly critical factor for organizations with a web presence. 
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16) Potential areas/sectors of employment for graduates and/or opportunities for 
further study in the field 

Upon completing the Program, graduates will be able to pursue additional education and training 
through graduate studies (e.g., MBA, PhD) across a wide variety of high-tech fields of study 
including, but not limited to, information and communications technology, Internet of Things 
(IoT) technology, advanced manufacturing, cyber threat intelligence, cybersecurity forensics, 
cyber risk management, applied data science and artificial intelligence, Smart Cities and smart 
transportation networks. 

17) Does the proposal lead to a specific occupation?  

Graduating students will be able to compete for a range of jobs in the cybersecurity and IT 
security job market including but not limited to the following jobs:10 

● Penetration and Vulnerability Testers are responsible for performing application, web, 
network, and infrastructure penetration tests in an organization to probe for 
vulnerabilities. In addition, they review the physical security of the organization and 
conduct regular social engineering tests. 

● Cyber Threat Intelligence Analysts study information relating to real and potential 
cyberthreats to help organizations to prioritize their risk and inform all aspects of their 
security programs. 

● Incident Responders are responsible for responding to a threat and neutralizing it before 
more damage to organization assets occurs. 

● Network security engineers are responsible for the design and delivery of network 
security which needs a deep understanding of topics such as computer network attacks, 
network architecture and protocols, deep packet inspection and intrusion detection and 
prevention systems.  

● Risk Analysts assess the current security strategy, business continuity and disaster 
recovery plans, threats to the systems, and then calculate the impact of potential 
cyberattacks on the organization. 

● Cyber Crime Investigators are primarily concerned with gathering evidence from 
digital systems that can be used in the prosecution of internet-based criminal activity. In 
today’s world, many crimes include the use of the World Wide Web. 

● Cybersecurity Consultants work in a variety of roles within the cybersecurity field. 
They often mimic both the attacker and the defender in computer systems, networks and 
software programs to find existing weaknesses and figure out how to strengthen systems 
to prevent hackers from exploiting vulnerabilities. 

                                                 
10 For a comprehensive overview see also CyberSeek: Cybersecurity Career Pathways. National Initiative 
for Cybersecurity Education. U.S. Department of Commerce. https://www.cyberseek.org/pathway.html. 
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18) What labour market needs would the proposed program meet for the 
province? (Please include no more than 5 applicable National Occupational 
Classification (NOC) codes.) 

Job market analysis 

Cybersecurity as an identifiable degree field is still in its infancy, yet it has gained striking 
momentum in recent years [8]. Driven by significant workforce needs, the demand for post-
secondary education in cybersecurity is steadily growing, with commercial and government 
sectors facing a widening gap between their growing needs to hire in this field and the number of 
skilled workforce available. Data and facts from leading analysts such as Deloitte and Gartner, 
professional organizations like ISACA and (ISC)2, government departments like ISED Canada, 
and other recognized sources confirm that the skills shortage continues to be a reality, and 
research indicates that the skills shortage continues to worsen: 

• The (ISC)2 Cybersecurity Workforce Study, released in 2019, concluded that 4.07 million 
workers would be needed to fully close the gap.11 This is in addition to the 2.8 million 
cybersecurity workers currently in the field globally. In their 2020 Cybersecurity 
Workforce Study they estimate the cybersecurity workforce gap for Canada is 16,562 for 
a total Canadian cybersecurity workforce of 101,963.12 Overall, 64% of the responding 
organizations reported a shortage of cybersecurity staff and that security risks spring 
directly from those shortages. 
 

• Cybersecurity is an important issue to educate students on. ICTC estimates that by 2023, 
Canada will see a demand for 40,000-53,000 cybersecurity practitioners (such as certified 
information systems security professionals, security architects, security engineers, 
security specialists, etc.) and in total there will be over 100,000 cybersecurity related jobs 
created (including occupations like ethical hacker, virus technician, vulnerability 
assessor, etc.) across a variety of industries.13 
 

● “We’re as close as possible to our unemployment rate being zero,” says Sam Olyaei, 
senior research analyst at Gartner Security & Risk Assessment Summit in National 
Harbor, MD. “If you’re a cybersecurity professional with any kind of skill set, you 
already have a job and multiple offers on the table. …” [9].  

BC is turning into a global hub for services and products offered by cybersecurity industry 
leaders including Deloitte, Fortinet, Mastercard and other firms, as detailed under Question 31. 

                                                 
11 (ISC)2 Cybersecurity Workforce Study, 2019. Strategies for Building and Growing Strong Cybersecurity 
Teams, 2019. 
12 (ISC)2 Cybersecurity Workforce Study, 2020. Cybersecurity Professionals Stand Up to a Pandemic. 

13Information and Communication Technology Council (ICTC). Forecasting Demand for Cybersecurity 
Workers in Canada: 2017-2023. Ottawa, 2019. 
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The proposed cybersecurity program responds to the notorious talent shortage by graduating 
cybersecurity professionals who are ready to join the workforce.  

The currently available National Occupational Classification (NOC) codes do not capture recent 
cybersecurity and information security specific job qualifications relevant to the IT industry (cf. 
Question 17) and, as such, do not show the real picture of the cybersecurity labour market needs. 
For the codes listed below, the job openings to job seekers ratio (projection of Cumulative Job 
Openings and Job Seekers over the Period of 2019-2028) does not reflect the actual job market 
situation for the cybersecurity field, neither nationally nor regionally. Recent surveys of the U.S. 
cybersecurity job market present an alarmingly different picture. 

2171 Information systems analysts and consultants 

Projected Job Openings: 111,000 

Projected Job Seekers: 98,700 

http://occupations.esdc.gc.ca/sppc-cops/occupationsummarydetail.jsp?&tid=80 

2173 Software engineers and designers 

Projected Job Openings: 27,500 

Projected Job Seekers: 24,000 

http://occupations.esdc.gc.ca/sppc-cops/occupationsummarydetail.jsp?&tid=82 

 

Table 1. B.C. Labour Market Outlook 2019 (this is the latest addition) 

NOC Employment 
2019 

Job 
Openings 
2019-2020 

Wage Rate 
Low 

Wage Rate 
Medium 

Wage Rate 
High 

2171 18,210 7,600 $26.15  $38.97 $54.95  

2173 11,060  4,480 $24.36  $38.46  $60.00  

 

https://www.workbc.ca/Labour-Market-Industry/Labour-Market-Outlook.aspx 

http://occupations.esdc.gc.ca/sppc-cops/occupationsummarydetail.jsp?&tid=80
http://occupations.esdc.gc.ca/sppc-cops/occupationsummarydetail.jsp?&tid=82
https://www.workbc.ca/Labour-Market-Industry/Labour-Market-Outlook.aspx
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19) Plans for admissions and transfer within the British Columbia post-
secondary education system  

Students within the BC post-secondary education system will be admissible to the Program 
provided they meet the admission requirements. Transfer into the Program will be more 
challenging due to the Program’s cohort nature and the two mandatory core lab courses, 
specializing on hands-on training across a range of fundamental cybersecurity skills. Transfer 
requests will thus have to be reviewed on a case-by-case basis in consultation with the Program 
Director and relevant faculty members. In all cases, students will need to apply for admission to 
the Program during the open admission period. Students who have previous graduate-level course 
credits not counted toward a prior credential and sufficiently similar to courses in the Program 
may receive specific transfer credit counting toward the Program. 

Program graduates may be accepted for graduate or professional school programs at other 
institutions, but the cybersecurity master’s degree is not intended as preparation for a doctoral 
degree or a research career. For most graduates, it will be the final degree leading to distinctively 
advanced professional opportunities. 

There are no regulatory professional bodies relevant to the Program. 

20)  Enrolment Plan  

The anticipated student enrollment for the Program focuses on full-time students only as it will 
not offer a part-time option during this time period. For the first intake, we project to enroll about 
35 students. Based on past trends in similar master’s programs in the Faculty of Applied 
Sciences, we anticipate increased interest, but we plan on keeping the admission numbers steady 
at 35-40 students per intake since it matches our delivery capacity. Our enrolment plan aligns 
with SFU's Equity, Diversity and Inclusion (EDI) initiative. We will strictly follow and comply 
with EDI policies and procedures. 

21) Delivery methods 

The Program will normally be delivered in a traditional in-person classroom-based setting 
integrated with hands-on lab courses. Students will complete at least 30 units of graduate work 
divided into three sections: 12 units of specialized hands-on lab courses, which comprise two 
courses with 6 units each; 12 units of required core courses; 3 units of electives; and 3 units for an 
industrial internship placement, typically working for at least four months with an industry 
partner in the cybersecurity sector anywhere in Canada. The Program does not have a capstone. It 
will be delivered using a cohort model; this is required to manage the logistics around the highly 
specialized lab courses, which heavily rely on cutting-edge industrial-strength cybersecurity 
hardware-software test and tool environments. Furthermore, it will streamline organizational 
efforts for placing student interns at industry partners, normally during summer terms, and for the 
fall terms for students who take an 8-month industrial internship. 
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22) Eligibility for scholarships, awards, and financial aid 

Students admitted to the Program will not be eligible for awards associated with the University’s 
operating budget but will be eligible to apply for private awards, and CS will be approaching 
external entities for funding for such awards. Additionally, we will also seek industry sponsored 
scholarships from our industry partners. This portion of student funding is expected to increase by 
building a strong reputation of the Program over the first three years and beyond. Note that active 
students will still be eligible to utilize the University’s financial aid program.  

23) Does the proposed program offer an alternative exit, if appropriate?  

The Program does not offer an alternative exit to students who do not complete the program 
requirements. However, for a short-duration, course-based, industry-focused degree like this one 
an alternative exit is not necessary, as individual courses carry considerable weight in industry. 
Students who successfully complete some, but not all, courses can use the knowledge gained in 
those courses for professional advancement in the cybersecurity field in the same way that one 
might use stand-alone, domain-specific, technical certificates. Regardless, to avoid hardships, we 
consider offering a Diploma in Cybersecurity based on completing a minimum number of course 
units as an option in the rare case that a student does not complete the program. 

24) Resources required and/or available to implement the program  

The proposed lab courses, Cybersecurity Lab 1 and Lab 2, focus on applied education and hands-
on training in system, network, web and cloud security. These labs will be run by limited term 
faculty members, professors of professional practice and/or University Research Associates (see 
table Q26) knowledgeable in the lab content. The lab courses will be run in a dedicated laboratory 
space at the SFU Burnaby campus, equipped with industrial-strength computer hardware and 
software tools and test environments. This space will also include breakout discussion areas 
where the instructor or TAs can conduct impromptu discussions with groups of students. The 
room will have built-in projectors and other amenities. This new lab may be shared between 
professional master’s programs (see Appendix 6).  

Building on lessons learned from previous offerings of the Big Data Professional Computer 
Science program, we limit enrollment in each lab section to 35-40 seats and have instructors and 
teaching assistants all spend adequate time in the lab with the students. This will ensure that we 
can offer a truly premium lab experience by ensuring we have a high-quality lab for the students 
admitted into this program. Both lab courses include weekly empirical assignments to encourage 
a 'learning-by doing' approach, and multiple mini projects and term projects that familiarise 
students with the latest security threats and challenge them to mitigate such weaknesses. In 
preparing the lab course materials we will take advantage of training materials offered by top 
cybersecurity solution providers such as Fortinet, Palo Alto Networks, Cisco and Trend Micro. 
We will integrate various tools and products from these companies such as attack and defence 
tools, capture the flag platforms, and virtual machine frameworks in the two lab courses to 
acquaint students with advanced industry-specific knowledge and skills. 
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Professional computer science programs will be supported by dedicated administrative staff and 
the Program Director. Cost for administration will be shared equally between all programs. 

Cybersecurity is also supported by 2 University research Associates (URA) and 1 continuing 
faculty member. They take charge of and teach each of the two lab courses and lecture courses. 
Each of the 6-unit lab courses will require 12 hours per week for students (using the typical 0.5 
units per weekly lab hour). A limited term faculty member will be assigned to each 6-unit lab 
course, where each section will have a maximum capacity of 35-40 students. There will also be 
substantial teaching assistant support in the labs to assist students with their assignments. 

To support the mandatory co-op or industrial internship component of the Program, the School of 
Computing Science will be working with the FAS graduate co-op office. The co-op 
administration of all 3 programs will be supported by 2 Co-op Coordinators, and 1 program 
Assistant. These co-op staff members will help the students prepare their applications, assist with 
the interview process, monitor the placements, deal with program marketing and opportunity 
development (in order to successfully place 30 students, the identification of over 100 possible 
positions is required). In the event that a student is unable to secure a co-op during the summer 
term, they will be required to go on academic break since no courses will be offered. The student 
will be able to apply for a co-op in the subsequent term or, if unsuccessful, will be required to 
undertake additional course work. 

25) Program evaluation and academic/administrative oversight 

Academic and administrative oversight will be provided by the Program Steering Committee. For 
now, the steering committee consists of the Program Director (Dr. Jiannan Wang), the Computing 
Science Graduate Program Director (Dr. Jiangchuan Liu), the Director of the School of 
Computing Science (Dr. Mohamed Hefeeda), one cybersecurity professor in the Program (Dr. 
Uwe Glässer), one university research associate in the Program (Dr. Mohammad Tayebi), and one 
Lecturer (Dr. Ouldooz Baghban Karimi). Additionally, we will invite a faculty member in SFU’s 
School of Criminology to join the Steering Committee. Computing Science is strongly committed 
to gender balance and actively seeking to hire female faculty in cybersecurity related fields. The 
EDI commitment will be reflected in the future composition of the steering committee. 

The Program will be reviewed internally using the same mechanisms that are used to review the 
other CS graduate programs. Any program changes will be administered through the existing 
Computing Science Graduate Program Committee. 

The School has already considered the creation of an external program advisory board. Advisory 
members serve a 3-year term. Each member can serve, at most, two terms on the advisory board. 
Advisory board members meet twice per year (usually early December & early April) to discuss 
strategic program priorities such as the expectations of the cybersecurity industry, related 
professional organizations and societal trends. Board members’ feedback and guidance will allow 
the Program to be responsive to changes in its external environment due to technological 
advances and industry needs, government priorities, community and professional expectations, 
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and a challenging fiscal climate. Industrial internship employers and students will be invited to 
participate in surveys on a regular basis with respect to program content and structure. 

26) Faculty member’s teaching/supervision 

Teaching and supervision of the Program will be provided by the CS faculty members listed in the 
table below, also showing their research expertise. Two University Research Associates (URAs) 
are fully dedicated to this program and funded by revenues from the program. The program delivery 
will not affect regular faculty members’ involvement in other programs. For faculty recruitment 
and retention, we expect the Program to also have a strong positive impact on attracting new tenure-
track faculty members to open faculty positions in Computing Science at SFU. 

Computing Science faculty involved in delivering the Program 

Course Name Research Area Percentage 

 CMPT 727: Machine 
 Learning 

Mo Chen 
Robotics and Autonomous 
Systems 13% 

Greg Mori 
Computer Vision, Machine 
Learning 13% 

Oliver Schulte 

Machine Learning, 
Computational Logic, 
Computational Decision 
Theory 13% 

CMPT 780 Computer 
Security and Ethics Uwe Glässer 

Cybersecurity, Cyber 
Security Analytics 13% 

CMPT 782 – Cybersecurity 
Lab 1 Mohammad Tayebi (URA) 

Cybersecurity, Machine 
Learning 100% 

CMPT 783 - Cybersecurity 
Lab 2 Khaled Diab (URA) 

Cybersecurity, Distributed 
Systems 100% 

CMPT 784 – Cyber Risk 
Assessment and 
Management Uwe Glässer 

Cybersecurity, Software 
Technology 13% 

CMPT 785 – Secure 
Software Design William Sumner 

Software Development, 
Cybersecurity 13% 

CMPT 786 - Cloud and 
Network Security Ouldooz Baghban Karimi Data and Network 13% 

CMPT 787 – Ethical 
Hacking Mohammad Tayebi (URA) Lecture 13% 

CMPT 788 – Information 
Privacy Igor Shinkar Computational complexity 13% 
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CMPT 789 – Applied 
Cryptography Andrei Bulatov 

Constraint Satisfaction, 
Complexity of Computation 13% 

 

27) Is the program focus primarily on meeting social benefit(s) or economic 
benefit(s)?  

Many forms of criminal activity have moved into cyberspace. Criminals are gaining benefits from 
operating in the cyber arena at national and transnational levels, affecting individuals, businesses, 
health care facilities and municipalities on a daily basis. Typical examples include stealing 
personally identifiable information, accessing confidential intellectual property, ransom attacks 
and attacks on critical infrastructure. This situation has a catastrophic impact across the world 
economy, resulting in massive economic losses. The growing cybercrime incidents now cost the 
world economy more than $1 trillion (USD), or just more than one per cent of the global GDP, 
which is up more than 50 per cent from a 2018 report that put global losses at close to $600 
billion [13]. Half of all Canadian small and medium-size businesses have been the victim of a 
cyberattack [14]. Cybercrime complaints in Canada increased by 45% from 2014 to 2017 [15].  

Students trained in the Program will be able to bolster technological systems to resist these styles 
of attacks. Still, the degree's primary focus will be on meeting economic benefits (see also Q. 30). 

28) How would the proposed program advance social goods or government 
priorities?   

Canada is one of the most connected countries in the world. We live our lives online and need to 
be able to trust our cyber systems. Digital technologies and the internet are increasingly important 
to innovation and economic growth. A safe and secure cyberspace is critical for Canada's 
competitiveness, economic stability and long-term prosperity [3]. The use of the internet by 
foreign intelligence agencies to conduct espionage increased dramatically in the last decade as a 
low-cost and low-risk approach to access classified documents. Based on CSIS reports there are 
daily attempts to penetrate the networks of the Government of Canada [16]. Attacks to critical 
infrastructure "which if disrupted, damaged, manipulated or destroyed, would have a serious 
impact on the health, safety, security or economic well-being of Canadians or the effective 
functioning of governments in Canada." [17] Maintaining effective and reliable defences against 
cyberattacks is a priority for Canada to protect its national security, critical infrastructure, 
citizens’ intellectual property and personal data.  

Given the cyber threat situation that will only get worse, decisive action is needed now to boost 
development and future growth of a thriving cybersecurity ecosystem by innovation in education, 
science and technology. The staggering talent gap in cybersecurity is one of the main barriers to 
accomplishing this goal. Graduates of the Program will be well educated and trained to engage in 
the daunting task of reinforcing the cyber defence critical for BC and Canada to meet their 
priorities in protecting our citizens, businesses, economy and sovereignty. 
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29) What social, cultural, regional, community, environmental, institutional 
and/or intellectual benefit would the proposed program provide? 

Cybersecurity Ventures expects global cybercrime costs to grow by 15 percent per year over the 
next five years, reaching $10.5 trillion (USD) annually by 2025, up from $3 trillion (USD) in 
2015. 14 This dire prospect is triggering enormous investments in information and computer 
security. The expected economic opportunities for the Canadian market arising from 
cybersecurity seem to easily justify and finance decisive federal investment into programs that 
protect Canadians and our economy. Our security and prosperity depend vitally on a safe and 
secure cyberspace, especially when facing a cyber-threat landscape that will only get worse. The 
Program will train students with the latest technology to fill the talent gap in this space with the 
mission of raising the standards of cybersecurity. 

30) How would the proposed program support economic growth and/or 
government economic priorities? 

The Province of British Columbia will directly benefit from the launch of the Program, which 
strongly aligns with BC’s primary goal of investing in technology and innovation. The demand 
for post-secondary cybersecurity education is steadily growing, with commercial and government 
sectors facing a widening gap between their growing needs to hire in this field and the number of 
skilled workforce available. 

By training the next generation of cybersecurity professionals, the Program supports the BC 
Government's current strategic plan to make BC a global hub for innovation and connectivity. 
Part of this plan is the development of future tech talent, supporting research and innovation, and 
putting BC companies in a better position to compete globally. Graduates from the proposed 
program would join the tech workforce in capacities allowing them to contribute in leading 
roles—ranging from cyber research and architecture design to policy creation and the highly 
respected Chief Information Security Office (CISO) role to the development and implementation 
of innovative technologies, products and services for a safe and secure cyberspace. 

  

                                                 
14 https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/ 

https://cybersecurityventures.com/hackerpocalypse-cybercrime-report-2016/
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31) What direct and/or indirect economic, industrial or labour market benefits 
would the program offer the student, community, region or province?  

With $34.9 billion in annual revenue in 2019, the Province of British Columbia has one of the 
fastest-growing high technology sectors in Canada.15 More than 130,000 people were employed 
in this sector in BC in 2019. The Program is proposed in response to the notorious talent shortage 
by graduating cybersecurity professionals who are ready to join the workforce; the program 
would offer enormous economic, industrial, and labour market benefits to the Province by 
providing much needed talent to BC’s tech sector. 

In 2020, Mastercard announced that Vancouver is home to its new Global Intelligence and Cyber 
Centre, one of six global technology centres; the other five are in New York and St. Louis (USA), 
Pune-Vadodara (India), Dublin (Ireland) and Sydney (Australia). Mastercard’s Vancouver centre 
is a $510 million investment, which will accelerate innovation in digital and cybersecurity, 
artificial intelligence, and the Internet of Things and will develop new cyber solutions for the 
payments ecosystem worldwide.16 The centre houses members from Mastercard’s Research & 
Development, Operations & Technology, and Cyber and Intelligence divisions, and will grow to 
380 FTEs and offer 100 co-op positions, in partnership with Canadian universities [19]. 

In 2016, Deloitte opened its fourth Canadian Cyber Intelligence Centre in Vancouver, expanding 
its Canadian operation (with three other centres based in Montreal, Toronto and Calgary). These 
centres bring together leading experts in cyber risk with state-of-the-art technology to offer a full 
suite of managed security services including customized, integrated services like incident 
response and threat intelligence around the clock.17 

Fortinet, a global leader in cybersecurity technology and services, has partnered with Simon 
Fraser University to provide hardware and software as critical components for this program. 
Fortinet’s largest R&D facilities are in Burnaby, BC as is the FortiGuard Labs team, providing 
threat intelligence for their world-wide operations. The Program appeals to Fortinet as a local 
source for producing much needed experts for years to come. 

Graduates from the proposed Program would help BC businesses, organizations and consumers 
safeguard their operations and mitigate cyber risks by building resilience against cyber threats. 
This may result in huge savings by reducing direct and indirect damages such as caused by 
ransomware and distributed-denial-of-service (DDoS) attacks. The economic and labour market 
benefits the Program offers to students are high employability, above average compensation and 
strong job security. 
   

                                                 
15  Profile of the British Columbia Technology Sector: 2020 Edition - Prepared for the Ministry of Jobs, 
Economic Recovery and Innovation by BS Stats, March 2021. 
16 Mastercard opens global cybersecurity centre in Vancouver. IT World Canada, January 23rd, 2020 [19]. 
17 Canadian-based Cyber Intelligence Centres at Forefront of Global Cybersecurity. Deloitte, 2020 [20]. 
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APPENDICES 

Appendix 1 Calendar entry 

School of Computing Science | Professional Cybersecurity  
Master of Science 
 

Description of Program 
 
The Master of Science in Professional Cybersecurity program engages students in developing 
specialized knowledge and practical skills in the area of cybersecurity. The program trains 
students to build and maintain safe systems and infrastructure that can withstand digital attacks. 
Foundational topics such as penetration testing, malware analysis and configuration of firewalls 
are covered as part of the curriculum complemented by advanced teaching in cryptography, 
secure software design and ethical hacking, among others. Students take instructional and lab 
courses, in a cohort, and complete work placement through SFU's co-op program, allowing them 
to tackle real-world scientific, engineering, and social-economic problems and gain valuable 
project management experiences while expanding their network of industrial contacts. This full-
time master's program is suitable for students with a strong aptitude in computer science, or other 
quantitative fields, such as engineering and mathematics.  
 
Admission Requirements 
 
Applicants must satisfy the University admission requirements as stated in Graduate General 
Regulation 1.3 in the SFU Calendar. Applicants should normally have a bachelor degree, or 
equivalent in computer science or a related field. Students who do not meet the minimum 
university requirements may be recommended as conditional or qualifying students as per 
Graduate General Regulation (GGR) 1.3.8 or 1.3.9. 
 
For further information on conditional or qualifying admission requirements, please contact the Program 
Coordinator. 
 

Program Requirements 
  
This program consists of course work, and co-op or graduate project for a minimum of 30 
graduate units. 

Students must maintain a minimum 3.0 CGPA throughout their graduate career. 

Students complete all of: 

CMPT 756 - Distributed and Cloud Systems (3)  
CMPT 782 - Cybersecurity Lab I (6)  
CMPT 783 - Cybersecurity Lab II (6)  
CMPT 789 - Applied Cryptography (3) 
 
and an additional nine units of graduate courses in Computing Science 

https://www.sfu.ca/students/calendar/2020/fall/fees-and-regulations/grad-regulation.html#1.3.8
https://www.sfu.ca/students/calendar/2020/fall/fees-and-regulations/grad-regulation.html#1.3.9
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and one of 

CMPT 626 - Graduate Co-op I (3)  
 
or 
 
CMPT 629 - Graduate Project (3)  

Program Length 
 
Students are expected to complete the program requirements in four terms. 
 

Other Information 
 
Co-op 

A co-op is an integral part of this program. However, it is offered on a competitive basis. 

All students are required to apply for a co-op. With assistance from the co-op coordinator for this 
program, students will be expected to find a suitable industry partner. Students may complete one 
or two terms of co-op. The latter option is in place to satisfy requests from our industrial partners 
for continuity and to carry out a large-scale project. Students are required to enroll in at least one 
of the program courses in the term following their co-op. 

In the event that a student is unable to secure a co-op during the summer term, they will be 
required to go on academic break since no courses will be offered. The student will be able to 
apply for a co-op in the subsequent term or, if unsuccessful, will be required to undertake 
additional course work. In consultation with the program director, the student may complete a 
graduate project in their final term to fulfill program requirements. 

Academic Requirements within the Graduate General Regulations 
 
All graduate students must satisfy the academic requirements that are specified in the graduate general 
regulations, as well as the specific requirements for the program in which they are enrolled. 

 

  

http://www.sfu.ca/students/calendar/fees-and-regulations/grad-regulation.html
http://www.sfu.ca/students/calendar/fees-and-regulations/grad-regulation.html
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Appendix 2 Letters of support 

Following are copies of seven letters of support from the following organizations:  

• Canadian Centre for Cyber Security 
• Fortinet Corp. 
• MDA Systems Ltd. 
• ISACA Vancouver Chapter 
• Coast Capital Savings 
• CyberSC 
• University of British Columbia 
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Appendix 3 Memo from the library 
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Appendix 4 Details of program steering committee (if applicable) 

Include names and titles of people on the steering committee. 

∉ Jiannan Wang (Director, Professional Computer Science Program) 

∉ Jiangchuan Liu (Director, Graduate Program in Computing Science) 

∉ Mohamed Hefeeda (Director, School of Computing Science) 

∉ Uwe Glässer (Professor, School of Computing Science) 

∉ Mohammad Tayyebi (University Research Associate)  

∉ Ouldooz Baghban Karimi (Lecturer, School of Computing Science) 

We consider adding another faculty member from the School of Criminology. 
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Appendix 5 Abbreviated curriculum vitae for faculty
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Appendix 6 Budget for the proposed program (financial and personnel) 

Program Cost 

A.     Instructional costs 

Most faculty members teaching courses for Cybersecurity will also teach courses for other 
programs so the cost has been included proportionally. 

Course instructors are generally supported by Teaching Assistants. 

B.      Staffing 

The new program, together with other master programs, will be supported by dedicated 
administrative staff and the Program Director. Cost for administration will be shared between 
programs. 

C.     Equipment and lab 

IT support and technical equipment is also shared with the other master programs. 

The school will also require a new lab to run the Cybersecurity Professional Computer Science 
program. The new lab will be shared between the other master programs (Professional Master in 
Big Data, MSc in Visual Computing, MSc in Cybersecurity) that the School aims to offer 
concurrently, so 1/3 of the set-up cost of the lab has been included in this budget. 

D.     Other expenses 

Expenses for recruitment, marketing and retention have been included in the budget. 

Proposed tuition and other program fees including a justification 

The tuition fee structure is based on a per term (not per unit) fee of $9,000 (CAD) per term for 
domestic students and $12,500 (CAD) for international students. Please note that the same per-
term fee applies to the industrial internship term as well. We expect most students to graduate in 
four terms, but, in cases where additional terms are required for program completion, a 
continuing fee is assessed for each additional term. The continuing fee is half the normal tuition 
per term. 

Total tuition cost for domestic students (4 terms):  $36,000 (CAD) 

Total tuition cost for international students for (4 terms):  $50,000 (CAD) 
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  TOTAL Term 1 Term 2 Term 3 

Annual fee 

(3 terms) 

Domestic $36,000 $9,000 $9,000 $9,000 $27,000 

International $50,000 $12,500 $12,500 $12,500 $37,500 

  1.      Revenue 

The Revenue is based on 3 terms (annual revenue), for enrolment numbers (see enrolment 
plan)   

Enrollment 
revenue 

Year 1 Year 2 Year 3 

Domestic $472,500.00 $659,137.50 $672,320.25 

International $656,250.00 $924,309.29 $964,643,75 

TOTAL $1,128,750.00 $1,583,446.79 $1,636.964.00 

 

2.      Overall budget 

  Year 1 Year 2 Year 3 
Program Expenses  $    614,830.00   $    626,300.00   $    553,488.00  
Program Revenue  $ 1,128,750.00   $ 1,583,446.79   $ 1,636,964.00  
Net Income $513,920.00  $1,042,196.79  $1,202,120.75  
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