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Cost-Sensitive Learning for Medical Insurance Fraud
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Abstract—Fraudulent activities within the U.S. healthcare sys-
tem cost billions of dollars each year and harm the wellbeing of
many qualifying beneficiaries. The implementation of an effective
fraud detection method has become imperative to secure the wel-
fare of the general public. In this article, we focus on the problem
of fraud detection using the current year’s Medicare claims data
from the perspective of utilizing temporal information from the
previous years. We group the data into temporal trajectories of
the key covariates and base our feature engineering around these
trajectories. For effective feature engineering on the temporal data,
we propose to use the functional principal component analysis
(FPCA) method for analyzing the temporal covariates’ trajectory
as well as the distributional FPCA for extracting features from
the empirical probability density curve of the covariates. More-
over, we introduce the framework of cost-sensitive learning for
analyzing the Medicare database to allow for asymmetrical losses
in the confusion matrix, such that the classification rule reflects
the realistic tradeoff between the fixed cost and the fraud cost.
The issue of class imbalance in the database is tackled through
the random undersampling scheme. Our results confirm that the
trained classifier has a reasonably good prediction performance
and a significant percentage of cost savings can be achieved by
taking into account the financial cost.

Index Terms—Centers for medicare & medicaid services,
cost-sensitive learning, functional principal component analysis,
functional data analysis.

I. INTRODUCTION

A S TECHNOLOGY in medical research advances and
healthcare services continue to improve in the United

States, increasing costs follow as a result. Fair access to health-
care services has thus become a pressing issue that impacts the
general population in the United States. To help alleviate the
financial strain on people to purchase their medical services,
the US government created a national healthcare insurance
program named Medicare, which covers parts or even all of
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the expenditures of medical procedures, prescription drugs,
and equipment. According to data released by the Centers for
Medicare & Medicaid Services (CMS), funding for Medicare ac-
counts for 20% of the annual US healthcare budget with possible
expense recovery of $4–13 billion [1]. One underlying issue that
lurks within the Medicare system is the fraudulent activities that
waste billions of dollars each year at the cost of the wellbeing
of many qualifying beneficiaries. Fraud causes a tremendous
amount of financial strain on the annual US healthcare budget.
It is important to note that this loss implies not only a large
amount of money going into wrong people’s pockets but also
the unavailability of services to many who require a constant
supply of medical service. Fraud accounts for an estimated
spending of $700 billion out of the total budget of $2.7 trillion
in healthcare in 2013 [1]. Therefore, the implementation of an
effective healthcare delivery system and fraud detection method
has become imperative to secure the welfare of the general
public, especially the elderly population, who is in dire need
of affordable healthcare services.

Though a considerable amount of effort has been put into
reducing fraudulent activities, we have not seen a significant
relief on the financial strain. The primary fraud detection method
involves investigators searching through a great number of files
and records to discover suspicious activities [2]. Unfortunately,
this method has already become outdated and less effective, as
a massive amount of data regarding healthcare transactions are
generated each year. As an increasing volume of healthcare-
related data become storable and accessible, more sophisticated
data manipulation tools and machine learning methods need to
be implemented in order to extract useful information from a
pool of data and improve the detection of healthcare fraudulent
activities. Many government programs and organizations have
declared the importance of finding an effective fraud detection
method; in particular, the CMS joined the cause of improving
fraud detection and made available online a series of datasets
named “Medicare Provider Utilization and Payment Data” [1].

These datasets released by CMS consist of primarily three
parts: Physician and Other Supplier (Part B), Part D Prescriber
(Part D), and Referring Durable Medical Equipment, Prosthet-
ics, Orthotics, and Supplies (DMEPOS). These datasets com-
prise a large range of claims submitted by healthcare providers
to Medicare, thereby providing a complete and thorough repre-
sentation of the cost-related activities in the Medicare program.
The Part B dataset is related to the average cost amount for the
procedures performed, the Part D is related to the prescribed
medication, and DMEPOS related to the issued supplies.
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The focus of this paper is on fraud detection using data of the
Fee-For-Service payment of Medicare that involves physicians
submitting claims for medical services directly to Medicare.
Using the Medicare claim data, we have considered several
strategies for feature engineering: first, we group the data into
temporal trajectories of the key covariates and create numer-
ical summaries as the trajectory-specific features; second, we
introduce the methodology of functional principal component
analysis (FPCA), a useful tool for analysis of temporal data,
for effective feature extraction from the trajectories; third, we
conduct a distributional FPCA on the empirical probability
density curves of the drug-level features, and obtain predictive
features from it. Based on the engineered features, our modeling
is different from the previous studies on Medicare data. We
specifically adopt the framework of cost-sensitive learning to
reflect the tradeoff between the fixed cost associated with fraud
investigation and the amount of fraud. Moreover, one issue in
training the classifier using the data set is the class imbalance.
In our constructed data set, only 0.025% of the cases are fraud-
ulent/positive. This creates challenges for the training of the
machine learning algorithm. We use the random undersampling
approach with the varying class ratio to handle the issue of class
rarity.

We experiment with four machine learning algorithms to train
the classifier. Our results show that based on the undersampling
dataset, the trained classifier has a reasonably good predictive
performance. More importantly, under the cost-sensitive ap-
proach, a significant percentage of cost saving can be achieved by
taking into account the financial cost. In terms of the cost-saving
percentage, the best algorithm achieves the largest saving per-
centage of around 55%, i.e., when compared with the case where
no fraud investigation is conducted, using such a classifier may
save the cost by more than 50%. In contrast, the traditional non
cost-sensitive approach tends to have a much smaller cost saving
percentage. In fact, under certain algorithm and undersampling
class ratio, the non cost-sensitive approach could lead to an even
higher cost than doing no fraud detection at all.

A major novel aspect that distinguishes our work from ex-
isting methods is the use of functional principal component
analysis to extract useful information from the data. Functional
principal component analysis is a highly efficient and effective
technique for detecting the primary direction of variations in
longitudinal trajectories and extract predictive information from
them. It has been applied across various scientific fields such as
medicine, finance, genetics, behavioral science and ecology [4].
To the best of our knowledge, no prior work has ever applied the
functional principal component analysis to fraud detection in the
Medicare data set, and thus our work fills an important research
gap. Most conventional approaches only use standard numeric
function (e.g., minimum, mean and maximum) and one-hot
encoding for constructing numerical covariates from the raw
data. We utilize two classes of functional principal component
analysis to extract information from (a) the temporal trajectories
of a raw numerical feature and (b) the empirical distribution of
the numerical feature. These covariates may extract new insight
from the data.

Another major novel aspect of our approach is cost-sensitive
learning, which to the best of our knowledge, has not been
previously applied to fraud detection in the Medicare data set.
By incorporating the cost measure, our method is able to guide
the fraud detection towards the suspicious case that would
lead to the highest monetary recovery of the fraud cost.
The cost-sensitive learning method is meaningful and prag-
matic for healthcare fraud detection and has important policy
implications.

The rest of the paper is organized as follows. Section II
provides a discussion on existing works related to Medicare
data and cost-sensitive fraud detection methods. The content
and structure of the data set are described in the Section III.
Section IV explains the three strategies for creating predictive
features from the data and discusses the approaches for handling
class imbalance as well as the framework of cost-sensitive learn-
ing. Section V elaborates the performance metrics and presents
the analysis of the Medicare data set. Section VI discusses
the policy implication of the proposed methods and finally,
Section VII summarizes the paper with a short discussion.

II. RELATED WORKS

We review the existing studies on healthcare fraud detection
that have been conducted using the Medicare datasets released
by CMS. The common objective shared by all these studies is to
detect fraudulent activities using a machine learning approach.
Depending on the types of techniques used, we classify the
related works as follows.
� Supervised Models define healthcare fraud detection as

a binary classification to distinguish fraudulent behavior from
non-fraudulent behavior. Bauder et al. [7] explored how abnor-
malities in physicians’ activities may point to possible fraudulent
activities using the Naive Bayes algorithm, such that physi-
cians’ suspicious actions such as submitting claims data outside
their specialties can be detected. Bauder and Khoshgoftaar [7]
proposed to estimate the expected cost amount of different
types of medical services and then compute its discrepancy
to the actual amount paid to mark possible fraudulence. The
multivariate adaptive regression splines are identified to be the
best-performing model for estimating the expected cost amount.
Herland et al. [10] validated the performance of the model
constructed in the previous studies with Part B and LEIE datasets
and strived to improve the model performance through feature
selection, removal of certain specialties, and specialty grouping.
They concluded that the strategy of removing certain specialties
that involved several procedures could significantly improve the
model performance. Herland et al. [5] created a combined dataset
from Part B, Part D, and DEMPOS datasets, and used various
machine learning methods to detect fraud in Medicare. The
authors evaluated the performances of random forest, gradient
boosting and logistic regression on each of these three datasets
and also the dataset obtained by grouping all the parts. The
results presented in this paper show that the performance of
all classifiers improves significantly using the integrated dataset
and logistic regression outperforms all other studied models.
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Existing solutions in this category only apply classic machine
learning applications to classify normal and fraudulent samples,
and what differentiates these works from each other is not about
the methodical part but how they preprocess and integrate the
data and extract learning features from it. The work presented
by Herland et al. [5] outperforms the other approaches because
of fusing information from different sources. The advantage of
the supervised learning models mainly lies in its accuracy (in
terms of AUC).
� Unsupervised Models generally aim to identify and high-

light data points that deviates from the overall pattern of the
data. Khurjekar et al. [15] presented an unsupervised learning
approach based on a multivariate regression model. They set a
residual threshold and applied clustering to residuals that are
above the threshold. Sadiq et al. [16] introduced the patient rule
induction method, an unsupervised learning method to detect
fraudulence by marking anomalies indicated by higher modes in
the datasets. Bauder and Khoshgoftaar [7] presented an outlier
detection model which is based on Bayesian inference using
a sub-dataset derived from the 2012–2014 Part B Medicare
dataset specifically focusing on dermatology and optometry
claims. In their work, probabilistic programming is used to
produce probability distribution and creates credibility intervals
to evaluate the precision of outlier prediction. One of the major
challenges that unsupervised solutions need to address is the
class imbalance issue. Johnson and Khoshgoftaar [6] studied
different existing resampling techniques for imbalanced classes
using the CMS data. The authors concluded that not only main-
taining sufficient representation of the majority class plays more
important role than reducing the level of class imbalance but also
downsampling the majority class to reach balanced proportions
can degrade classification performance. While the unsupervised
models can point to abnormalities in the data, its disadvantage lie
in the relatively low accuracy in comparison with the supervised
solutions.
� Deep Learning Models have yielded outstanding results

in different fields, and has become an indispensable part of
data-driven solutions. Deep learning models can be potentially
used both in supervised and unsupervised ways to solve the fraud
detection problem. While modern deep-learning-based solutions
show promising solutions for different applications, fraud detec-
tion has not received enough attention from the scholars. As the
only work in this domain, Johnson and Khoshgoftaar [6] applied
various deep learning models to the combined CMS dataset
for fraud detection with a focus on addressing class imbalance
issues. They evaluated the significance of identifying optimal
decision thresholds in case of having imbalanced training data.
The authors of this work noted improvement over the existing
methods used by Herland et al. [5]. Applications of deep learning
in healthcare fraud detection is in its infancy, and offers many
interesting research directions to pursue.

For example, to address fraud detection as an anomaly de-
tection problem, one can employ deep learning models in two
ways: to learn feature representation of normality, and to de-
velop an end-to-end anomaly scoring approach, as discussed
by Pang et al. [29]. In the first approach, general-purpose deep
learning models such as autoencoders and generative adversarial

networks can be used to learn a representation of given data, and
by capturing the essential underlying data regularities, these
models are capable of detecting anomalies. Learning feature
representation can be optimized based on an anomaly measure,
such as the distance of anomalous samples from normal samples,
or it can be formulated as a one-class classification problem. In
the second approach, the goal is to learn an anomaly scoring
approach directly. These approaches aim at devising a novel
loss function to learn anomaly scores. Moreover, different deep
learning models such as Recurrent Neural Networks (RNNs),
Long Short-term Memory (LSTMs), and Gated Recurrent Units
(GRUs) can be used as a supervised solution to classify fraudu-
lent and normal data samples.
� Other Perspectives In addition to the previously studied

models, researchers have explored healthcare fraud detection
problem from other perspectives. Liu et al. [30] used providers
and clients geo-location information for healthcare fraud de-
tection. The underlying hypothesis in this work was that medi-
care clients prefer to use health service providers located in a
relatively short distance specifically when they are senior or
disabled, and the long distance between the service provider and
client locations may indicate a fraudulent activity. Chandola et
al. [12] elaborated on the challenges in analyzing the healthcare
claims datasets from Texas and identifying fraudulent physi-
cians. They also discussed the potential to utilize text mining
and temporal analysis for detecting fraud from big healthcare
datasets. Ko et al. [11] applied linear regression to examine the
correlation between patient visits and utilization payment, with
a concentration on urology. Branting et al. [13] proposed graph-
based methods for fraud detection. Two types of algorithms
were applied: one estimates the similarity between fraudulent
and non-fraudulent providers’ activities; the other estimates
the risk propagation from physicians according to geospatial
collocation. Another highlight of the work by Branting et al. [13]
is that they refined the fraud labels by filling in the missing NPI
from the National Plan & Provider Enumeration System registry
website.

III. DATA

We focus our study on the Part D dataset, which provides
information on the prescription drugs the physicians entered into
an electronic medical record system in a certain year. Five years
of data are available from 2013 to 2018 on the CMS website.
Each row in the data set corresponds to the information related to
a certain drug administered by a certain physician under a certain
specialty type, i.e., the three columns which together uniquely
define a row are the physician, the specialty type, and the brand
name of the drug. The unique identifier for each physician is the
NPI, and each physician may have more than one specialty type.
Under a certain combination of physician and specialty types,
multiple rows pertaining to the information of a certain drug
are available in the data set. In addition to a drug’s brand name
and generic name, the drug-related information in the data set
includes its total cost, the total number of claim count, the total
number of beneficiaries, total 30-day fill count, and total daily
supply under the physician and specialty in that given year. We
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refer to these numeric features as “key covariates”, which are
used for constructing predictive features in the model.

For the binary labeling of fraud, we obtain the list of fraudulent
physicians and their NPIs from the List of Excluded Individuals
and Entities (LEIE) on the website of the Office of Inspector
General’s (OIG). The database is updated monthly to provide
a list of physicians whose exclusions are currently in effect (as
of March 2020). We use the NPI as the unique identifier in the
LEIE data to link and map back to the Medicare Part D database,
such that the fraudulent physicians can be identified.

IV. MODELING

A. Feature Engineering

1) Trajectory-Specific Feature of Key Covariates: We per-
form the analysis on the level of physician and specialty, i.e.,
given a physician and his/her specialty, our goal is to predict
whether the physician committed fraud, using the numerical
features related to all the drugs administered by the physician and
under that specialty type. Five years of Part D data are available
from 2013 to 2018. For a given year, we group the data by
physician’s NPI and specialty type and compute the group-level
minimum, maximum, mean, median, standard deviation, and
summation of all the key covariates. The 5-year trajectories
of these group-level numerical summary quantities can then
be constructed. Fig. 1 shows the yearly trajectories of a fraud
physician and a non-fraud physician. It is worth noting that
our method is based on the entire temporal trajectories of a
physician, whereas most existing fraud detection applications
related to Medicare data focus on a snapshot of the data, and do
not distinguish the identity of the physician [5], [6], [7]. In this
sense, our method offers a more sound and novel perspective to
the analysis of the Medicare database.

We create trajectory specific features for each trajectory,
such as the trajectory mean, median, maximum, minimum, and
standard deviation. Moreover, to capture the trend or slope
information from the trajectory, a linear regression model is
fitted on the trajectory. The model uses the trajectory value as the
response and the year as the predictor and includes an intercept
and a slope coefficient term. The fitted slope coefficient is used
as a trajectory specific feature.

2) FPCA for Physician-Level Trajectories of Key Covariates:
Functional principal component analysis (FPCA) is a widely
used tool in statistics for analyzing temporal data [23]. It
achieves dimensionality reduction by summarizing the infor-
mation in the temporal trajectories into a series of functional
principal component (FPC) score. In our constructed data set,
the temporal trajectories of key quantities over the past 5 years
are used as the target for performing FPCA. The FPC scores
extracted from such an analysis are then used as the predictors
in the model.

We model the trajectories of a particular key quantity as
independent realizations from a stochastic process X(t) and
let Xi(t) denote the trajectory realization of the ith subject.
Let μ(t) = E(X(t)) and K(s, t) = Cov(X(s)− μ(s), X(t)−
μ(t)) denote the mean function and the covariance function,
respectively. Based on the Karhunen-Lovève decomposition,

Fig. 1. Yearly trajectories of the maximum total claim count under fraud and
non-fraud physician. Compared with the non-fraudulent cases, the trajectories
of the fraudulent cases tend to have more extreme outliers that have much higher
values than the population.

Xi(t) can be expressed as

Xi(t) = μ(t) +

∞∑
k=1

ξikφk(t), (1)

where φk(t) is the kth eigenfunction, and ξik is the associated
FPC score for the ith subject. The eigenfunctions should satisfy∫

T
φk(t)φj(t) = δkj , (2)

where δkj = 1 if k = j and 0 otherwise.
The FPC score is defined as

ξik =

∫
T
(Xi(t)− μ(t))φk(t)dt. (3)

The magnitude of ξik represents the degree of similarity be-
tween the Xi(t)− μ(t) and the eigenfunction φk(t). The mean
and variance of the distribution of ξik are E(ξik) = 0 and
Var(ξik) = λk, where λ1 ≥ λ2 ≥ · · · ≥ 0.

To obtain the FPC estimates and FPC scores, we perform the
following procedures.
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1) Do a local linear regression to obtain a smoothed estimate
of Xi(t), denoted as X̂i(t).

2) Calculate μ̂(t) = 1
n

∑n
i=1 X̂i(t). The sample covariance

function is given by

K̂ (t, t′) = n−1
n∑

i=1

{
X̂i(t)− μ̂(t)

}{
X̂i (t

′)− μ̂ (t′)
}

=
∞∑
j=1

λ̂j φ̂j(t)φ̂j (t
′) , (4)

{λ̂j , j ≥ 1} are the estimated eigenvalues, and {φ̂j(·), j ≥
1} the estimated eigenfunctions. Both are obtained by
spectral decomoposition on the K̂(t, t′).

3) Finally, the FPC scores ξik are obtained by ξ̂ik =∫
T {Xi(t)− μ̂(t)}φ̂k(t)dt

The obtained FPC scores can be used as covariates or predic-
tors in the machine learning model. As an example, we consider
the following functional logistic regression model.

Pr(Y = 1|Xi) = Ψ

(∫ T

0

β(t)Xi(t)dt

)
, (5)

where Ψ(x) = exp(x)/(1 + exp(x)) is the logistic function.
Based on the basis {φk(t) : 1 ≤ k < ∞}, we can expandβ(t)

as

β(t) =

∞∑
k=1

φk(t)βk, (6)

where βk =
∫ T

0 β(t)φk(t)dt is the basis coefficient.
Through functional principal component analysis, rewrite∫ T

0

Xi(t)β(t)dt =

∫ T

0

{μ(t) +
∞∑

k=1

ξikφk(t)}β(t)dt

=

∫ T

0

μ(t)β(t)dt+

∞∑
k=1

ξik

∫ T

0

φk(t)β(t)dt

=

∫ T

0

μ(t)β(t)dt+

∞∑
k=1

ξikβk

≈
∫ T

0

μ(t)β(t)dt+

K∑
k=1

ξikβk. (7)

Thus the functional logistic regression model can be rewritten
into a usual logistic regression model using the FPC scores as
the predictors.

Pr(Y = 1|Xi) = Ψ

( K∑
k=1

ξikβk

)
. (8)

Example 4.1: To illustrate the computation and interpretation
of the FPC and FPC scores, we consider the trajectories of the
sum of the total claim count. Fig. 2 plots the first three FPCs
φ1(·) to φ3(·) in (1). The first FPC φ1(·) is flat and above
zero, representing the main degree of variation around the mean
function. The second FPCφ2(·) is downward sloping and crosses
the zero axis once. Negative before year 3 and positive after year

Fig. 2. The first three FPCs of the yearly trajectories of the sum of the total
claim count in the Medicare database.

Fig. 3. Example of the yearly trajectories of the sum of the total claim count
of a fraudulent case and a non-fraudulent case in the Medicare database.

3, the φ2(·) represents the degree of the change in the trajectory
after year 3. The third FPC φ3(·) crosses the zero axis twice
at year 2 and 4, i.e., it is negative in [2, 4] and positive in the
other two intervals, which can be interpreted as the difference
in values during [2, 4] and those in the other time intervals.

The computed FPC scores varies from subject to subject, and
Fig. 3 shows two examples of the yearly trajectories of the
features and their respective first and second FPC scores, one
fraudulent case and one non-fraudulent case. As the first FPC
score represents the main degree of variation, trajectories with a
higher overall value tend to have a larger first FPC score. Since its
overall level is higher, the fraudulent case has a larger first FPC
score than the non-fraudulent case (13,071 versus 1,838). The
second FPC score represents the degree of change, trajectories
with a sharper change tend to have a larger (absolute) second
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Fig. 4. Histogram and empirical probability density curve of the log of total
claim count under a physician.

FPC score. The fraudulent case has a more evident upward trend
while the non-fraudulent case is almost flat, and thus the absolute
value of the second FPC score of the fraudulent case is larger
than that of the non-fraudulent case (1,867 versus 39). It is worth
noting that the sign of the FPC score does not matter because we
may invert the FPC functions to obtain oppositely signed FPC
scores.

3) Distributional FPCA for Drug-Level Covariates: The
drug-related information in the data set includes the drug’s
total cost, the total number of claim count, the total number
of beneficiaries, total 30-day fill count, and total daily supply
under the physician and specialty in that given year. For each
combination of physician and specialty type, multiple rows
related to the information of a specific drug are available in the
data set. The key covariates under each combination of physician
and specialty type thus have a unique probability distribution
across the past 5 years. For example, Fig. 4 shows a histogram
of the distribution of the value of log total claim count under
a specific physician. It is of particular interest to derive useful
predictive features from the shape of such a distribution.

To achieve this goal, we resort to the distributional FPCA pro-
posed by Petersen and Muller [24]. The idea is to conduct FPCA
to the probability density curves of the distribution of a specific
key covariate under a physician. The challenges of conducting
FPCA on probability density curves are: first, a probability
density function f has to satisfy the constraint

∫∞
−∞ f(t)dt = 1;

second, the probability density functions may have different
support. To address these problems, a transformation approach
that maps the probability density curves to a Hilbert space of
functions through a continuous and invertible transformation
can be used. The typical transformations include log quantile
density and log hazard transformations.

After obtaining the kernel density estimate of the probability
density curve, we may perform the FPCA on the transformed
Hilbert space and use the FPC scores as the predictor vari-
ables. To summarize, the procedure for performing distributional
FPCA for a certain drug-level key covariate is as follows.

1) For each physician, create a sub data set consisting of all
the rows corresponding to the physician’s NPI.

TABLE I
COST MATRIX FOR THE MEDICAL INSURANCE FRAUD PROBLEM

2) Compute the kernel density estimate of the key covariates
in the sub data set, denoted as f(t).

3) Map f(t) to the quantile function Q(t) = F−1(t), where
F (t) is the cumulative distribution function; then, take
the derivative of Q(t), resulting in the quantile density
function q(t); lastly, take the log of q(t) as our transformed
function, denoted as g(t). The function g(t) is supported
on [0,1] and is unconstrained.

4) Repeat the above steps to obtain function g for all the
physicians. Finally, conduct the regular FPCA on all the
function g’s.

B. Cost-Sensitive Learning

Cost-sensitive learning models develop classification rules
that are capable of reflecting the actual savings of detecting
a fraudulent activity versus the actual cost of inspecting a
suspicious activity. The detection of fraud inherently carries
a financial tradeoff. If the potential saving in cost when the
fraudulent activities are caught and stopped outweighs the cost
of investigating the fraud, then it is beneficial to conduct the
investigation. Otherwise, it might not be a worthwhile decision
to start the investigation if the potential “gain” from a successful
fraud intervention is too small. Thus, a framework of learning
models called cost-sensitive learning is proposed to reflect the
actual financial cost involved in binary classification problems.
Various cost-sensitive learning methods are proposed, primarily
in the area of credit card fraud detection [17].

For fraud detection problem, we define the confusion matrix
of our binary classification model. A fraudulent case is defined
as positive and non-fraudulent case as negative, and TP and FN
respectively stand for the numbers of true positives and false
negatives. The true positive (TP) case is where the predicted
positive cases is truly fraudulent; the false positive (FP) case
is where the predicted positive case is in fact legitimate. The
true negative (TN) case is where the predicted negative case
is legitimate; the false negative (FN) case is where the pre-
dicted legitimate case is actualy fraudulent. Under the traditional
framework, the false positive incurs the same cost as the false
negative, which does not reflect the actual costing in the case
of fraud investigation. For medical insurance, the administrative
cost for fraudulent cases may consist of cost for investigation,
evidence collection, litigation, etc. As shown in Table I, we
assume that the administrative cost is fixed and denote it as
I . The administrative cost is assigned to both TP and FP. On
the other hand, the cost of TN is zero, and the cost of FN is
defined as the total amount of fraudulently claimed drug cost.
This amount is usually related to the total drug cost for under
a specific physician, and we may assume that it equals to K%
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of the total drug cost of physician i. The value of K and I
can be derived from historical data. While we do not possess
such information, it is possible that reasonable estimates can be
computed using the legal department’s budgetary information
and the litigation documents of the past fraudulent cases. Such
a cost matrix reflects realistically the actual costs related to
medical insurance fraud because when a fraudulent case goes
undetected, its associated losses are the amount of the claimed
drug cost.

Based on this cost matrix, we may define the following
performance measure to reflect the total real cost associated with
the fraud detection in each category.

C =
n∑
1

yiŷiI +Kyi(1− ŷi)Drug Costi + (1− yi)ŷiI,

(9)
where yi is the true binary fraud label, and ŷi is the predicted
fraud label. This measure is the sum of the costs for all the
physician and specialty types.

We consider the problem of fraud prediction under the
Bayesian decision theoretic framework [17]. For each case, a
choice needs to be made between two actions, predicting the
case as fraudulent, denoted as af , or predicting it as legitimate,
denoted as al. Let L(af |f) (or L(af |l)) be the loss incurred for
taking action af when the true state is f or l. Denote the data as
D. The risk value for predicting a case as fraudulent is

R(af |D) = L(af |fraud)P (fraud|D)

+ L(af |legitimate)P (legitimate|D). (10)

Similarly, let L(al|f) (or L(al|l)) be the loss incurred for taking
actional when the true state is f or l. The risk value for predicting
a case as legitimate is

R(al|D) = L(al|fraud)P (fraud|D)

+ L(al|legitimate)P (legitimate|D). (11)

Here, P (legitimate|D) and P (fraud|D) can be understood
as the predicted probability of being fraud/legitimate under the
uniform prior distribution. Under Bayesian decision theory, a
case would be classified as fraud if R(af |D) < R(al|D), i.e.,
the risk of predicting the case as fraud is lower than the risk of
predicting it as legitimate.

By plugging in the values in the cost matrix into the compu-
tation of R(af |D) and R(al|D), we classify a case as fraud if

I < K ×Drug CostiP (fraud|D). (12)

The calculation of P (fraud|D) depends on the machine learn-
ing algorithm deployed for modeling and the ratio of under-
sampling. For example, in the case of logistic regression, let
P ∗(fraud|D) denote the predicted probability from the logistic
function of the product sum of the linear coefficients and the
predictors trained in the undersampled data set. The predicted
fraud probability isP (fraud|D) =

pfull

pRUS
P ∗(fraud|D), where

pfull is the proportion of fraud in the full data set, and pRUS the
proportion of fraud in the undersampled data set.

Example 4.2: To illustrate how the decision is made under
the cost-sensitive learning framework, we revisit the example
of the fraudulent versus non-fraudulent cases in Section IV-A2.
For simplicity, we focus on the truly fraudulent case. Suppose
that based on the feature engineering and the machine learning
models, the probability estimate of the case being fraudulent
is P (fraud|D) = 0.873, and its drug cost in the most recent
year isDrug Costi = 5000. We assume the fixed administrative
cost for investigating the fraud is I = 4000 and the total amount
of fraud is K ×Drug Costi, where K = 20. Justification for
setting these values can be found in Section V-C.

Under the cost-sensitive learning framework, we are con-
cerned with the risk value associated with classifying a case
as fraudulent or as legitimate. As both L(af |fraud) and
L(af |legitimate) is equal to I . The risk value for predicting the
case as fraud is simply R(af |D) = I = 4000, i.e., an investiga-
tion into the suspected fraudulent cases will incur a fixed cost of
4,000. On the other hand, as L(al|fraud) = K ×Drug Costi
and L(af |legitimate) = 0, the risk value for predicting the
case as legitimate is K ×Drug Costi × P (fraud|D) = 20×
5000× 0.873 = 87300, i.e., the potential expected loss of being
oblivious to the fraudulent case would be equal to the probability
of fraud times the total fraud amount. In this case, the risk value
for predicting the case as fraud is smaller than predicting it
as legitimate, and thus the case is classified as fraudulent and
worthy of further investigation.

On the other hand, for example, if the total drug cost is
very low, e.g., Drug Costi = 100. The risk value for pre-
dicting the case as legitimate would be K ×Drug Costi ×
P (fraud|D) = 20× 100× 0.873 = 1746, and thus the ex-
pected loss due to the suspected fraudulent case is less than
the investigational cost of 4,000. In this case, the cost-sensitive
model would deem the case unworthy of further investigation
and would classify the case as legitimate, despite that the pre-
dicted probability of the case being fraudulent is as high as
P (fraud|D) = 0.873.

C. Class Rarity

The number of fraudulent cases is extremely rare in the
Medicare data. For our data set, there are a total of 918,009
instances, among which only 227 cases are fraudulent. This
implies that only 0.025% of the cases are positive.

The severe imbalance between the positive and negative
classes may lead to the biased predictive performance of the
commonly used machine learning algorithms because the clas-
sifier might be tilted towards predicting the cases as negative in
order to achieve high accuracy. Moreover, in the case of fraud
detection, the rare positive class incurs a much higher cost than
the majority negative class. Thus, an algorithm’s bias towards
the majority class could lead to high costs.

Strategies for dealing with class imbalance usually involve
creating a new data set with a class distribution less imbalanced
than the original and trains the model based on such an adjusted
data set. Two commonly used approaches are random undersam-
pling (RUS) and random oversampling. Random undersampling
retains all the minority class cases and randomly removes cases
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TABLE II
CLASS DISTRIBUTION IN THE TRAINING, TESTING AND UNDERSAMPLED

DATA SET

from the majority class. Random oversampling creates dupli-
cates from the minority class such that a particular class ratio is
achieved.

We choose to use the random undersampling approach to
handle the highly imbalanced data set for our application because
random undersampling carries the least amount of computation
burden compared with other approaches. We consider 5 different
class ratio, 1%, 5%, 10%, 20%, and 50%, which are denoted as
RUS-1, RUS-5, RUS-10, RUS-20, and RUS-50. The goal is to
assess the predictive performance and cost saving measure under
different class ratio. Table II shows the number of samples in
each data set. It is worth noting that only the training data set is
transformed with random undersampling while the testing data
set still represents the true class distribution.

V. RESULTS

A. Experimental Setting

We experiment with four machine learning algorithms from
the h2o library in Java/R, namely the logistic regression (LR),
random forest (RF), gradient boosting machine (GBM), and
neural network (NN). Unless explicitly stated otherwise, we use
the default configuration of the algorithm. The optimal tuning
parameters for the algorithms are chosen through 4-fold cross-
validation on the undersampled training data set. The LR uses
the logistic function as the link function between the probability
and the product sum of the covariates and coefficients. We add
an L1 penalty to the coefficients in order to select the covariates
with predictive values. RF is an ensemble learning algorithm
that predicts the outcome based on combining outcomes from
numerous decision trees. The prediction results are computed
by summarizing results from multiple trees through majority
voting. Each decision tree is trained from a random subset
sampled from the training data with replacement. The number
of trees is chosen as 50, with a maximum tree depth of 20.
GBM is an ensemble method that sequentially trains a decision
tree to maximize the log-likelihood function. In each round of
training, the predicted class from the model is compared with
the actual class, allowing more weight to be assigned to the
misclassified instances. We set the learning rate of the GBM
algorithm to be 0.1 and the maximum number of trees to be 50.
NN is a multi-layer model that is highly suited for complex and
nonlinear classification problems. For the NN model, we choose
the number of layers to be 2 and the number of neurons 200, with
a learning rate of 0.005.

B. Performance Metrics

For binary classification problems, we consider two com-
monly used metrics, the F1-measure and the AUC, to evaluate
the classification accuracy. The F1-measure is derived from
precision and recall, which are defined as follows.
� Precision = TP/(TP + FP )
� Recall = TP/(TP + FN)
� F1 = 2 · Precision · Recall/(Precision + Recall)
In addition, another metric is the AUC, which summarizes

the area under the receiver operating characteristic (ROC) curve.
The ROC curve consists of measurements of performance met-
rics at various probability thresholds. The AUC is a summary
of a classifier’s capability of distinguishing between the classes
and takes a value between 0 and 1. The larger the AUC, the better
the predictive performance. A perfect classifier would have an
AUC equal to 1.

For cost-related metrics, we consider the following measures.
First, the total cost measure is defined as

Ctotal =

n∑
1

yiŷiI +Kyi(1− ŷi)Drug Costi + (1− yi)ŷiI,

(13)
where yi is the true binary fraud label, and ŷi is the predicted
fraud label.

In addition, we may decompose the total cost measure into
two categories, one consisting of the fixed investigational cost,
and the other the cost related to fraud,

Cfixed =
n∑
1

ŷiI, (14)

and

Cfraud =
n∑
1

Kyi(1− ŷi)Drug Costi. (15)

Moreover, we compute the cost saving percentage, which
equals to Ctotal/Cnull − 1, where Cnull is the cost where no
fraud investigation is carried out,

Cnull =

n∑
1

KyiDrug Costi. (16)

C. Data Analysis

In this section, we present the results of our data analysis.
As mentioned before, the model is trained on five undersam-
pled data sets with class ratios equal to 99:1, 95:1, 90:10,
80:20, 50:50, respectively denoted as RUS-1, RUS-5, RUS-10,
RUS-20, and RUS-50. As shown in Table II, there are only
227 positive cases in the whole data set. Because of such a
small number of positive cases, the usual 5-fold cross-validation
approach (i.e., 181 positive instances in the training set versus
46 positive instances in the testing set) would often result in
unstable and unreliable performance in the testing data set. To
obtain a relatively stable fit, we use a 1:1 training-versus-testing
ratio and repeat the experiment 10 times to obtain the average
performance metrics.
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TABLE III
TOTAL COST MEASURE, FIXED COST AND FRAUD COST (IN MILLIONS) UNDER

VARIOUS UNDERSAMPLING SCHEMES (RUS) AND MACHINE LEARNING

ALGORITHMS (LOGISTIC REGRESSION (LR); GRADIENT BOOSTING MACHINE

(GBM); NEURAL NETWORK (NN); AND RANDOM FOREST (RF)) WITH THE

COST-SENSITIVE (CS) AND CONVENTIONAL NON COST-SENSITIVE (NCS)
APPROACHES

It is also worth noting that if the machine learning model is
trained using the full training data set, without adjusting for the
class imbalance, the model fit and the performance metrics in the
testing data set is often very poor, e.g., precision equal to 0 and
F1-measure undefined due to division of 0 error. Therefore, we
only train the model on the undersampled data set, and evaluate
its performance on the full testing data set.

Regarding the ratio between the fraud amount and the drug
cost K, we have the following consideration. By summarizing
the news of health care fraud published on the Federal Bureau
of Investigation website, we note that the amount of the fraud
usually ranges from 1 million to 50 million [27]. On the other
hand, the mean value of the total drug cost column in our
database is around 1 million. Thus, we take the ratio between the
fraud amount and the drug cost K to be equal to 20. This value
is reasonable because, first, when fraud is detected, oftentimes,
fraudulent activities have already been going on for many years.
Second, a physician may have means other than through drug
costs to create artificial medical claims. Regarding the fixed cost
I for fraud investigational, we set it to be 4,000.

For each of the four machine learning algorithms, we consider
two approaches for predicting the fraud label. The first is cost-
sensitive learning, as described in the previous sections. The
second is a conventional non cost-sensitive approach based on
maximizing the F1-measure.

Table III outlines the total cost measure along with fixed cost
and fraud cost under different algorithms across the five under-
sampling ratios. We compare both the cost-sensitive and the

Fig. 5. Comparison of the cost measure (in millions) for different machine
learning algorithms and undersampling schemes.

non-cost-sensitive approaches with each one of the four machine
learning algorithms. Among the cost-sensitive approaches, the
RF algorithm renders a steady good performance. It produces
a total cost of mostly under 300 million for all ratios with the
cost-sensitive approach. LR and GBM obtain total cost measures
over a slightly bigger range: some can be as low as around 260
million, yet others can reach as high up to around 400 million
depending on the class ratio. NN has the highest total cost as all
of the total costs are sitting at around 500 million, while other
algorithms attain total costs far below this number. In general,
lower total costs are achieved at RUS-1 and RUS-10; higher cost
measures are achieved at the ratio of RUS-20 and RUS-50. For
the non-sensitive approaches, the total costs obtained are higher
than those of the cost-sensitive approach. GBM and RF achieve
relatively lower total costs than LR and NN, although none of the
costs obtained are small enough to be deemed more favorable
than the cost-sensitive approach.

The fixed cost measure is related to the number of predicted
positive cases. Among the cost-sensitive methods, the RF al-
gorithm results in higher fixed costs across all the class ratio,
and NN renders the smallest fixed costs of around and below 10
million, indicating an insufficient number of fraud predictions.
Regarding the fraud cost measure attained by the four algorithms
under the cost-sensitive framework, RF achieves the best result,
i.e., the lowest fraud cost of around 200 million consistent
through all the class ratios. NN renders the highest fraud costs
at around 500 million for all ratios, and LR and GBM render
better results at around 200-300 million. The superiority of RF
over other algorithms in terms of fraud cost is only present in
a cost-sensitive approach. For non cost-sensitive approach, all
four algorithms seem to have similar results.

Fig. 5 presents the comparison of the cost measure induced by
the four algorithms at different class ratios. The cost measures
in millions across all ratios for each algorithm are connected by
a fragmented line and marked by a designated color. Among the
four algorithms tested, NN achieves the highest 500 million cost
measure for all ratios. For the other algorithms, it is evident that
LR, GBM and RF come by the highest cost measure at class ratio
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Fig. 6. Comparison of the AUC for various undersampling schemes (RUS)
and machine learning algorithms (logistic regression (LR); gradient boosting
machine (GBM); neural network (NN); and random forest (RF)).

TABLE IV
COST SAVING PERCENTAGE UNDER VARIOUS UNDERSAMPLING SCHEMES

(RUS) AND MACHINE LEARNING ALGORITHMS (LOGISTIC REGRESSION (LR);
GRADIENT BOOSTING MACHINE (GBM); NEURAL NETWORK (NN); AND

RANDOM FOREST (RF)) WITH THE COST-SENSITIVE (CS) AND CONVENTIONAL

NON COST-SENSITIVE (NCS) APPROACHES

80:20; GBM produces the highest cost measure of about 400
million. Overall, RF achieves the best performance and produces
a steadily low cost measure with the lowest of around 240 million
at the ratio of 95:1. GBM and LR have moderate performance;
GBM also produces the same lowest cost measure of around
240 million at 95:1, yet a high cost measure of 400 million at
80:20. LR produces the lowest measure of 290 million at 90:10
and the highest measure at 310 million at 80:20. In summary,
NN has the worst performance in cost measure; GBM and LR
have medium performance; RF has the best performance.

Table IV shows the cost saving percentage of the four machine
learning algorithms for 5 class ratios under cost-sensitive and
non cost-sensitive approaches. In terms of this performance met-
ric, the more negative the percentage, the larger the saving in cost
and hence the more preferable the model. A positive percentage
indicates that carrying out fraud investigation according to the
model cost even more than doing no investigation at all. Overall,
we observe that the cost-sensitive methods achieve evidently
better saving in cost than the non cost-sensitive ones. GBM
achieves the best cost saving percentage of 55.4% at the class
ratio of RUS-5, yet the performance of GBM is not as consistent
for all the ratios as RF under cost-sensitive approach. The range
of cost saving percentage achieved by GBM is 26% – 55.4%

TABLE V
F1-MEASURE (×10−4) UNDER VARIOUS UNDERSAMPLING SCHEMES (RUS)

AND MACHINE LEARNING ALGORITHMS (LOGISTIC REGRESSION (LR);
GRADIENT BOOSTING MACHINE (GBM); NEURAL NETWORK (NN); AND

RANDOM FOREST (RF)) WITH THE COST-SENSITIVE (CS) AND CONVENTIONAL

NON COST-SENSITIVE (NCS) APPROACHES

TABLE VI
AUC UNDER VARIOUS UNDERSAMPLING SCHEMES (RUS) AND MACHINE

LEARNING ALGORITHMS (LOGISTIC REGRESSION (LR); GRADIENT BOOSTING

MACHINE (GBM); NEURAL NETWORK (NN); AND RANDOM FOREST (RF))

while the range achieved by RF is 43% – 54.9%. Therefore,
GBM has the best peak performance, yet RF has a steadily
excellent performance. LR attains the medium performance,
which yields cost saving percentages in the range of 37.0% to
49.5% under the cost-sensitive approach. NN yields the worst
results: it achieves cost saving of less than 15% for cost-sensitive
approach and even positive percentage for non-cost-sensitive
approach. Under non cost-sensitive approaches, LR, GBM and
RF exhibit more varied patterns: GBM and RF are no longer
the preferable models for calculating cost saving percentages
since there are unwanted positive percentages; LR generates
negative percentages at some ratios, but they are not desirable
percentages. The poor performance of NN might be attributed
to the small size of undersampled data set, which makes the NN
more prone to producing overfitted predicted probabilities and
cost measures.

Table V outlines the F1-measure of the four algorithms of
interest at five different class ratios under both cost-sensitive
and non-sensitive approaches. Overall, the non cost-sensitive
approach works better than cost-sensitive approach for all mod-
els at all ratios. Based on all the number present on the chart,
NN is the best performing model as it achieves the top 3
highest scores: it achieves the highest F1-measure of 0.0377
at ratio RUS-1 under non cost-sensitive approach; it achieves
the second-highest score of 0.171 at RUS-10; NN also achieves
the third-highest score of 0.128 at RUS-1 under cost-sensitive
approach. The other models all produce low F1 measures under
both approaches, which are mostly under 0.0100.

Table VI and Fig. 6 compares the AUC under the four machine
learning methods. LR achieves the highest AUC of 0.77 at RUS-
10; GBM does of 0.78 at RUS-5; RF does of 0.76 at RUS-5, NN
does of 0.72 at RUS-5. In general, GBM, RF and NN all have
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Fig. 7. The decision tree with the highest weighting under the gradient boosting machine with RUS-1. The values in leaf node are the logit values of the predicted
probabilities of fraud.

Fig. 8. Distribution of the fraudulent cases when the FPC score is less/greater than the median, for the top 4 FPCA-based features with the highest variable
importance measure in the gradient boosting machine.

their own lowest AUC at the class ratio of 99:1, denoted by
RUS-1. On the other hand, RUS-5 and RUS-10 appear to be the
better-performing ratios for all four learner algorithms. As NN
produces the smallest AUC at all ratios compared with other
methods, therefore it is the worst-performing model in terms of
AUC. GBM achieves the highest AUC of 0.78 at RUS-5 and
also has steadily good performance across all ratios. RF and LR
may achieve a good AUC at a particular ratio, yet their AUCs
have a large degree of fluctuation across all the ratios. The most
favorable model with steady performance in terms of high AUC
is the GBM.

To illustrate the role of the FPCA-based features in the
model, we examine the most important decision tree from
the tree-based gradient boosting machine algorithm. Fig. 7

shows the plot of the decision tree with the highest weighting
under the gradient boosting machine with RUS-1 scheme. We
observe that the FPCA-based features play a crucial role in
determining the label prediction. For example, the third FPC
score of the maximum total claim count is situated at the root
node of the tree, where the tree are divided based on whether
or not the score is greater/smaller than −669.7519. Beyond
that, the FPCA-based features appear across various nodes of
the tree. Moreover, we consider plotting the label distributions
of the fraudulent cases when the FPC score is less than the
median and when score is greater than the median. We choose
the top 4 FPCA-features with the highest variable importance
measure from the gradient boosting machine, namely the second
FPC score of the sum of the total claim count, the third FPC
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score of the maximum of the total claim count, the first FPC
score of the standard deviation of the total claim count, and
the second FPC score of the sum of the beneficiary count.
As shown in Fig. 8, these FPCA-based features evidently
distinguish between the fraudulent and non-fraudulent cases,
indicating the predictiveness inherent in these FPCA-based
features.

D. Computational Scalability

Next, we examine the computational scalability of our
method. As there are 62.2 million people enrolled in Medicare in
2020 and new data are being created on a yearly basis, the total
size of the database could potentially increase tremendously,
both in terms of the number of rows in a year and also in
terms of the number of years available. It is thus worthwhile
to examine the scalability of our method on a large dataset. To
do this, we conduct an experiment on a synthetic dataset with 100
million records and examine the computational time. Our focus
is on the computational time of feature creation and conducting
FPCA, as it is well known that the machine learning algorithms
adopted in our methods have scalable and ready-to-use software
implementation. We generate 100 million random curves from
a stochastic process with three underlying orthogonal com-
ponents. From each curve, we sample 20 data points, which
correspond to 20 years of data. Using the R package “fdapace”,
we found that on a 12-cores Intel machine, the creation of the
yearly numerical features (max, min, sum, etc) only takes around
20 minutes, while the steps for conducting FPCA take around
4 hours. It is also worth noting that the memory requirement
of the program is manageable. This is because the covariance
matrix in (4) is only of size 20× 20 and the largest matrix
involved in the FPC score computation is the raw data matrix
(100 million × 20).

VI. POLICY IMPLICATION

The CMS has partnered with different law enforcement
agencies and initiated a series of anti-fraud programs (The
Centers for Medicare and Medicaid Services, 2020). Inves-
tigations have been carried out on suspicious cases through,
e.g., beneficiary/provider interview. The scale of the fraudu-
lent activities and, most importantly, the potential amount of
money that can be recovered are naturally taken into consid-
eration when it comes to resource and personnel allocation of
the CMS. However, there lacks a systematic and data-driven
approach that can guide decision-making and answer the ques-
tion “who should be investigated”. The results in this section
indicate that significant improvement (more than 50%) in the
cost-efficiency can be achieved if existing information in the
database can be intelligently utilized, and thus call for a change
in the policy implementation of the fraud prevention system.
Currently, most fraud cases have been exposed by whistle-
blowers [28]. Instead of passively awaiting the exposure of
fraudulent activities by whistleblowers, it would be better if a
data-driven and cost-effective approach that guides the direction
of investigation can be adopted at the policy implementation
level.

VII. DISCUSSION

In this article, we tackle the problem of medical insurance
fraud detection by utilizing information from previous years. We
construct temporal trajectories of the key covariates and base our
feature engineering around these trajectories. We introduce the
framework of cost-sensitive learning for analyzing the Medicare
database. It is important to allow for asymmetrical losses that are
associated with the FP and FN cases, such that the classification
rule reflects the realistic tradeoff between the fixed cost and the
fraud cost.

While there have been many developments in the area of fraud
detection, the use of complex statistical models and methods is
relatively uncommon. One major highlight of our approach lies
in the use of functional principal component analysis to extract
key information from the data. By proposing a solution to the
healthcare fraud detection problem, we hope that our method can
serve as a small step towards the utilization of statistical meth-
ods such as functional principal component analysis in solving
real problems. We introduce the FPCA methods for analyzing
the temporal covariates’ trajectory as well as the distributional
FPCA for extracting features from the empirical probability
density curve of the covariates. Our results indicate that the
trained classifier has a reasonably good predictive performance.
A significant percentage of cost saving can be achieved by
taking into account the financial cost. In terms of the cost-saving
percentage, the RF or GBM algorithm with RUS-5 achieves
the largest saving percentage of more than 50%. In terms of
predictive capability, the GBM model has the largest AUC when
trained with the RUS-5 data set. Future work in the area of
medical fraud detection using the Medicare database includes
incorporating additional key covariates from the Part B and
DEMPOS database, expanding the fraud labels by finding NPIs
through name-matching in the National Plan and Provider Enu-
meration System (NPPES) for the records whose NPIs are NPIs
in the LEIE database and exploring more cost-sensitive learning
algorithms where the financial cost are incorporated not only in
the decision rule but also in the training stage of the model.

We adopt the random undersampling method for the class
imbalance problem. Recently, Hasanin et al. [25] experimented
with various approaches of their model to address the class
imbalance problem on the Medicare dataset. They concluded
that the RUS with a 50:50 ratio leads to the best performance
in many cases. A useful extension of our method would be to
experiment with other sampling techniques, e.g., the Synthetic
Minority Over-sampling TEchnique (SMOTE), which oversam-
ples the data set by generating new instances between minority
instances close to one another [26].
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