A Kernelized Manifold Mapping to Diminish the Effect of Adversarial Perturbations
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Classification (MNIST)

~ Introduction

0 The linear (Goodfellow et al., ICLR 2015) and non-flexible

| (Fawzi et al., ICML 2015) nature of deep convolutional models
makes them vulnerable to carefully crafted adversarial
perturbations.

o Apart from attacking perspective, adversarial perturbations can
' be used to measure the linearity and flexibility of models,
regularize models, and explore the biases of a model by

analyzing the distances of samples to decision boundaries.
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0 RBF networks have shown resilience against adversarial
| perturbations, but no successful deep RBF model has been
trained vyet.

______________________________________________________________________________________________________________________________________________________________________________________

" Our hypothesis and proposed method

0 Hypothesis: A separable manifold should be resilient to
| perturbations which force a sample to cross the decision
boundary.

o Proposed method: Kernelized manifold transformation whicn - { ~........... . . 0. 00 |

' leverages RBF to add non-linearity to models and learns a T
transformation matrix in Mahalanobis distance-like Results |
formulation to improve model flexibility. o
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Black-box (segmentation) Classification (chest x-ray)



