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ServerAlice

Hi, I’m your user!
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ServerAlice

Hi, I’m your user!

GET /data?user=alice



What is authentication?

6

ServerAlice

Prove it...
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ServerAlice

POST /authentications

{
   name: “alice”, 
   password: “secure123” 
}
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POST /authentications

Oh, hi Alice!
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POST /authentications

Let me make you a token

server’s private key

server’s public key
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ServerAlice

POST /authentications

Let me make you a token

server’s private key

server’s public key
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ServerAlice

POST /authentications

{ token: XXXXYYYYZZZZ }
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ServerAlice

POST /authentications

{ token: XXXXYYYYZZZZ }

Sweet
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ServerAlice

POST /authentications

{ token: XXXXYYYYZZZZ }

Sweet

server’s public key
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GET /data?user=alice&token=XXXXYYYYZZZZ
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GET /data?user=alice&token=XXXXYYYYZZZZ

Hmm, let’s 
check this token
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Server

Header
algorithm: RSA 256-bit
type: JSON web token

XXXXYYYYZZZZ

Payload
subject: Alice
expires_at: October 24 10:00 AM UTC

Signature
ZZZZ
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Server

Header
algorithm: RSA 256-bit
type: JSON web token

XXXXYYYYZZZZ

Payload
subject: Alice
expires_at: October 24 10:00 AM UTC

Signature
ZZZZ

The bearer is accessing 
Alice’s data, did I authorize 

that?
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Server

Header
algorithm: RSA 256-bit
type: JSON web token

XXXXYYYYZZZZ

Payload
subject: Alice
expires_at: October 24 10:00 AM UTC

Signature
ZZZZ

Is the token still valid?
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Server

Header
algorithm: RSA 256-bit
type: JSON web token

XXXXYYYYZZZZ

Payload
subject: Alice
expires_at: October 24 10:00 AM UTC

If I signed this, then 
everything looks good!

Signature
ZZZZ

server’s public key
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ServerAlice

GET /data?user=alice&token=XXXXYYYYZZZZ

Alice’s data


