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revolution

2nd industrial revolution

Through introduction of mass production with the

help of electrical energy
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Through application of electronics and

IT to further automate production
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Industrial Revolution: From Industry 1.0 to Industry 4.0

Cyber-physical 

systems

4th industrial revolution

On the basis of cyber-physical systems (CPS),

merging of real and virtual world



Background

 Current Stage:
• Industry 3.0 (Most)

• Industry 4.0 (Part): 

LIFT, Power 

America, AIM 

Photonics, Flexible 

hybrid electronics…

 Objectives:
• Technological 

transformation

• Sustainable 

development

 Current Stage:
• Industry 2.0 (Most)

• Industry 3.0 (Part): 

Haier, Huawei, 

Lenovo, Baosteel…

 Objectives:
• Upgrade industrial 

structure

• Moderate power

• Leading power

 Current Stage:
• Industry 3.0 (Most)

• Industry 4.0 (Part): 

Trumpf, SAP, Bosch, 

Wittenstein, Festo, 

Boeing…

 Objectives:
• Smart logistics

• Smart 

manufacturing

• Smart factory

Germany Industry 4.0 Made In China 2025U.S.A. NNMI



Background

Core of industry 4.0: Cyber-physical system (CPS) 

CommunicationComputation Control

 Advanced computing

 Intelligent computing

 Online computing

 Smart protocol

 Smart sensors

 Smart networks

 Ubiquitous connectivity

 Pervasive sensing

 Large-scale physical 

plants

 Embedded processers

 Secure-control



Background

Integration of 

Information 

Technology and 

Industrialization

Industrial

Process 

Automation 

Technology

Information Technology

Knowledge of the 

Industrial Process

Intelligence and 

Integrated Optimization

Enterprise Knowledge 

Productivity

Production Index 

Optimal Control

Industrial Process Automation Technology



Background

Traditional Artificial Decomposition of 

Performance Index (Open-loop Control)

Index 

Decomposition
The ith loop

Disturbance

Operation 

Process

Operation 

Index

Disturbance

Local 

Controller

Local 

Controller

 Imprecise Artificial Decomposition

 Boundary Condition Changes

 Prevailing Outside Interference

Physical 

Plant

Emphasis on the design of 

local controllers under multi-

variables and strong coupling 

conditions

Stage I
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Local 

Controller

Local 

Controller

Operation 

Index Index

Decomposition
The ith loop

Output (Quality)

Input (Consumption)

Physical 

Plant

Operation 

Process

Index 

Evaluation

Integrated Operation ControlStage II
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Controller

Network

Compensation Network
Index 

Evaluation

Optimal 

Tracking

Priori Index

Operation 

Index
The ith loop

Operation 

Process

Local 

Controller

Physical 

Plant
Compen-

sation

Index 

Decomposition

Asynchronous networks

Multirate sampling

 Data packet dropouts, time-delay & disorder

 Index evaluation

 Global stability

Network-Based Integrated Operation ControlStage III
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Network-Based Integrated Operation ControlStage III

Controller
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Networked Control and Estimation

Traditional Control SystemsNetworked Control Systems (NCSs)

Actuator Node Sensor NodePlant

Controller

Controller

Communication Network

NCS 

Advantages

Resource sharing

Independent node

Lower cost

Module design

Flexibility

… …



Networked Control and Estimation

Centralized Control Decentralized 

Control

Networked 

Control

Networked control is the significant revolution in 

industry processes after centralized control and 

decentralized control methods.

Control methods progress:

J. Baillieul, P. Antsaklis. Proceedings of the IEEE, 2007.



Networked Control and Estimation

Typically electronic control 

units are networked together 

on one or more buses based 

on the Controller Ares 

Network (CAN) standard.

Automobile

Industrial process control 

under networked 

environment

Process 

Control

Cooperative formation 

for multi-agent systems 

based on network

Cooperative 

Formation
Remote operation 

based on network

Remote 

Operation

NCS applications:



Networked Control and Estimation

w
Physical 

Plant

Controller

Challenges to 

Classical 

Control Theory

Time Delay

Quantization

Packet Dropouts

Packet Disorder

… …

Nonlinear Physical Plants

NetworkNetwork

Network Security

Non-uniform Sampling



Networked Control and Estimation

Recent Special Issues:

Proceedings of the IEEE

IEEE Trans. System, Man, Cybernetics: Systems

IEEE Trans. Automatic Control

IEEE Trans. Industrial Electronics

IEEE Control Systems Magazine

……



Networked Control and Estimation

State Estimation over

Communication Networks
 Controller Design over 

Communication Networks

Problems



Network-based Control

State Feedback Control Problem:

Physical 

Plant

Controller

Sampler

Quantizer

ZOH

NetworkNetwork Network Medium

Delay:

Packet Dropout:

 𝒙 𝒕 = 𝑨𝒙 𝒕 + 𝑩𝒖 𝒕 + 𝑬𝝎(𝒕)

𝒚 𝒕 = 𝑪𝒙 𝒕 + 𝑫𝒖 𝒕 + 𝑭𝝎(𝒕)



Network-based Control

Networked closed-loop system:

Closed-loop system with two successive 

delays:

Transformation

Lyapunov-Krasovskii Functional

less conservative

less conservative

General model 



Network-based Control

Output Tracking Problem:

Delay:

Packet Dropout:

Physical 

Plant

Controller

SamplerZOH

NetworkNetwork Network Medium

Reference

Model



Network-based Control

Physical 

Plant
ZOH

Network

Communication Channel

Dynamic 

Controller

EncoderDecoder

Sampler

Output Feedback Control Problem:

Delay:Packet Dropout:



Network-based Control

Problems solved in this framework:

Analysis

Problems

Stability 

Passivity

Output 

feedback

State

feedback

Design

Problems

Output 

tracking

Passification

Disturbance 

attenuation



Network-based Estimation

Traditional filter design

Filter

Physical 

Plant

𝒘

𝒗

𝒛

𝒚

+

−
𝒛𝑭

𝒆

Robust FilteringKalman Filtering Adaptive Filtering

 Most commonly used 

optimal recursive data 

processing algorithm

 Without knowing the 

exact statistics 

knowledge of 

noise/disturbance

 Parameter 

uncertainty

 Suitable for 

parameter/ structure 

adjustable filter 

design problem 

Filtering design problems:



 𝒙𝑭 𝒕 = 𝑨𝑭𝒙𝑭 𝒕 + 𝑩𝑭 𝒚(𝒕)

𝒛𝑭 𝒕 = 𝑪𝑭𝒙𝑭 𝒕 + 𝑫𝑭 𝒚(𝒕)

 𝒙 𝒕 = 𝑨𝒙 𝒕 + 𝑩𝝎(𝒕)

𝒚 𝒕 = 𝑪𝒙 𝒕 + 𝑫𝒗(𝒕)

𝒛 𝒕 = 𝑳𝒙 𝒕

Network-based Estimation

Filter

Physical 

Plant

Network-based filter design

𝒘

𝒗

𝒛 +

−
𝒛𝑭

𝒆

Sampler Quantizer ZOH 

𝒚

 𝒚Communication 

Channel

Filtering design:

 Network-based filtering with network-induced 

limitations

 Convex optimization



Network-based Estimation

Problems solved in this framework:

𝑯∞ filter

𝑯𝟐 filter

Deconvolution 

filter

Fault detection 

filter

Filtering Design

Problems

Multi-objective 

filter





Networked Process Control

Communication

via Industrial 

Ethernet

Long-distance 

data transmission

Real time monitoring

Distributed control

Time-varying delays; Packet dropouts;

Data quantization; Multirate sampling;

Network safety; Asynchronous 

communication etc.

Networked Industrial Processes



Networked Process Control

Conventional Control Scheme

Controller Local Plant

Decomposition
Controller Local Plant

Objective

Setpoints

Outputs



Networked Process Control

Controller Local Plant

Decomposition
Controller Local Plant

Network-Based Integrated Control Scheme

Ethernet
Index

Prediction
+ -



Networked Process Control

Prior Setpoint

𝑦𝑐 𝑛 + 1 = 𝑦𝑐 𝑛 + 𝐹 𝑛 ∆𝑟 𝑛
∆𝑟 =  𝑟 − 𝑟

𝒚∗

𝐎𝐏𝐓 𝐦𝐢𝐧 𝐉 =
𝟏

𝟐
∆𝒚𝒔

∗𝑻𝑹∆𝒚𝒔
∗

∑F

RTO




Real-Time Optimization

𝑦𝑠
∗ 𝑦𝑐

∗(𝑛)+

−

∆𝑦𝑐
∗(𝑛)

 𝑟(𝑛) −

+ ∆𝑟(𝑛)

∆𝑦𝑠
∗𝑟



Networked Process Control

Controller Local Plant

Compensator
Controller Local Plant

Multi-subsystems Case

Ethernet
Index

Prediction
+ -

RTO



Networked Process Control

 Linear subsystems

 Nonlinear subsystems

 Actuator/sensor faults 

Networked

Integrated 

Control

Scheme

Device Layer

Communication 

Channel

 Asynchronous networks

 Multi-rate sampling

 Network-induced phenomena

Key Issues

Operation 

Layer

 Linear index decomposition

 Nonlinear index decomposition

 Index optimization 





Future Work

Production

Planning

Production 

Management 

and Process 

Technology

Overall 

Index

Index 

Decomposition
Plant

Operation 

Index

 Multiple network issues

 Network security for industrial control systems

 Three layers: management, operation and device layers

Operation Optimization Control




