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Introduction

n Primary infrastructure against cybersecurity threats is 
based on intrusion detection systems:
n host-based systems protect the host (endpoint) by 

monitoring the operating system files and processes
n network-based systems monitor network traffic by 

analyzing flows of packets and/or inspecting packet 
headers
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Introduction

n Network intrusion detection systems employ diverse 
deep learning algorithms:
n Convolutional neural networks: CNNs
n Recurrent neural networks: RNNs
n Deep belief networks
n Autoencoders 

n Supervised machine learning algorithms:
n Support vector machine: SVM
n Long short-term memory: LSTM
n Gated recurrent unit: GRU
n Broad learning system: BLS
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CICIDS2017 and CSE-CIC-IDS2018
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§ Testbed used to create the publicly available datasets 
that include multiple types of recent cyber attacks

§ CICIDS2017 DoS data collected on Wednesday, July 
05, 2017

§ CSE-CIC-IDS2018 DoS data collected on Thursday, 
February 15, 2018:
§ 09:26 to 10:09
§ 10:59 to 11:40

§ Anomalous data points are labeled: 
GoldenEye, Hulk, SlowHTTPTest, and Slowloris
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Broad Learning System

n Module of the Broad Learning System (BLS) algorithm 
with increments of mapped features, enhancement 
nodes, and new input data:
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Broad Learning System: BLS
n Matrix 𝑨! is constructed from groups of mapped features 
𝒁" and groups of enhancement nodes 𝑯# as:

n where:
n 𝜙 and 𝜉: projection mappings 
n 𝑾$%, 𝑾&': weights
n 𝛽$%, 𝛽&': bias parameters

n Modified to include additional mapped features 𝒁"(), 
enhancement nodes 𝑯#(), and/or input nodes 𝑿*.
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𝑨! = 𝒁" 𝑯#]
= 𝜙 𝑿𝑾$% + 𝛽$% | 𝜉(𝒁!"𝑾&' + 𝛽&') ,

𝑖 = 1, 2, … , 𝑛 𝑎𝑛𝑑 𝑗 = 1, 2, … ,𝑚



Broad Learning System: BLS

n Moore-Penrose pseudo inverse of matrix 𝑨! is 
computed to calculate the weights 𝑾! for the given 
output 𝒀

n During testing, data labels are deduced using the 
calculated weights, mapped features, and 
enhancement nodes

n The RBF-BLS employs Gaussian function as the 
enhancement mapping 𝜉
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RBF-BLS: Radial basis function BLS



Cascades of Mapped Features
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Cascades of Mapped Features

n Cascade of mapped features (CFBLS):
the new group of mapped features is created by using 
the previous group (𝑘 − 1). 

n Groups of mapped features are formulated as: 
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𝒁" = 𝜙(𝒁"#$𝑾%" + 𝛽%")
≜ 𝜙" 𝑿 ; {𝑾%&, 𝛽%&}&'$" , 𝑓𝑜𝑟 𝑘 = 1,… , 𝑛



Cascades of Enhancement Nodes
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Cascades of Enhancement Nodes

n The first enhancement node in cascade of 
enhancement nodes (CEBLS) is generated form 
mapped features 

n The subsequent enhancement nodes are generated 
from previous enhancement nodes creating a cascade:

where: 
n 𝑾(& and 𝛽(& are randomly generated
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𝐻) ≜ 𝜉) 𝒁* ; 𝑾(&, 𝛽(& &'$) , for 𝑢 = 1,… ,𝑚,



Cascades of Mapped Features and 
Enhancement Nodes
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Experimental Procedure
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Experimental Procedure
n Step 1: Extracting the CICIDS2017 and CSE-CIC-IDS2018

subsets for training and testing
n Step 2: Removing invalid data, converting categorical to 

numerical features, and normalizing training and test 
datasets to have mean 0 and standard deviation 1 
employing the z-score function

n Step 3: Using 10-fold validation to train and tune 
parameters

n Step 4: Testing and evaluating generated machine learning 
(ML) models based on:
n Accuracy
n F-Score
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16 Most Relevant Features
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n CICIDS2017



16 Most Relevant Features
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n CSE-CIC-IDS2018



Best Parameters:
Non-Incremental BLS
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Parameters CICIDS2017 CSE-CIC-IDS2018

Number of features

Non-Incremental 
BLS 78 64 32 78 64 32

Model RBF-
BLS BLS CEBLS CFBLS RBF-

BLS CEBLS

Mapped features 20 10 10 20 20 15

Groups of 
mapped features 30 30 10 10 10 20

Enhancement 
nodes 40 20 40 80 80 80



Best Parameters: Incremental BLS
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Parameters CICIDS2017 CSE-CIC-IDS2018

Number of features

Incremental BLS 78 64 32 78 64 32

Model CFBLS CFEBLS CEBLS BLS CEBLS BLS

Mapped features 10 20 10 15 20 10

Groups of 
mapped features 20 20 20 30 10 20

Enhancement 
nodes 40 20 40 20 40 20

• Incremental learning steps: 2
• Data points/step: 55,680 (CICIDS2017) and 49,320 (CSE-CIC-IDS2018)
• Enhancement nodes/step: 20



Best Performance:  
Non-Incremental BLS
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Number of 
features Dataset Accuracy 

(%)
F-Score 

(%) Model Training 
time (s)

Non-Incremental BLS

78 CICIDS2017 96.63 96.87 RBF-BLS 15.60

CSE-CIC-
IDS2018 97.46 81.46 CFBLS 4.13

64 CICIDS2017 96.10 96.35 BLS 8.97

CSE-CIC-
IDS2018 98.60 90.49 RBF-BLS 4.65

32 CICIDS2017 96.34 96.62 CEBLS 39.25

CSE-CIC-
IDS2018 98.83 92.26 CEBLS 33.46



Best Performance: Incremental BLS
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Number of 
features Dataset Accuracy 

(%)
F-Score 

(%) Model Training 
time (s)

Incremental BLS

78 CICIDS2017 95.12 95.44 CFBLS 3.69

CSE-CIC-
IDS2018 97.47 81.35 BLS 6.78

64 CICIDS2017 94.44 95.38 BLS 7.39

CSE-CIC-
IDS2018 96.70 74.64 CFBLS 11.59

32 CICIDS2017 95.39 95.75 BLS 6.39

CSE-CIC-
IDS2018 97.08 77.89 BLS 5.65



Performance: BLS and Incremental BLS, 
CICIDS2017

October 10-21, 2020 ISCAS 2020, Seville, Spain 27



Performance: BLS and Incremental BLS, 
CSE-CIC-IDS2018
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Conclusion
n We considered malicious intrusions and anomalies in 

communication networks and evaluated performance 
of machine learning algorithms 

n Models using fewer number of features and models 
based on the incremental BLS required shorter 
training time

n Models exhibited comparable performance even 
when selecting a smaller number of relevant features

n Most generated models achieved accuracy and 
F-Score above 90%
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