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Riesling: 
54,893 nodes and 79,409 links 
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CVS Repository: 
18,474 nodes and 18,473 links 
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Round-Trip Time Measurements:  
63,631 nodes and 63,630 links 
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Code Red Infection 
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Introduction 

•  Design of routing protocols is influenced by:  
•  discovery of power-law distribution of node 

degrees  
•  scale-free properties of communication 

networks  
•  Power laws are present in the Internet’s  

inter-Autonomous System-level topology  
•  Waxman and Barabási-Albert algorithms  

have been widely used to generate  
Internet-like graphs 
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Buffer-Less Architecture and 
Contention 
•  Buffer-less nodes do not possess first-in-first-

out (FIFO) buffers to queue data 
•  Buffer-less network architectures: 

•  optical burst switched networks  
•  on-chip networks 

•  Contention is the main source of packet loss 
in buffer-less networks 
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Buffer-Less Architecture and 
Contention 
•  Routing protocol selects the optimal path 

between a source and a destination 
•  Contention:  

•  multiple arriving traffic flows at a node 
need to be routed through a single 
outgoing link 

•  If there is no contention resolution scheme: 
•  a flow is routed through the optimal 

outgoing link defined by the routing table 
•  other flows are discarded because a node 

has no buffer 
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Deflection Routing 

•  Deflection routing may be employed as a 
contention resolution scheme 

•  A deflection routing algorithm temporarily 
misroutes packets instead of buffering or 
discarding 

•  Deflection routing and the underlying routing 
protocol co-exist in a network 
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Deflection routing: Tradeoff 

•  Tradeoff: 
•  quality of deflection routing vs. the number 

of signaling messages required by the 
deflection routing algorithm 

•  The underlying routing protocol generates a 
significant number of control signals 

•  Deflection routing protocols should generate 
few control signals 

•  Goal:  
•  exhibit good performance while 

transmitting fewer control signals 
May 30, 2014 International Workshop on Complex Networks and Applications 2014, 

Melbourne, Australia 13 



Complex Networks and  
Deflection Routing 
•  High-speed optical links are often used to 

connect the Internet autonomous systems 
•  Optical burst switching may be used for  

inter-Autonomous System communication 
•  Typical topologies used to test deflection 

routing algorithms: 
•  small-size networks (National Science 

Foundation network) 
•  torus topologies 

•  These topologies do not resemble structure of 
the Internet 
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Reinforcement Learning 

•  Formalizes trial-and-error-based learning 
processes 

•  Four basic elements: 
•  agent or decision maker  
•  environment of the agent 
•  actions performed by agent 
•  feedback signals generated by environment 

•  Objective: 
•  maximize/minimize the rewards/penalties 

that agent receives from environment 
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Reinforcement Learning: 
Agent-Environment Interaction 
•  Agent observes the state of the environment 

and selects an appropriate action 
•  Environment generates a reinforcement 

signal and transmits it to the agent 
•  Agent employs the reinforcement signal to 

improve its subsequent decisions 
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Reinforcement Learning 

•  Reinforcement learning agent requires:  
•  information about state of environment  
•  reinforcement signals from environment 
•  rule (algorithm) to update its statistics 

•  Examples of learning algorithms: 
•  Q-learning 
•  feed-forward networks 
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Q-Learning 

•  Q-learning algorithm has been used to design 
a learning and decision making module 

•  Q-learning: 
•  is a simple reinforcement learning 

algorithm 
•  maintains a Q-value Q(s,a) in a Q-table for 

every state-action pair 
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Q-Learning 

•  Q-learning update rule: 

 
•   : state of the system 
•    : action 
•    : learning rate 
•    : reward 
•    : discount factor 
•    and        : two consecutive decision instances 
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Reinforcement Learning for 
Deflection Routing 
•  Reinforcement learning algorithms are 

random in nature 
•  Randomness enables a deflection routing 

protocol to make viable decisions while 
transmitting fewer control signals 

•  Deflection decision or action: 
•  select an alternate outgoing link that a 

node may use to deflect a traffic flow 
•  Modules required for reinforcement learning: 

•  signaling 
•  learning and decision making 
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Reinforcement Learning for 
Deflection Routing 
•  Signaling module: 

•  is aware of the state of the system 
•  implements the algorithm for generating 

and delivering feedback signals 
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Reinforcement Learning for 
Deflection Routing 
•  Learning and decision making module: 

•  In case of contention: 
•  receives the state of the system from the 
signaling module 

•  generates a deflection decision 
•  After generating a deflection decision: 

•  receives feedback from the signaling 
module 

•  employs feedback to enhance its future 
decisions 
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Network Model 

•  Consider a network with n buffer-less nodes: 
 
 

•  Node     is connected to its m neighbors via 
outgoing links: 
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Network Model 

•  System state:  
•  original destination of a traffic flow that 

needs to be deflected 
•  set of states encountered by an arbitrary 

node   : 
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Network Model 

•  Action:  
•  alternate outgoing link used to deflect a 

traffic flow 
•  set of actions available to a node     with m 

outgoing links: 
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Network Topology:  
Waxman Algorithm 
•  Commonly used model to generate random 

network topologies 
•  Probability of a link connecting nodes u and v 

in Waxman graph: 

•  Graphs generated with larger   and smaller   
have larger number of short edges: 
•   bi-component 
•   longer hop diameter 
•   shorter length diameter 
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Network Topology:  
Waxman Algorithm 
•  Graphs generated using Waxman algorithm: 

•  do not resemble the Internet backbone and 
hierarchy 

•  The algorithm does not guarantee generating  
a connected graph 
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Network Topology:  
Barábasi-Albert Algorithm 
•  Generates scale-free graphs 
•  Power-law distribution of node degrees: 

•  incremental growth 
•  preferential connectivity 

•  Begin with connected network of n nodes 
•  New node i added to the network connects to 

existing nodes j with probability: 
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Network Topology:  
Barábasi-Albert Algorithm 
•    : degree of node j 
•    : set of all nodes 

•             : sum of degrees of all nodes in  
           the network 
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iDef Framework 

•  Facilitates development of reinforcement 
learning-based deflection routing protocols 

•  Abstracts a reinforcement learning-based 
deflection routing algorithm in three modules: 
•  mapping 
•  decision making 
•  signaling 
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iDef Framework 

•  Minimized dependency among its modules 
enables: 
•  implementation of portable deflection 

routing protocols 
•  design of modules that can be replaced 

without changing the entire design 
•  Example of portability: 

•  replacing the decision-making algorithm 
requires no changes in signaling module 
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Reinforcement Learning-Based 
Deflection Routing Algorithms 
•  Node Degree Dependent Algorithm with  

Q-Learning (Q-NDD) 
•  scales well in larger networks 
•  its complexity depends on the node degree 
•  feedback signals are received only if the 

deflected packet is discarded by another 
node 
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Reinforcement Learning-Based 
Deflection Routing Algorithms 
•  Predictive Q-learning Deflection Routing 

Algorithm (PQDR) 
•  employs the predictive Q-Routing (PQR)  
•  addresses the shortcomings of Q-learning 
•  its complexity depends on the network size 
•  feedback signals are received for every 

deflected packet 
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Reinforcement Learning-Based 
Deflection Routing Algorithms 
•  Reinforcement Learning Deflection Routing 

Scheme (RLDRS)  
•  employs the Q-learning algorithm for 

deflection routing 
•  its complexity depends on the network size 
•  does not generate optimal routing policies 

in networks with low loads  
•  does not learn new optimal policies in cases 

when network load decreases 
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Q-NDD 

•  Complexity of the Node Degree Dependent 
(NDD) algorithm depends only on a node 
degree 

•  Consider optical burst switched networks 
network with N nodes: 
•  each node maintains a Q-table 
•  all nodes are NDD compatible 

•  NDD defines a state of the system by: 
•  states of the optical interfaces 
•  output port defined by the routing table 

May 30, 2014 International Workshop on Complex Networks and Applications 2014, 
Melbourne, Australia 40 



Q-NDD 

•  NDD defines an action as an output port 
number 

•  On burst transmission, a node: 
•  inspects the routing table for the next hop 
•  checks the status of its optical interfaces 
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Q-NDD 

Four cases may occur: 
1.  desired optical interface is available 
2.  desired optical interface is busy and the 

burst has not been deflected earlier by any 
other node 

3.  desired optical interface is busy and the 
burst has been deflected earlier by another 
node 

4.  all optical interfaces are busy and the burst 
has been deflected earlier by another node 
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Case 1 and Case 2 

•  Case 1: Desired optical interface is available: 
•  optical cross-connects are configured 

according to the path defined by the 
routing table 

•  Case 2: Desired optical interface is busy and 
the burst has not been deflected earlier by 
another node: 
•  node passes the state of the system to  

the Q-learning module 

May 30, 2014 International Workshop on Complex Networks and Applications 2014, 
Melbourne, Australia 43 



Case 2 (cont.) 

•  Q-learning module then: 
•  passes the output port number (action) 
associated with the maximum Q-value to 
the NDD module 

• waits for feedback 
• makes no new decisions during the idle 
interval 
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Case 2 (cont.) 

•  NDD module: 
•   adds to the burst header: 

•  unique ID number 
•  address of the node that initiated the 
deflection 

•  deflection hop counter DHC, which 
increments each time other nodes 
deflect the burst 
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Case 2 (cont.) 

•  records the current time as the 
deflection time (DfT) with the ID that 
has been added to the burst  

•  initiates the drop notification (DN) timer 
•  records the action selected by the  
Q-learning module  

•  records are used if the node needs to 
deflect a burst: 

•  that has been deflected earlier 
•  during an idle interval  
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Case 2 (cont.) 

• waits for a feedback signal for DNmax 
seconds 

•  if no feedback is received: 
•  assumes that the burst has been 
successfully delivered 

•  returns the maximum reward value 
to the  
Q-learning module for an update 
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Case 2 (cont.) 

•  if feedback is received: 
•  calculates a reward value based on 
the feedback signal 

•  returns the reward value to the  
Q-learning module for an update 
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Case 3 

•  Case 3: Desired optical interface is busy and 
the burst has been deflected earlier by 
another node: 
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Case 3 (cont.) 

•  NDD module: 
•  checks the deflection hop counter (DHC) 
field in the burst header and if: 

• DHC == DHCmax: prepares a feedback 
signal and discards the burst 

• DHC < DHCmax: checks the state of 
the system and performs the latest 
action that the Q-learning module has 
generated for the current state 
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Case 4 

•  Case 4: All optical interfaces are busy and the 
burst has been deflected earlier by another 
node: 
•  NDD module prepares a feedback signal 

and discards the burst 
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Feedback Signal 

•  Feedback signal is composed of: 
•  burst ID number that was assigned to the 

burst by the node that initiated the 
deflection 

•  DHC field value: 
• DHC is not equal to DHCmax when the 
burst is discarded because the node if 
fully congested 

•  drop time DrT: 
•  time instant when the burst was 
discarded 
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Reward 

•  Reward is generated based on the feedback 
signal received at the node that has initiated 
the deflection 
•  NDD module: 

•  calculates the total travel time: 

•  uses a decreasing function with the 
global maximum at (0,0) to map TTT  
and DHC to a real valued reward 
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Reward 

•  example:  
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Q-Learning Module Update 

•  Q-learning module updates the Q-value of the 
current state and the selected action as: 

•    : state of the system 
•    : action 
•    : learning rate 
•    : reward 
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NDD: Flow Chart 
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Predictive Q-learning  
Deflection Routing: PQDR 
•  PQDR learning and decision making module of 

a node    maintains four tables: 
•  Table 1 

• A           stores accumulated rewards 
that     receives for deflecting packets to 
destinations    via outgoing link l 

•  Table 2 
• A           stores the minimum Q-value 
that     has calculated for deflecting 
packets to destinations    via outgoing 
link l 
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PQDR 

•  PQDR learning and decision making module of 
a node    maintains four tables: 
•  Table 3 

•              stores deflection decision 
recovery rates for deflecting packets for 
destinations    via outgoing link l 

•  Table 4  
•              stores the time instant when    
has last updated the       entry of its  
Q-table after receiving a reward 
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Three steps of PQDR 

•  Generate deflection decision 
•  Update the tables 
•  Generate control signals 
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Generate the Deflection Decision: 

•  Calculate 
     

•      : current time 
•     : original outgoing link 
•     : source node 
•      : destination node 

•  Compute                = 
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•  Use     and                to generate deflection 
decision    (outgoing link) 
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Algorithm for Table Updates 

•  When    receives a reward   from the network 
for deflecting a packet on the outgoing link   , 
it updates its four tables: 

•    
•    
•    
•    
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Algorithm for Table Updates 

•  Update     : 
•  calculate  

•  update 
     

•               : learning rate 
 

•  Update     : 
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Algorithm for Table Updates 

•  Update     : 

•               : recovery learning rate 
•               : decay rate 

•  Update     : 

May 30, 2014 International Workshop on Complex Networks and Applications 2014, 
Melbourne, Australia 65 

R
xi

0 < �  1
0 < �  1

R

xi(xd2 , ⇣) =

8
<

:
R

xi(xd2 , ⇣) + �

�

t

c

� U

xi(xd2 , ⇣)

� < 0

�R

xi(xd2 , ⇣) otherwise

U
xi

U

xi(xd2 , ⇣) = t

c



Signaling Algorithm 

•  PQDR signaling module of a node    maintains 
one table: 
•           stores blocking probabilities of 

outgoing links l attached to node 
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Signaling Algorithm 

•          is updated periodically every   seconds: 
 

•      : number of packets that were 
successfully transmitted on link  

•      : numbers of packets dropped on link   
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Signaling Algorithm 

•  When a node     receives a deflected packet 
for the destination      from its neighbor   : 
•  routes the packet through one of its 

outgoing links     by using its routing table 
or its PQDR module 

•  calculates the feedback value: 

 

•                    : number of hops from     to 
destination       through its neighbor  
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Signaling Algorithm 

•  sends the feedback signal to node    that 
initiated the deflection 

•  Node     receives the feedback    for its 
decision    from its neighbor     and calculates 
the reward  : 

 

•  Reward   is passed to the PQDR’s learning 
and decision making module for table updates 
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Simulation Scenarios 

•  Three reinforcement learning based deflection 
routing algorithms are compared: 
•  Q-learning based Node Degree Dependent: 

Q-NDD 
•  Predictive Q-learning based deflection 

routing: PQDR 
•  Reinforcement learning based deflection 

routing scheme (RLDRS) 
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Simulation Scenarios 

•  Network topologies: 
•  Waxman  
•  Barabási-Albert 
•  10, 20, 50, 100, 200, 500, and 1,000 

nodes 
•  24, 48, 120, 240, 480, 1,200, and 2,400 

Poisson traffic flows 
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Simulations: Network Architecture 

•  Buffer-less optical burst switching 
architecture: 
•  1 Gbps fiber links 
•  single wavelengths 

•  Traffic flows: 
•  network load at 40% 
•  Poisson arrivals 
•  0.5 Gbps data rate 
•  50 bursts: 

•  each burst carries 12.5 kB payload 
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Simulations Parameters 

•  Deflection routing parameter: 
•  Learning rate: 
•  Learning recovery rate: 
•  Recovery decay rate: 
•  Burst loss probability calculation window: 

 
•  Waxman topology parameters: 

•    
•     

May 30, 2014 International Workshop on Complex Networks and Applications 2014, 
Melbourne, Australia 74 

↵ = 0.1

� = 0.7

� = 0.9

⌧ = 50 ms

� = 0.15

⌘ = 0.2



Burst Loss Probability 

Comparison of Q-NDD, PQDR, and RLDRS:  
•  Waxman and Barabási-Albert topologies 
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Burst Loss Probability 

•  Burst-loss probability has a logarithmic trend 
•  Slightly higher in Barabási-Albert networks 
•  Q-NDD scales better than PQDR and RLDRS 

as the size of the network grows 
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Average Number of Deflections 

Comparison of Q-NDD, PQDR, and RLDRS: 
•  Waxman and Barabási-Albert topologies 
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Average Number of Deflections 

•  Burst deflection reduces the burst-loss 
probability while introducing excess traffic 
load to the network 

•  Waxman and Barabási-Albert network 
topologies do not show a significant variation 
in terms of the number of deflections 

•  Q-NDD deflects fewer number of bursts than 
PQDR and RLDRS 
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Average Number of Hops  

Comparison of Q-NDD, PQDR, and RLDRS: 
•  Waxman and Barabási-Albert topologies 
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Average Number of Hops  

•  The underlying topology and nodes 
connectivity impact the number of hops 
traveled by bursts 

•  Bursts travel fewer hops in case of  
Barabási-Albert networks 

•  In case of Q-NDD, bursts travel through more 
hops than PQDR and RLDRS 
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Memory and CPU Usage 

•  Memory and CPU usage depends mostly on 
size of routing and deflection tables of the 
nodes 

•  They are functions of number of nodes 
•  Comparisons are made only for Waxman 

topologies with 500, 1,000, and 2,000 nodes 
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Waxman Topologies:  
Memory and CPU Usage 
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Algorithm Number of 
nodes 

Number of 
links 

Number of 
flows 

Min. 
memory 
usage 
(MB) 

Max. 
memory 
usage 
(MB) 

Total CPU 
time used 
(mm:ss) 

Total 
simulation 
time (s) 

PQDR 

 500 1,500 3,000 566 609 4:00.65 2,857.5 

1,000 3,000 6,000 1,727 1,817 19:09.44 6,613.1  

2,000 6,000 12,000 6,342 6,526 107:33.2 17,770.8 

Q-NDD 

 500 1,500 3,000 561 578 1:25.61 1832.8 

1,000 3,000 6,000 1,727 1,754 16:44.46 4,872.8 

2,000 6,000 12,000 6,341 6,391 94:38.74 13,680.4 

RLDRS 

 500 1,500 3,000  566 588 4:04.57 2,919.5 

1,000 3,000 6,000 1,727 1,769 18:36.04 6,633.7 

2,000 6,000 12,000 6,341 6,424 110:56.7 18,069.7 



Waxman Topology: Memory Usage 

•  2,000 nodes 
•  70 sample points 
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Memory and CPU Usage 

•  The three algorithms initially have the same 
memory requirements 

•  The memory usage of PQDR grows faster 
compared to RLDRS and Q-NDD 
•  PQDR stores five tables while RLDRS stores 

two and Q-NDD stores one table 
•  Q-NDD requires the least memory space and 

CPU time  
•  Q-NDD space complexity depends on the node 

degree rather than network size 
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Outline 

•  Introduction 
•  Deflection routing in buffer-less networks 
•  Reinforcement learning 
•  Network model and topology 
•  iDef framework 
•  Reinforcement learning for deflection routing 
•  Node degree dependent algorithm with Q-learning 
•  Predictive Q-learning deflection routing 
•  Simulation results 
•  Conclusions and references 
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Conclusions 

•  Network topology does not significantly affect 
number of deflections 

•  Barabási-Albert topologies: 
•   bursts travel through fewer hops 

•  Q-NDD performs significantly better than 
PQDR and RLDRS in terms of burst-loss 
probability and memory usage 

•  Bursts travel through additional hops in the 
case of Q-NDD 

•  Q-NDD scales better with network size 
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